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Abstract

With the advancement of Al technology, an increasing amount of Al applications are
being developed and applied in various domains. While some tasks in such applications
lend itself well for the strengths of AI, other tasks are more challenging to automate.
One example of this is ethical decision making. AI for ethical decision making has not
been explored much, among other reasons, for its possibly impactful and ethically loaded
results, as well as a lack of ‘ground truth’ on what is considered the right thing to do.
However, Al for ethical decision making could both be valuable in explicit ethical decision
making domains and increase the ethical use of other Al applications. This thesis fills the
mentioned research gap by focusing on if and how Al for ethical decision making can be
designed in a way that is acceptable for users.

The investigated research topics that are part of Al for ethical decision making are
presented according to the incremental and iterative design cycle (IID), which is often ap-
plied in the development of new technology. After an initial planning phase, a design cycle
consists of the following phases: planning and requirements, analysis and implementation,
testing, and evaluation.

During the first phase, wnitial planning, we investigate the state of the art of imple-
menting ethical theory in Al, by performing an extensive literature review. Among other
results, we find that the field is scattered in terms of the ethical theory and Al types used
to create Al for ethical decision making. Additionally, the developed applications consist
mostly of prototypes. These results imply that a Wizard of Oz approach is appropriate
for the implementation and testing in the design cycle presented in this thesis.

The success of any Al application depends on whether the users trust the Al enough
to rely on it. Given the varying opinions regarding a ground truth for ethical Al, where
Al decisions can easily be considered to be wrong, we focus on how Al mistakes influence
user trust. In the second phase of the design cycle, called planning and requirements,
we perform an experiment to investigate the effect of Al mistakes and their timing on
user trust and reliance. We find that system inaccuracy negatively influences trust and
reliance. Furthermore, the negative effect of Al mistakes is stronger when mistakes are
made during the first interaction with the user.

To mitigate these negative effect of Al mistakes, the third phase of analysis and im-
plementation focuses on Al mistakes and how their negative effects can be mitigated, by
presenting different interaction designs. This is done by introducing a taxonomy of Al
mistakes and appropriate mitigation strategies.

In the fourth testing phase, we use a Wizard of Oz application to test user perception
of Al for ethical decision making. We find that while participants had higher moral trust
in a human expert and find humans more responsible, they had more capacity trust and
overall trust in an Al system for ethical decision making.
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In the final phase, evaluation, we describe the consequences of our finding. Since people
perceive Al and humans to have different strengths that are both valuable for ethical
decision making, we propose an interaction paradigm that utilizes the strengths of both:
human-autonomy teaming. For Al and humans to be able to form an effective team,
further development of different Al capabilities is needed: agency, communication, shared
mental models, intent, and interdependence.

In conclusion, this work contributes to the understanding of user perception of Al for
ethical decision making, and suggests design strategies to move research on Al for ethical
decision making forward.
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Synopsis






Chapter 1

Introduction

1.1 Motivation

Since its birth in the 1950’s, artificial intelligence (AI) has been growing rapidly as a
research field. Using different approaches, such as logic-based expert systems during the
70’s and 80’s (e.g., [41, 224, 459, 508|) and unsupervised machine learning since the 2000’s
(e.g., [370, 372, 517, 528]|), the field has attempted to “not just understand but also to build
intelligent entities” [421, p 1]. Given the breadth of this mission, the term AI has been
used as an umbrella term, encompassing many different ‘intelligent’ algorithms'. As such,
it has been difficult to define the term in a way that is both specific enough to carry value,
but broad enough to include all approaches used in the field. Russell and Norvig [421]
define it as follows: AI can be considered as an agent that is “perceiving its environment
through sensors and acting upon that environment through actuators” [421, p 34].

There have been many successful applications of Al algorithms that influence people
in their everyday lives. Some software examples are health care diagnostics [258] and drug
discovery [94], automated financial investments [450|, recommender systems that learn
your preference to recommend products or services [79|, and marketing chatbots that
represent to answer client’s questions [312]. Following the popularity of smartphones,
many people carry Al applications with them everyday in their pockets, such as voice
assistants [25] and smart map planning [434]. Hardware applications have also increased,
such as autonomous factory robots working assembly lines [428], consumer robots that
vacuum your house [27], and cars that drive themselves [407].

Many of these applications have provided new services and products to become avail-
able to the general public, or have improved existing ones, e.g., by increasing speed or
accuracy. However, there have also been unintended negative side-effects of using Al in
practice. For example, contextual bias can result in health care AI generalizing across
patient groups or service settings (such as rural areas in a third world country versus a
high-end hospital in the first world) when this is inappropriate [400]. Unbalanced training
data can lead to biased algorithm results, such as racial bias in face recognition software
due to a lack of Afro-American and Asian examples [88]. Existing biases run the risk of be-
ing perpetuated and magnified, such as when hiring algorithms show a gender preference
because current employees have an unbalanced worker population [539]. A classification
algorithm might predict high confidence on an error because the class was an ‘unknown

! Because of the breadth of the term ‘AI’, the following terms are used as additional synonyms throughout this
thesis: algorithm, system, and machine.
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unknown’ not present in the training set [32]. In sum, there are many reasons that can
cause Al to make mistakes or produce biased results. Some of these issues might only
have small effects, such as a recommender algorithm recommending an item you are not
interested in. Others, however, can have a more grave impact. When Al systems are used
without human supervision, people might not be hired [539], might not get parole [257],
be rejected for a loan [118], or not get diagnosed correctly [14] because of algorithmic
error and bias.

One of the AI applications that has been explored less is Al for ethical decision mak-
ing. Example applications could be related to biomedical dilemmas such triage decisions,
sentencing in law cases, or risk management in national defence scenarios. One of the rea-
sons these applications have been explored less is that the possible negative consequences
of AT for ethical decision making can be far reaching, to the point that they can result in
life-and-death decisions. Another issue is that of responsibility: in case of negative conse-
quences, Al cannot be held accountable in a court of law as of yet. Moreover, algorithmic
errors imply there is a correct answer that the Al failed to produce. However, philosophers
have been discussing and disagreeing for centuries on a unifying ethical theory. If there is
no agreed-upon ground truth, it is unclear what the Al should learn to reproduce. Finally,
public perception of Al influences adoption of certain applications.

Discussions on ethical decision making for autonomous cars [525] and autonomous
weapons systems [475] have shown that i) public discussions on ethics of Al are not
always related to actual technical challenges but to the general public’s perception of those
challenges, and ii) general impressions of Al shape these perceptions, which are influenced
by news and other media [162]. Science fiction stories in particular have amplified hopes
and fears related to Al, such as killer robots dominating the human race or the future
scenario of stress-free lives because Al takes over all jobs [89).

Current research on Al for ethical decision making has focused on prototypical appli-
cations of ethical theory in Al and general perception of different sorts of AI. Nevertheless,
what has been missing is a more thorough research on people’s perceptions of Al for eth-
ical decision making, and the implications for its potential. To fill this gap, this thesis
focuses on different aspects that influence perception of Al for ethical decision making:

— How far advanced is the current technology?

— How do perceived mistakes influence Al perception (which is especially relevant in
ethical decision making with severe consequences)?

— How can AI be designed to mitigate negative influences of Al errors?

— How do people perceive Al versus a human for ethical decision making?

— What possible application forms could add value in practice?

To  summarize, this thesis considers the following research  question:

Can an Al application for ethical decision making be designed in a way that
is acceptable for users, and if so, how can it be applied?
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1.2 Approach

To explore this question, this thesis will make use of the incremental and iterative design
(IID) process often used for developing new software applications and HCI designs (see
Fig. 1.1). It works as follows: after initial planning and research on the current state
of the art, this approach follows an iterative and incremental approach to design a new
system. After a planning phase where requirements are gathered, the next phase consists
of analysis of the requirements, as well as the design and implementation of the system.
The system is tested, and the evaluation informs a next and improved iteration of the
system. Once the system meets the set requirements, it can be deployed.

Planning & Analysis, Design &
Requirements Implementation
Initial
planning
Deployment
Evaluation Testing

Fig. 1.1: Iterative and incremental design (IID) cycle, adapted from Basil and Turner [45].
See [290] for the history of the model.

In the developmental process, what the implementation of a system looks like highly
depends on the current technical state of the art. When the technology is readily available,
it is possible to try out different version of the system. However, when the technology
used is still being developed, it is possible to use a Wizard of Oz (WOz) approach to
envision what a finished system could look like. This approach is applied in “studies
where subjects are told that they are interacting with a computer system through a natural-
language interface, though in fact they are not” [122, p 194]. As can be seen in Figure 1.2,
the WOz approach can be used to bridge the gap between the technical state of the art
and envisioned system, in order to i) get requirements for the intended end system and ii)
steer the development process based on intermediate results. Depending on the analysis
of the state of the art in the first part of this thesis, the appropriate amount of WOz can
be applied in the second part of this thesis.

The next section of this thesis introduces the relevant background of each part of the
thesis, leading to the research questions that are investigated.



Envisioned System

|
|
|
|
Wizard of Oz |
|
|
|
!

State of Technology

Fig. 1.2: Usage of Wizard of Oz at various stages of system design, adapted from Dow
et al. [146].

1.3 Background and Research Questions

By applying the IID model, this section is divided into different steps. For each part of the
design process, related work is presented leading to the research question for that design
phase.

1.3.1 Initial Planning Phase — Where are we now?

To understand the starting point of designing Al for ethical decision making, an assessment
is needed of the current state of the field. In his influential paper, Moor [348| argues that
by nature, computing technology is normative, since the intended purpose serves as a
norm for evaluation. He presents four different types of ethical agents: ethical-impact
agents, implicit ethical agents, explicit ethical agents, and full ethics agents. Ethical-
impact agents do not perform any ethical act, but simply because they exist, they have
ethical consequences (such as taking the job of a human). Implicit ethical agents do not
explicitly focus on ethics, but are designed in a way that promotes ethical outcomes.
Examples of these are systems designed for safety and reliability. Explicit ethical agents
have ethical theory, such as consequentialism, explicitly implemented in their decision
process. Finally, a full ethical agent is an agent that “can make explicit ethical judgments
and generally is competent to reasonably justify them” [348, p 20]. At the time of writing,
he only considered humans to be full ethical agents, and questioned if and how Al could
become a full ethical agent.
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There are some issues with this classification: these definitions do not allow for a
technical distinction between AI applications, and on a philosophical level, Moor never
defines what a moral agent is. Nevertheless, this classification still gives a first indication
of the levels of ethics that could be embedded in AI. While the first two types have existed
for a long time and the latter is currently out of reach, the potential of the explicit ethical
agent is worth exploring.

The field that explores implementing ethical theory in Al, also called ‘machine ethics’
[11], appears quite scattered. Researchers focus on different types of tasks, implement
different types of ethical theories, while using different types of Al technology. Examples
range from authors using logic-based Al to represent deontological ethics [74] to authors
using machine learning to have the AI perform consequentialist actions [2|. Given the
seemingly scattered nature of the field, a structured literature review is needed to un-
derstand the state, gaps, and potential of the field. This leads to the first research question:

RESEARCH QUESTION 1: What is the state of the art of implementing ethical theory
into AI?

Implementing ethical theory into Al has an ethical component (i.e., which theory is
being implemented), a technical component (i.e., which computational approach is used
to implement the theory), and an implementation component (i.e., how is the theory
implemented in practice). For each component, we expect the following, respectively:

HypPoTHESIS 1: Most Al applications that implement an ethical theory use deonto-
logical ethics.

Broadly speaking, there are three main streams of objective ethical theory: deonto-
logical ethics (e.g., [6]), focusing on intention during a decision, consequentialism (e.g.,
[461]), focusing on outcome of a decision, and virtue ethics (e.g., [259]), focusing on the
general character of the decider. Since Al does not have a general character to develop
virtues and consequences of actions can be so far-reaching that they become incalculable,
we hypothesize that deontological ethics are applied most in Al implementations.

HyPOTHESIS 2: Implementations follow a top-down approach and mostly focus on
action selection.

Implementations of ethics can be done in two ways. The first is a top-down approach,
where existing theory and knowledge is translated into implementable code. The second
is a bottom-up approach, where ethical knowledge is learned or derived from data. We
expect the top-down approach to be used more, since i) there is much ethical theory and
knowledge that could be utilized, and ii) there is no guarantee that a learning Al will learn
the preferred behavior for each possible case [256, 385]. Additionally, we hypothesize that
authors will focus most on one ethical approach to select an action for the Al, rather than
focusing on ethical model selection in an intermediate step.



HyPOTHESIS 3: Logical reasoning is applied more than learning algorithms.

Recently, machine learning has seen a massive increase of application. However, fol-
lowing Hypothesis 2, we hypothesize that existing ethical knowledge will be implemented
using logical reasoning over learning techniques, since a reasoning algorithm lends itself
better for formalizing and applying existing knowledge in an algorithm.

1.3.2 Planning and Requirements Phase — What do we need?

Part of the sensitivity of ethical decision making comes from the fact that ‘mistakes’ can
lead to severely negative and ethically loaded results. For people to accept and use Al
for ethical decision making, they need to trust the system to advice or do the right thing
without perceived mistakes.

There are many different factors that influence trust in AI. Hoff and Bashir [233] have
summarized empirical research on trust in Al in an overarching framework.? According
to them, the different factors that influence trust can be divided into dispositional trust,
situational trust, and learned trust. Dispositional trust is influence by factors like culture,
age, and gender, and is considered to be a user’s general tendency to trust, independent
of the system or situation. Situational trust, on the other hand, depends on the situation
in which the system is deployed. There is both internal variability in the situation which
influences trust, such as self-confidence and mood, but also external variability, such as
the workload and framing of the task. Finally, learned trust consists of initial learned
trust, based on pre-existing knowledge, and dynamic learned trust, which develops during
interaction with the system. Especially during dynamically learned trust, system errors
can influence trust formation of the user.

There has been some research on the factors that affect how an AI’s mistakes influence
trust formation. For example, anthropomorphizing the AI has an influence [487], the
age of the user experiencing the error [231], and the domain expertise of the user [366].
However, there has been little research on trust formation during various interactions over
time. This is surprising, since technology use in practice consists of exactly that: multiple
interactions over a longer span of time. The research that comes closest has all focused on
trust formation over time within one single user session. For example, Holliday et al. [237]
looked at the influence of explanations on trust formation within one user session: they
found that explanations temporarily increase user trust, but found that perceived system
ability has a larger influence. Consistent reliability steadily increases trust, while consist
unreliability decreases trust [50]. Nevertheless, the combination of system mistakes and
trust formation during multiple user sessions has been under-researched. Al mistakes,
such as perceived unethical Al actions in the context of Al for ethical decision making,

2 While the authors talk about ‘automation’ rather than AI, their definition has high overlap with the definition
of Al used in this thesis: “technology that actively selects data, transforms information, makes decisions, or
controls processes” [233, p 408].
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can happen during any of those interaction. This leads us to the second research question:

RESEARCH QUESTION 2: How do mistakes of an Al influence trust formation over
time?

Mistakes are expected to both influence trust formation and reliance on the Al system.
As such, we hypothesize the following:

\HYPOTHESIS 4: Accurate advice leads to user reliance. \

We hypothesize that when an Al system gives accurate advice, the user is more likely
to (continue to) rely on the system [541]. At the same time, inaccurate advice will lead to
(continued) lack of reliance on the system, where the user will try to manually complete
the task themselves [142].

‘HYPOTHESIS 5: Inconsistent accuracy of advice leads to lower trust.

We expect that trust is directly influenced by how consistent the Al system is in its
advice. In case of inconsistent advice, trust is expected to decrease, while consistent advice
is hypothesized to increase reported trust [441].

HyPOTHESIS 6: Timing of inaccurate advice influences trust formation: earlier mis-
takes have a higher impact on trust formation.

The trust users place in an Al system is influenced by the expectations they have
of the system’s performance. When users have less experience with a system, they will
base their trust on the first experiences they have. Hence, we hypothesize that mistakes
made earlier on in the system usages will have a more negative impact on user trust then
mistakes made later [141].

1.3.3 Analysis and Design Phase — What should it look like?

Because Al mistakes can influence a user’s trust levels, it is beneficial to take this into
account when designing Al for ethical decision making. It would be undesirable to lose
user trust because of an error unrelated to its ethical decision making capacities. One
way to take this into account during Al design, is by using trust recovery strategies.
Compared to trust formation in Al, trust loss and recovery have been investigated less
[130, 286]. Robinette et al. [416] showed that timing and exact content of trust repair
messages influence the effectiveness of the intervention. Additionally, Kohn et al. [286|
found that a high human-likeness of Al leads to higher perceived intent, which in turn
leads to more severe trust loss when an error occurs: it becomes harder to gain trust back
with trust recovery strategies such as an apology. This was confirmed by Kim and Song
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[282]: they found that anthropomorphism influences which type of trust repair strategy
is more effective. The effect of anthropomorphism can be explained by the fact that the
concept of trust repair, both theoretically and empirically, stems from human-human
interaction [130]. However, people do not trust humans and Al in the same way. In the
case of robots, overall trust was similar to trust in humans, but mistakes had a larger
negative influence on trust in the robot’s case [483]. This effect has been replicated for
many different domains and different forms of Al [229).

While empirical work has been done to research specific Al mistakes and trust
recovery strategies, an overview has been missing that aggregates the different trust
loss and mitigating actions for Al applications. Since Al can make different errors
from humans, such as having issues because of a faulty software update, an overview
is needed of specific Al mistakes that cause trust loss. Moreover, for design purposes,
it would be useful to have an overview of fitting mitigation strategies for each type of
Al error, to attempt trust recovery. This leads us to the following research question:

RESEARCH QUESTION 3: Which errors of Al can lead to trust loss and how can we
mitigate the consequences of errors?

We expect that different mistakes and different mitigation strategies can be relevant,
which are represented in the following hypotheses.

HypoTHESIS 7: Different types of Al mistakes that have an effect on trust formation
can be distinguished.

We hypothesize that mistakes can be caused by both the Al and the user, which both in-
fluence trust. Additionally, one can differentiate between mistakes that are not intentional,
or intentional system behavior that is perceived by the user as faulty [345].

HyproTHESIS 8: Effective types of mitigation strategies to recover trust loss depend
on the type of Al mistake that caused the trust loss.

We expect that not all mitigation strategies are appropriate for all types of Al errors.
For example, we expect that providing the user with an alternative solution to their
request is only relevant when a system error causes their request to not be possible [416].

1.3.4 Testing Phase — What do people think?

In the next step of this design cycle, the focus is on testing Al for ethical decision making.
The (Wizard of Oz version of an) Al is presented to users, to evaluate user perception
and design requirements.
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Since Al is increasingly taking over tasks that were initially executed by humans, one
way of testing user perception of Al is by comparing perception with a human performing
an equivalent job. Research thus far has shown that people judge machines more by the
outcome of their actions, while humans are judged by their intentions [229]. Additionally,
they judge machines more harshly in the case of negative outcomes [229, 243]. In general,
two categories of Al perception tendencies can be distinguished: algorithmic aversion
[142| and algorithmic appreciation [310]. Algorithmic aversion mostly stems from the Al
making mistakes [142|, and leads users to lose trust. Specifically, the expectations users
have, timing of mistakes, and consequences of mistakes influence algorithmic aversion
[293]. Algorithmic appreciation, on the other hand, can stem from the ‘machine heuristic’:
people expect a machine to be more objective and less biased than a human [474], and
therefore trust the AI more than a human. In an attempt to reconcile the two concepts,
recent work found that how the (expertise of the) human and Al are framed, as well as
domain expertise of the user, influence whether algorithmic appreciation or aversion is
triggered [252].

In the context of Al for ethical decision making, trust and distrust have not been
investigated much, possibly since there are not many Al applications in everyday life yet
that make ethical decisions. The most investigated domain is the autonomous cars domain.
A literature review from Feroz et al. [166] summarized that while people have mixed
opinions on autonomous cars, they worry most about the legal and ethical implications of
such machines. Their trust on the other hand is mostly related to safety concerns. The fact
that people have different preferences with regards to the ethical guidelines of autonomous
vehicles has been shown on a large scale [34]. However, the question remains open if
people’s ethical preferences and consequential trust in Al generalize beyond autonomous
cars, or depend on the domain in which ethical Al is applied. To this end, a more thorough
investigation of a different domain than autonomous cars for Al ethics would further our
understanding of people’s perceptions of ethical Al.

Additionally, when considering the perception of AI making ethical decisions, it is
relevant to investigate the responsibility people assign to the Al. Especially in the context
of ethical decision making, decisions can have large and ethically charged consequences,
which need to be accounted for. From a philosophical perspective, it has been argued
that for an entity to be held morally responsible, it needs to be a moral agent — the
requirements of which no machine has achieved as of yet [378|. Instead, responsibility and
the following liability could be distributed between all involved parties, such as designers,
regulators, and users [478|. This approach can explain the explosion of Al ethics guidelines
that have been published in recent years [270], where many involved parties are suggested
to be involved in the creation and maintenance of ethical AI. However, with the rise and
success of machine learning, the fear has arisen that a responsibility gap will occur: the
creator is not able to predict the exact behavior of the Al, therefore not being able to
be held responsible, while the Al can also not be held responsible since it does not have
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(moral) agency [331]. Not everyone agrees with this premise in theory (e.g.,[486]) and first
indications contradict the premise in practice. In bail decisions, causal responsibility and
blame were assigned similarly to humans and Al, although other types of responsibility
(such as responsibility-as-obligation) were assigned more to human agents [305]. A possible
explanation for the assignment of blame and moral responsibility to Al is that people
assigned mental states to Al similarly as to humans [472]. As with trust in Al for ethical
decision making, it would be beneficial to research responsibility assignment in a different
domain from the ‘standard’ autonomous vehicle domain.

To investigate both trust and responsibility perceptions for ethical deci-
sion making, an AI for ethical decision making was developed in collabora-
tion with a game development company.® The results from Research Ques-
tion 1 will determine the level of WOz needed for the application. Us-
ing this application, we can investigate the following research question:

RESEARCH QUESTION 4: How do people perceive Al for ethical decision making?

Until recently, ethical decision making has mostly been a human endeavor. As a con-
sequence, we expect people to prefer humans over Al for ethical decision making. This is
formalized in the following hypotheses:

HyYPOTHESIS 9: People trust a human more than an Al for ethical decision making.

As mentioned, people display both algorithmic appreciation and algorithmic aversion
towards Al [252]. Given the sensitive nature of ethical decision making, we hypothesize
that algorithmic aversion will predominate people’s perception of Al for ethical decision
making. Instead, we expect that human decision makers are trusted more.

HyPOTHESIS 10: People perceive an Al for ethical decision making to be less respon-
sible than a human making ethical decisions.

Earlier studies have shown a responsibility gap when AI was making decisions [323,
472]. While this gap has not always been as apparent in practice as hypothesized in theory
[331], we still hypothesize that participants will hold humans more responsible for ethical
decision making that Al

HypPOTHESIS 11: People rely less on Al for ethical decision making than a human
equivalent.

Following Hypothesis 9 and Hypothesis 10, we expect that participants will rely less
on Al for ethical decision making than on humans, since we expect that trust in AI [95]
and responsibility assignment to AI [298] influences reliance.

3 Koboldgames: https://www.koboldgames.ch/
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1.3.5 Evaluation Phase — What’s next?

The results from Research Question 4 show that people perceive humans and Al to have
different capabilities, in which they are correct: machines currently outperform humans in
many tasks, such as pattern recognition and optimization, while humans still outperform
AT in common sense, communication, and explanation [5]. A possible way to utilize the
strengths of both parties, is by using human-Al teaming (HAT) as an application form.

Thus far, technology has been utilized as a tool — a means to an end in a digital rather
than analogue form. However, the combination of increased Al capabilities, potential for
autonomous application, and natural language interactions have started the debate on
whether AI can be more than a tool [316].

Some discard this notion completely. In her provocative article ‘Robots should be
slaves’, Bryson [78|, argues why we should not see Al at more than tools. She recom-
mends that Al should not be designed to have anthropomorphic features, to not give the
impression of being more than a tool. Others argue Al can be more than a tool, either
because it actually has the capabilities [136] or because users perceive the system as such
[546]. Yet, for AI to be perceived as a potential team mate, it needs to fulfill various
requirements. Lyons et al. [316] summarize these as follows: Al needs to have agency,
communication with human team members, a have a shared mental model, have intent
towards a shared goal, and have interdependence with its human team members. Since
AT will not completely take over all tasks right away, it is important to focus on the
intermediate phase of human-Al collaboration in a teaming setting [272].

Human-Al teaming is a fairly new concept and has been investigated mostly in a
theoretical manner (e.g., [93, 148, 272, 337, 457]). Empirical work so far has shown
there are still many open questions regarding human perception and Al capabilities
[371]. Because of the theoretical nature of most work on the topic, a gap exists for Al
researchers on what HAT could like like in specific application domains. To make HAT
more tangible while investigating its potential, we present the domain of aviation as
an investigative tool. It makes for an excellent example domain, since aviation work is
highly protocolized, involves extensive skills and training, multiple team members in
the cockpit and on the ground, and takes place in a context that is complex and yet
somewhat predictable. Using this example domain, we present the last research question:

RESEARCH QUESTION 5: Could Human-AI Teaming be a useful application format
for collaborating with AI?

The appropriateness of HAT for ethical decision making depends on the domain in
which it is applied. Because the study that is conducted to answer Research Question 4
focuses on the aviation domain, we specifically focus on HAT for aviation and utilize the
knowledge gained for this next step. We hypothesize the following:
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HyPOTHESIS 12: More sophisticated modes of interaction are needed than the cur-
rently limited natural language options of text and voice.

As mentioned before, proper teaming dynamics include a shared understanding of a
common goal and continuous communication while working towards this goal. Decision
cases that include ethical dilemmas often have many aspects that need to be considered in
the context of the decision. We expect that more research is needed on interactions modes
that make these detailed considerations possible in a HAT setting, since current empirical
work has mostly been done in a WOz setting due to the lack of technical sophistication
[316].

HypPoTHESIS 13: The team composition of human-Al teams influences the type of
application it could be used for.

We hypothesize that both the number of team members and their respective roles
influence if and how HATs can be applied to tasks. In the case of ethical decision making,
how responsibility is shared among team members is of particular importance. It has been
shown before that when users feel they cannot assign responsibility to Al, they are less
likely to use it in decision making settings [402].

1.3.6 Summary of research questions

The combined research questions form one cycle of the IID cycle to research Al for ethical
decision making. The summary of the research questions researched in this thesis, plotted
on the IID cycle, can be found in Figure 1.3. An overview of the research questions and
hypothesis can be found in Table 1.1.

In each of the subsequent design steps, many factors can be looked at for the design
of Al for ethical decision making, especially in the requirements analysis and subsequent
design phase. The focus on trust in Research Question 2 and Research Question 3 stems
from the knowledge that “ Trust between algorithms and human agents is the underlying key
factor in the heuristics and acceptance of AI” [456, p 7]. The chosen topics for each phase
were selected because they were deemed most appropriate to answer the main research
question: “Can an AI application for ethical decision making be designed in a
way that is acceptable for users, and if so, how can it be applied?”.

1.4 Contributions

The posed research questions are explored in depth in the papers presented in Part II of
this thesis. This section briefly summarizes the findings related to each research question.
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Fig.1.3: Summary of the research questions presented along the IID cycle.

1.4.1 Implementations in Machine Ethics: A Survey

The first research question regards the state of the art of machine ethics, i.e., implementing
ethical theory into Al. To answer Research Question 1, we conducted a literature survey
to summarize the status of the field, presented in detail in Chapter 2.

Given that machine ethics is a multidisciplinary field that combines philosophy and
computer science, this literature review was conducted in collaboration with moral philoso-
phers. After calibrating our understanding of the relevant concepts, we performed an ex-
tensive literature review, focusing on the keyword ‘implementation’ combined with various
synonyms of machine ethics. We introduce three taxonomies according to which the found
papers were classified: ethical theory, non-technical implementation aspects, and technical
implementation aspects.

In terms of ethical theory, we found that most implementations use a single ethical
theory in their implementation, which are mostly deontological ethics or consequentialism.
This partially confirms Hypothesis 1. Findings for the non-technical aspects of implemen-
tation include that 1) most implementations are done in a top-down fashion, 2) most
do not focus on a specific domain, 3) about half of the implementations focus on action
selection and execution, and 4) approximately half of the implementations do not perform
a formal evaluation of their system (and seem to be in a prototype stage of development).
These findings confirm Hypothesis 2. Regarding the technical aspects of implementation,
we find that most authors use logical reasoning for their systems or a hybrid of multiple
algorithmic approaches, which confirms Hypothesis 3. However, very few provide the code
base or details of their implementation.
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Table 1.1: overview of research questions and hypotheses covered in this thesis.

RQ1 What is the state of the art of implementing ethical theory into AI?

H1  Most Al applications that implement an ethical theory use deonto-logical ethics.
H2  Implementations follow a top-down approach and mostly focus on action selection.
H3  Logical reasoning is applied more than learning algorithms

RQ2 How do mistakes of the AI influence trust formation over time?

H4  Accurate advice leads to user reliance.

H5  Inconsistent accuracy of advice leads to lower trust.

H6  Timing of inaccurate advice influences trust formation: earlier mistakes have a
higher impact on trust formation.

RQ3 Which errors of AI can lead to trust loss and how can we mitigate the
consequences of errors?
H7  Different types of Al mistakes that have an effect on trust formation can be distinguished.
H8  Effective types of mitigation strategies to recover trust loss depend on the type of
AT mistake that caused the trust loss.

RQ4 How do people perceive Al for ethical decision making?

H9  People trust a human more than an Al for ethical decision making.

H10 People perceive an Al for ethical decision making to be less responsible than a
human making ethical decisions.

H11 People rely less on Al for ethical decision making than a human equivalent.

RQ5 Could Human-AI Teaming be a useful application format for
collaborating with AI?

H12 More sophisticated modes of interaction are needed than are currently available.

H13 The team composition of human-Al teams influences the type of application it
could be used for.

The status of the field can be considered to be a ‘polycentric oligarchy’: several inde-
pendent groups of researchers confirm each other’s assumptions and do not communicate
much with other clusters that hold different views. Lack of standardization and formal-
ization poses a severe problem to the development of the field.

Moving forward, it would be beneficial to combine multiple ethical theories, focus
on domain-specific ethics with higher consensus among domain experts, and include folk
morality to increases chances of acceptance and adoption in society. Additionally, more
systematic evaluation is necessary, which could be facilitated with domain-specific bench-
marks. Collaboration between different research fields could be beneficial to make practical
applications a reality. Finally, machine ethics development should focus on transparency of
the system, share code bases for further development, and consider the usage of feedback
by users.
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1.4.2 Trust Development in Intelligent System Interaction

Research Question 2 and Research Question 3 focus on the impact of errors made by the
AT on trust formation of the user. Chapter 3 provides the answer to Research Question
2 by describing an investigation into the influence of AI mistakes over time on trust
formation. Specifically, we investigated if the accuracy of the system influences reliance on
the system, whether and how (in)consistency of accurate advice influence trust formation,
and if dispositional factors such as age, gender, and affinity with technology influence user
trust.

To do so, we developed a web app where crowdworkers were asked to fulfill housing
search tasks with the help of an intelligent system. They were asked to participate in
three separate sessions with two days in between, to understand how trust in the system
formed over time. They could choose whether or not to use the system during their decision
process. Depending on the experimental group, the system would give correct or incorrect
advice in the first, second and/or third session.

We found that system inaccuracy lowered reliance on and trust in the system, confirm-
ing Hypothesis 4 and Hypothesis 5. Additionally, first impressions had a large influence
on trust formation: the average trust score for one initial inaccurate advice was the same
as users that got a correct first advice followed by two sessions of incorrect advice. This
confirms Hypothesis 6. Trust recovery is possible, which seems to be explained by the fact
that the system was perceived to be learning over time.

In sum, accuracy of the system and timing of mistakes have a large influence on user
reliance and trust formation.

1.4.3 Taxonomy for Trust-Relevant Failures and Mitigation Strategies

Given that mistakes have such a large impact on trust, system design should include mit-
igation strategies for system inaccuracy when appropriate. To answer Research Question
3, Chapter 4 presents an overview of which failures can influence trust formation and how
negative effects can be treated.

By investigating related work and experiences from trust research ‘in the wild’, we
found four distinct failure types that can influence trust formation: system failures (both
hardware and software), design failures, expectation failures (either expecting something
that does not happen or not expecting something that happens), and user failures (which
can be intentional or by accident). This confirms Hypothesis 7.

Possible mitigation strategies, which were mapped to the found failure types, include
improved interaction design, providing explanations to the user, apologizing for mistakes
made, fixing any system issues that occur, proposing an alternative, and providing user
training. This supports Hypothesis 8.
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1.4.4 Comparing Al and Human Team Members in Ethical Decision
Making

The next step in the design of Al for ethical decision making included the implementation
of a system and testing of user perceptions of such a system, presented in Chapter 5. The
results of Research Question 4 showed that the field is in the phase of initial prototypes.
As such and following Figure 1.2 presented in Section 1.2, it is warranted to use a WOz
approach to research system requirements for AI making ethical decisions in this initial
stage of system design. Additionally, the results of Research Question 2 indicated that
mistakes and timing of mistakes have a massive effect on user trust and perception.
However, given the fact that basic understanding of the perception of Al for ethical
decision making still needs to be explored in this domain, we chose to exclude obvious
system errors in this first exploration of user perception, since they could confound this
first insight into user perception.

In collaboration with game development company Koboldgames, we developed a WOz
prototype of an Al making ethical decisions. We chose the domains of Search and Res-
cue (SAR) as well as the defense domain, as these are two domains where autonomous
aviation systems can be imagined in the near future (e.g., [3, 70, 143]). To analyze the
perception of participants, we focused on three dependent variables of perception: trust,
reliance, and perceived responsibility. We created two scenarios: participants had to focus
on maximizing the amount of lives saved in a SAR setting or minimizing the amount of
lives lost in a defense setting. They were presented with both a human expert and Al
expert, that would either give them advice or decide what would happen. In the former
case, participants had to decide what would happen, in the latter they could veto the
decision and choose another option if they disagreed with the choice.

We found that participants had higher moral trust in the human expert, but had a
higher capacity trust and overall trust in the AI, which partially confirms Hypothesis 9.
These trust beliefs also showed in user reliance: towards the final missions, they relied
more on the Al expert than the human expert. These findings on trust and reliance imply
we have to reject Hypothesis 11. However, they deemed the human expert significantly
more responsible than the Al expert. Instead, programmers and sellers of the Al were
deemed partially responsible. This confirms Hypothesis 10.

People’s perception appear to be in line with the discussion on meaningful human
control [430]: while AT might have certain capabilities in which they excel humans, humans
are more trusted for the moral aspect of decision making and deemed more responsible
for the decisions that are made.

1.4.5 Human-AI Teaming in the Cockpit: Domain Mapping and Research
Agenda

In the final step of the incremental and iterative design cycle, the results of Research
Question 4 need to be evaluated to determine which requirements can be used for a next
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iteration of the design. The results indicated that while Al is perceived to have capabilities
that can add to the ethical decision making process, humans excel at ethical decision
making and need to be involved in the final decision. One possible solution, which answers
Research Question 4, can be the use of human-Al teaming, which is further examined in
Chapter 5.

Chapter 5 summarizes the different components that are needed for HAT: agency,
communication, shared mental models, intent, and interdependence. The system should
be designed for appropriate reliance and can deploy various kinds of interaction modes. To
become a full teammate, it needs emotional intelligence on top of task specific knowledge.
HAT research can take inspiration from human-human teaming, as well as from human-
animal teaming.

Future research in HAT can look at team composition and level of autonomy of the
team members, modes of interaction, how emotional intelligence can be developed and
displayed, and focus on the ethical consequences of implementing HATs in practice. The
results of this chapter confirm Hypothesis 12 and Hypothesis 13.

1.5 Outline and Contribution Statements

The remainder of this thesis consists of the chapters listed below. Given that all papers
featured in this theses had multiple authors, the main author’s contribution per chapter
can be found in Table 1.2.

— Chapter 2: Implementations in Machine Ethics: A Survey — published as
paper in ACM Computing Surveys [491]|. This chapter investigates the state of the art
of implementing ethical theory into Al and answers Research Question 1.

— Chapter 3: Second Chance for a First Impression? Trust Development
in Intelligent System Interaction — published as paper in the Proceedings of
the 29th Conference on User Modeling, Adaptation and Personalization (UMAP ’21)
[490]. In this chapter, an experiment is presented that researches the impact of system
(in)accuracy over time on trust and reliance of users. It answers Research Question 2.

— Chapter 4: Taxonomy of Trust-Relevant Failures and Mitigation Strategies
— published as paper in the Proceedings of the 15th ACM /IEEE International Con-
ference on Human-Robot Interaction (HRI '20) [492]. A taxonomy of Al failures that
influence trust is introduced in this chapter, as well as possible mitigation strategies
for each type of error. It answers Research Question 3.

— Chapter 5: Capable but Amoral? Comparing ATl and Human Team Mem-
bers in Ethical Decision Making — accepted for Revise and Resubmit at the ACM
CHI Conference on Human Factors in Computing Systems (CHI '22). This chapter re-
ports an experiment on user perception of Al for ethical decision making. It answers
Research Question 4.
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— Chapter 6: Human-AI Teaming in the Cockpit: Domain Mapping and Re-
search Agenda — accepted for Major Revision at the 25th ACM Conference On
Computer-Supported Cooperative Work And Social Computing (CSCW ’22). In this
final paper chapter, the state of the art of human-Al teaming is introduced, as well as
possible future avenues of research. It answers Research Question 5.

— Chapter 7: Conclusions. The final section of this thesis includes chapters for the
conclusion, limitations, and proposed future work that builds on the findings of this
thesis.

Table 1.2: The contributions per chapter are classified according to Elsevier’s Contributor
Roles Taxonomy.

Contribution Chapter 2 Chapter 3 Chapter 4 Chapter 5 Chapter 6

Conceptualization X X X X X
Methodology X X X X X
Formal analysis X X n/a X n/a
Investigation X X n/a X n/a
Data curation X X n/a X n/a
Writing (original draft) X X X X X
Writing (review/editing) X X X X X
Visualization X X n/a X n/a
Project administration X X X X X
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Abstract. Increasingly complex and autonomous systems require machine ethics to maximize the
benefits and minimize the risks to society arising from the new technology. It is challenging to decide
which type of ethical theory to employ and how to implement it effectively. This survey provides
a threefold contribution. Firstly, it introduces a trimorphic taxonomy to analyze machine ethics
implementations with respect to their object (ethical theories), as well as their nontechnical and
technical aspects. Secondly, an exhaustive selection and description of relevant works is presented.
Thirdly, applying the new taxonomy to the selected works, dominant research patterns and lessons
for the field are identified, and future directions for research are suggested.

2.1 Introduction

Autonomous machines are increasingly taking over human tasks. Initially, simple and
limited assignments such as assembly line labor were taken over by machines. Nowadays,
more complex tasks are transferred to software and robots. Even parts of jobs that were
previously deemed purely human occupations, such as being a driver, credit line assessor,
medical doctor, or soldier are progressively carried out by machines (e.g., [101, 120]). As
many believe, ceding control over important decisions to machines requires that they act
in morally appropriate ways. Or, as Picard puts it, “the greater the freedom of a machine,
the more it will need moral standards” [387, p. 134].

For this reason, there has been a growing interest in Machine Ethics, defined as the
discipline “concerned with the consequences of machine behavior towards human users
and other machines”[11, p. 1].* Research in this field is a combination of computer science
and moral philosophy. As a result, publications range from theoretical essays on what a
machine can or should do (e.g. [55, 128, 183, 463]), to prototypes implementing ethics
in a system (e.g., [8, 524]). In this field, the emphasis lies on how to design and build a
machine such that it could act ethically in an autonomous fashion. 4

The need that complex machines should interact with humans in an ethical way is
undisputed; but for understanding which design requirements follow from this necessity re-
quires a systematic approach that is usually based on a taxonomy. There have been several

3 While there are other terms for the field, such as “Artificial Morality” and “Computational Ethics”, the term
“Machine Ethic” will be used throughout this survey to indicate the field.

4 In the following, the expression "implementations in machine ethics" concerns all relevant aspects to successfully
create real world machines that can act ethically - namely the object of implementation (the ethical theory),
as well as nontechnical and technical implementation aspects when integrating those theories into machines.
By "machine" we denote both software and embodied information systems (such as robots).
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attempts to classify current approaches of machine ethics. A first high-level classification
was proposed by Allen et al. [7] in 2005, distinguishing between top-down theory-driven
approaches, bottom-up learning approaches, and hybrids of the two. Subsequent work
tried to further determine types of procedures |67, 540, 543|, but these works were either
mixing different dimensions (e.g., mixing technical approach and ethical theory in one
category) [540] or offering an orthogonal dimension that did not fit the existing taxonomy
(e.g., whether normative premises can differ between ethical machines) [67]. Also, because
these works did not provide an extensive and systematic overview of the application of
their taxonomy, verification of the taxonomy with papers from the field was missing. A
recent survey from Yu et al. [543] on ethics in Al has some overlap with this work, but
1) does not systematically apply the ethical theory classification to selected papers and
2) takes a broader perspective to include consequences of and interaction with ethical Al,
while this paper focuses specifically on machine ethics implementations. Hence, compared
to previous works, this survey covers more related work, provides a more extensive classi-
fication, and describes the relationship between different ethics approaches and different
technology solutions in more depth than previous work |7, 67, 540, 543|. Furthermore,
gaps are identified regarding nontechnical aspects when implementing ethics in existing
systems.

This paper is created as a collaboration between ethicists and computer scientists. In
the context of implementing machine ethics, it can be a pitfall for philosophers to use
a purely theoretical approach without consulting computer scientists, as this can result
in theories that are too abstract to be implemented. Conversely, computer scientists may
implement a faulty interpretation of an ethical theory if they do not consult a philosopher.
In such an interdisciplinary field, it is crucial to have a balanced cooperation between the
different fields involved.

The contributions of this article are as follows:

— Based on previous work [7], a trimorphic taxonomy is defined to analyze the field based
on three different dimensions: types of ethical theory (Section 2.4), nontechnical aspects
when implementing those theories (Section 2.5), and technological details (Section 2.6).

— The reviewed publications are classified and research patterns and challenges are iden-
tified (Section 2.7).

— An exhaustive selection and description of relevant contributions related to machine
ethics implementations is presented (Appendix A).

— A number of general lessons for the field are discussed and further important research
directions for machine ethics are outlined (Section 2.8).

As such, this survey aims to provide a guide, not only to researchers but also to those
interested in the state of the art in machine ethics, as well as seed a discussion on what
is preferred and accepted in society, and how machine ethics should be implemented.

The rest of this paper is structured as follows. Section 2.2 introduces the field of ma-
chine ethics, its importance, and justification of used terminology throughout the paper.
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Section 2.3 lists the methodology used to create this survey, including the search method-
ology, the process of creating the classification dimensions, and the actual classification
process. Section 2.4, 2.5 and 2.6 introduce the three classification dimensions presented
in this survey. Section 2.7 discusses the results of the classification of the selected papers.
Finally, Section 2.8 outlines which future avenues of research may be interesting to pursue
based on the analysis, as well as the limitations of this survey.

2.2 Introduction to Machine Ethics

Before going into more depth on the implementation of ethics, it is important to establish
what is considered machines ethics, why it matters, and present the relevant terminology

for the field.

2.2.1 Relevance

Software and hardware (combined under the term “machine” throughout this survey) are
increasingly assisting humans in various domains. They are also tasked with many types
of decisions and activities previously performed by humans. Hence, there will be a tighter
interaction between humans and machines, leading to the risk of less meaningful human
control and an increased number of decision made by machines. As such, ethics needs to
be a factor in decision making to consider fundamental problems such as the attribution
of responsibility (e.g., [463]) or what counts as morally right or wrong in the first place
(e.g., [507]). Additionally, ethics is needed to reduce the chance of negative results for
humans and/or to mitigate the negative effects machines can cause.

Authors in the field give different reasons for studying (implementations in) machine
ethics. Fears of the negative consequences of Al motivate the first category of reasons:
creating machines that do not have a negative societal impact (22, 307]. With further
autonomy and complexity of machines, ethics need to be implemented in a more elaborate
way [59, 110, 140, 240, 348, 380]. Society needs to be able to rely on machines to act
ethically when they gain autonomy [11, 139]. A second category of reasons for studying
machine ethics focuses on the ethics part: by implementing ethics, ethical theory will be
better understood [59, 185, 348, 380].Robots might even outperform humans in terms of
ethical behavior at some point [9, 18].

Some authors contend that in cases with no consensus on the most ethical way to act,
the machine should not be allowed to act autonomously [10, 463]. However, not acting
does not imply the moral conundrum is avoided. In fact, the decision not to act also has a
moral dimension [177, 251, 530] —think, for example, of the difference between active and
passive euthanasia [404]. Additionally, by not allowing the machine to act, all the possible
advantages of these machines are foregone. Take, for example, autonomous cars: a large
number of traffic accidents could be avoided by allowing autonomous cars on the road.
Moreover, simply not allowing certain machines would not stimulate the conversation on
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how to solve the lack of consensus; a conversation that can lead to new, more practical
ethical insights and helpful machines.

2.2.2 Terminology

An often-used term in the field of machine ethics is “Artificial Moral Agent” or AMA, to
refer to a machine with ethics as part of its programming. However, to see if this term
is appropriate to use, it is important to identify what moral agents mean in the context
of machine ethics and how ethical machines should be regarded. In an often-cited paper,
Moor [348] defines four different levels of moral agents:

Ethical-impact agents are types of agents that have an (indirect) ethical impact. An
example would be a simple assembly line robot that replaces a human in a task. The
robot itself does not do anything (un)ethical by acting. However, by existing and doing
its task, it has an ethical impact on its environment; in this case, the human that
performed the task is replaced and has to find another job.

Implicit ethical agents do not have any ethics explicitly added in their software. They
are considered implicitly ethical because their design involves safety or critical reliability
concerns. For example, autopilots in airplanes should let passengers arrive safely and
on time.

Explicit ethical agents draw on ethical knowledge or reasoning that they use in their
decision process. They are explicitly ethical, since normative premises can be found
directly in their programming or reasoning process.

Fully ethical agents can make explicit judgments and are able to justify these judg-
ments. Currently, humans are the only agents considered to be full ethical agents,
partially because they have consciousness, free will, and intentionality:.

While these definitions can help with a first indication of the types of ethical machines,
they do not allow for distinctions from a technical perspective and are also unclear from
a philosophical perspective: Moor [348] does not actually define what a moral agent is.
For example, it can be debated whether an autopilot is an agent. Therefore, a clearer
definition is needed of what an agent is. Himma [230] investigates the concepts of agency
and moral agency, drawing from philosophical sources such as the Stanford Encyclope-
dia of Philosophy and Routledge Encyclopedia of Philosophy. He proposes the following
definitions:

Agent : “X is an agent if and only if X can instantiate intentional mental states capable
of performing actions.” [230, p. 21|

Moral agency : “For all X, X is a moral agent if and only if X is (1) an agent having
the capacities for (2) making free choices, (3) deliberating about what one ought to

do, and (4) understanding and applying moral rules correctly in the paradigm cases.”
[230, p. 24|
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With regards to artificial agents, Himma postulates that the existence of natural agents
can be explained by biological analysis, while artificial agents are created by “intentional
agents out of pre-existing materials” [230, p. 24|. He emphasizes that natural and artificial
agents are not mutually exclusive (e.g. a clone of a living being). He further claims that
moral agents need to have conscious and intentionality, something that state-of-the-art
systems do not seem to instantiate. It is worth noting that Himma attempts to provide a
general definition of moral agency, while for example Floridi and Sanders [173| propose to
change the current description of a moral agent. For example, they proposed description
includes the separation the technical concepts of moral responsibility and moral account-
ability, a distinction that was not evident thus far: “An agent is morally accountable for x
if the agent is the source of x and x is morally qualifiable |...| To be also morally responsible
for x, the agent needs to show the right intentional states”. Wallach and Allen [513| rate
AMAs along two dimensions: how sensitive systems are to moral considerations and how
autonomous they are. Sullins [473] has a partially overlapping concept of requirements
for robotic moral agency with Himma’s, that intersects with Wallach and Allen’s relevant
concepts: autonomy (i.e. “the capacity for self-government”) [63]), intentionality (i.e. “the
directedness or ‘aboutness’ of many, if not all, conscious states”[63]) and responsibility
(i.e. “those things for which people are accountable”’[63]).

These are just some notions of how concepts such as agency, autonomy, intentionality,
accountability and responsibility are important to the field of machine ethics. However,
it is challenging to summarize and define these concepts concisely while doing justice to
the work in philosophy, and computer science that has been done so far, including the
discussions and controversy around different relevant concepts (as the different concepts
of moral agency display). The goal of this survey is not to give an introduction to moral
philosophy, so this section merely gives a glimpse of the depths of the topic. Rather, the
goal is to summarize and analyze the current state of the field of machine ethics. To avoid
any assumption on concepts, the popular term Autonomous Moral Agent is not used in
this survey: as shown above, the term “agent” can be debated in this context and the
term “autonomous” has various meanings in the different surveyed systems. Instead, a
machine that has some form of ethical theory implemented—implicitly or explicitly—in
it is referred to as an “ethical machine” throughout this paper. Accordingly, we refrained
from adding an analysis regarding degree of agency and autonomy of machines into our
taxonomy, as those points are rarely discussed by the authors themselves and because they
would have added a layer of complexity that would have made our taxonomy confusing.

2.3 Survey Methodology

This section describes the search strategy, paper selection criteria, and review process
used for this survey.
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2.3.1 Search Strategy

A literature review was conducted to create an overview of the different implementations
of and approaches to machine ethics. The search of relevant papers was conducted in two
phases: automated search and manual search.

Automated Search The first phase used a search entry that reflected different terms related
to machine ethics combined with the word ‘implementation’:

implementation AND ( "machine ethics" OR "artificial morality" OR "machine
morality" OR "computational ethics" OR "roboethics" OR "robot ethics" OR
"artificial moral agents")

These terms were cumulated during the search process (e.g. [515, p. 455|); each added
term resulted in a new search until no new terms emerged.® No time period of publication
was specified, to include as many items as possible.

The following library databases were consulted (with the number of results in parenthe-
sis): Web of Science (18), Scopus (237), ACM Digital Library (16), Wiley Online Library
(23), ScienceDirect (48), AAAI Publications (4), Springer Link (247), and IEEE Xplore
(113). Of these initial results, 37 items were selected based on the selection criteria listed
in Section 2.3.2.

Manual Search The second phase included checking the related work and other work by
the same first authors of phase one. Twenty-nine promising results from phase one did not
meet all criteria, but were included in the second search phase to see if related publications
did meet all criteria. This process was repeated for each newly found paper, until no more
papers could be added that fit the selection criteria (see 2.3.2). This resulted in a total of
49 papers, describing 48 ethical machines.

2.3.2 Selection Criteria

After the selection process, two more coauthors judged which papers should be in- or
excluded to verify the selection. Papers were included only if they adhered to all of the
following inclusion criteria. The paper

— implements a system OR describes a system in sufficient (high-level) detail for imple-
mentation OR implements/describes a language to implement ethical cases,

— describes a system that is explicitly sensitive to ethical variables (as described by [348]),
no matter whether it achieves this sensitivity through top-down rule-based approaches
or bottom-up data-driven approaches (as described by [7]),

® The term "Friendly AI", coined by Yampolsky [544], is excluded since it describes theoretical approaches to
machine ethics.
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— is published as a conference paper, workshop paper, journal article, book chapter, or
technical report,
— and has ethical behavior as the main focus.

The following exclusion criteria were used. The paper

— describes machine ethics in a purely theoretical fashion,

— describes a model of (human) moral decision making without an implementable model
description,

— lists results of human judgment on ethical decisions without using the data in an
implementation,

— is published as a complete book, presentation slides, editorial, thesis, or has not been
published,

— describes a particular system in less detail than other available publications,

— focuses on unethical behavior to explore ethics (e.g., a lying program),

— mentions ethical considerations while implementing a machine, but does not focus on
the ethical component and does not explain it in enough detail to be the main focus,

— simulates artificial agents to see how ethics emerge (e.g. by using an evolutionary
algorithm without any validation),

— and describes a general proposal of an ethical machine without mentioning implemen-
tation related details.

Given the focus on algorithms implementing moral decision making and the limitations
of space, we will not go into further detail as regards recent interesting work on AI and
moral psychology (cf. e.g. |34, 66, 301, 440]).

2.3.3 Taxonomy Creation and Review Process

In order to be able to identify strengths and weaknesses of the state of the art, we created
different taxonomies and classified the selected papers accordingly. It was clear that both
a dimension referring to the implementation object (the ethical theory; cf. Table 2.1) and
a dimension regarding the technical aspects of implementing those theories (cf. Table 2.4)
were necessary. All authors agreed that there were some aspects of implementing those
theories that did not concern purely technical issues but were still important for the classi-
fication. Hence, we defined and applied a third taxonomy dimension (cf. Table 2.3) related
to non-technical implementation choices. The first version of these three taxonomies was
created using knowledge obtained during the paper selection.

Before the classification process started, one third of the papers were randomly selected
to review the applicability of the taxonomy proposed and adjust the assessment scheme
where required. Any parts of the taxonomies that was unclear and led to inconsistent
classifications was adapted and clarified.
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Each selected paper was categorized according to the features of the three different
taxonomy dimensions (discussed in Sections 2.4-2.6). Since the ethical classification is
perhaps the most disputable, it was determined by three distinct assessors: two philoso-
phers and a computer scientist. Two computer scientists evaluated the implementation
and technical details of all proposed systems.

To provide a classification for all selected papers, multiple classification rounds took
place for each dimension. In between classification rounds, disagreements across reviewers
were discussed until a consensus was reached. In the case of the ethical dimensions, four
papers could not be agreed upon after multiple classification rounds. As such, these papers
were labeled as "Ambiguous’.

Additionally, we shared a pre-print of the article with the authors of the classified
systems in order to verify that they agreed with the classifications we provided. From
45 targeted authors, we received 18 responses. From these 18, 6 authors agreed with our
classification and 12 proposed (mostly minor) changes or additional citations. In total, we
changed the classification of 6 features for 4 papers.

In the following, we now outline the three dimensions of our taxonomy.

2.4 Object of Implementation: Ethical theories

This section introduces the first of three taxonomy dimensions introduced in this paper:
a taxonomy of types of ethical theories, which is the basis for the categorization of ethical
frameworks used by machines (in Section 2.7). Note that this section is not a general
introduction to (meta-)ethics, which can for example be found in [62, 113, 343].

2.4.1 Overview of Ethical Theory Types

It is commonplace to differentiate between three distinct overarching approaches to ethics:
consequentialism, deontological ethics, and virtue ethics. Consequentialists define
an action as morally good if it maximizes well-being or utility. Deontologists define an
action as morally good if it is in line with certain applicable moral rules or duties. Virtue
ethicists define an action as morally good if, in acting in a particular way, the agent
manifests moral virtues. Consider an example: an elderly gentleman is harassed by a
group of cocky teenagers on the subway and a resolute woman comes to his aid. The
consequentialist will explain her action as good since the woman maximized the overall
well-being of all parties involved—the elderly gentleman is spared pain and humiliation
which outweighs the teenagers’ amusement. The deontologist will consider her action
commendable as it is in accordance with the rule (or duty) to help those in distress. The
virtue ethicist, instead, will deem her action morally appropriate since it instantiates the
virtues of benevolence and courage.

Consequentialist theories can be divided into two main schools: according to act util-
itarianism, the principle of utility (maximize overall well-being) must be applied to each
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individual act. Rule utilitarians, by contrast, advocate the adoption of those and only
those moral rules that will maximize well-being. Cases can thus arise where an individual
action does not itself maximize well-being, yet is consistent with an overarching well-
being maximizing rule. While act utilitarians would consider this action morally bad, rule
utilitarians would consider it good.

Deontological ethics can be divided into agent-centered and patient-centered ap-
proaches. Agent-centred theories focus on agent-relative duties, such as, for instance, the
kinds of duties someone has towards their parents (rather than parents in general). Theo-
ries of this sort contrast with patient-centered theories that focus on the rights of patients
(or potential victims), such as the right, postulated by Kant, not to be used as a means
to an end by someone else [264].

Finally, there are some approaches that question the universal applicability of general
ethical principles to all situations, as put forward by deontological ethics, virtue ethics
or consequentialism. For such a particularist view, moral rules or maxims are simply
vague rules of thumb, which cannot do justice to the complexity of the myriad of real-life
situations in which moral agents might find themselves. Hence, they have to be evaluated
on a case-by-case basis.

We would like to highlight that a moral theory is a set of substantial moral principles
that determine what, according to the theory, is morally right and wrong. Moral theories
can take different structures —they might state their concrete demands in terms of hard
rules (deontological ethics); virtues that should guide actions, with reference to an overall
principle of utility maximization, or else reject the proposal that there is a one-size-fits-
all solution (itself a structural trait, this would be particularism). In this work, we are
interested in these structures, which we label “ethical theory types”.

2.4.2 Categorizing Ethical Machines by Ethical Theory Type

Based on the distinct types of ethical theories introduced above, this sub-section develops
a simple typology of ethical machines, summarized in Table 2.1.

An evaluation of existing approaches to moral decision making in machines can make
use of this typology in the following way. Deontological ethics is rule-based. What matters
is that the agent acts in accordance with established moral rules and/or does not violate
the rights of others (whose protection is codified by specified rules). Accidents occur,
and a well-disposed agent might nonetheless bring about a harmful outcome. On off-the-
shelf deontological views, bad outcomes (if non-negligently, or at least unintentionally,
brought about) play no role in moral evaluation, whereas the agent’s mental states (their
intentions, , and beliefs) are important. If John, intending to deceive Sally about the
shortest way to work, tells the truth (perhaps because he himself is poorly informed), a
Kantian will consider his action morally wrong, despite its positive consequence.® In the
context of machine ethics, the focus is solely on agent relative duties. Hence, no distinction

6 Note that if two actions differ only with respect to outcome, consequences can play a role.
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is made between agent-centered and patient-centered theories of deontological ethics in
the taxonomy summarized in Table 2.1.

Consequentialists, by contrast, largely disregard the
agent’s mental states and focus principally on outcomes:
what matters is the maximization of overall well-being. Note Table 2.1: Ethical theory
that, procedurally, a rule-utilitarian system can appear very tyPes
similar to a deontological one. The agent must act in keeping taxonomy dimension
with a set of rules (potentially the very same as in a Kan-
tian system) which, in the long run, maximizes well-being. YRS
However, the two types of systems can still be distinguished Cgize;?friiihcsnllcs
in terms of the ultimate source of normativity (well-being Virtue ethics
vs. good will) and will—standardly—differ in terms of the articularism

Ethics Type

. Hybrid
importance accorded to the agent’s mental states. Thus far, - Hierarchically specific
nearly all consequentialist machine ethics implementations - Hierarchically nonspecific

Configurable ethics

utilize act utilitarianism. For this reason, the distinction be- :
) Ambiguous

tween act and rule utilitarianism is not relevant enough to
be included in this survey.

Virtue ethics differs from the aforementioned systems in so far as it does not focus
principally on (the consequences or rule-consistency of) actions but on agents, and more
particularly on whether they exhibit good moral character or virtuous dispositions. A
good action is one that is consistent with the kinds of moral dispositions a virtuous
person would have.

In contrast to the other three major approaches, on the particularist view, there is no
unique source of normative value, nor is there a single, universally applicable procedure
for moral assessment. Rules or precedents can guide our evaluative practices. However,
they are deemed too crude to do justice to many individual situations. Thus, according
to particularism, whether a certain feature is morally relevant or not in a new situation
—and if so, what exact role it is playing there— will be sensitive to other features of the
situation.

Table 2.2 gives a schematic overview of key characteristics of the different types of
ethical systems that might be implemented in an ethical machine. Note that it does not
take some of the more fine-grained aspects differentiating the theories (e.g., the before-
mentioned complications regarding act and rule utilitarianism) into account.

As an alternative to implementing a single determinate type of ethics, systems can
also combine two or more types, resulting in a hybrid ethical machine. This approach
seems enticing when one theory alleviates problems another one might have in certain
situations, but it can also generate conflicts across types of ethical approaches. Hence,
some proposals enforce a specified hierarchy, which means that one theory is dominant
over the other(s) in the system. For example, a primarily deontological system might use
rules, but turn to the utilitarian approach of maximizing utility when the rules are in
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Table 2.2: High-level overview to ethics categories in the context of ethical machine im-
plementation

Input Decision criteria Mechanism Challenges (examples)

Action (mental states o Conflicting rules

Deontological ethics Rules/duties Fittingness with rule .
and consequences) / e Imprecise rules
- . . . S s Aggregati blems
Consequentialism Action (consequences) Comparative well-being Maximization of utility ® Aggregation probiems
e Determining utility
. . . . L. . flicti irtues
Virtue ethics Properties of agent Virtues Instantiation of virtue(s) * Conflicting virtues

e Concretion of virtues

e No unique and universal logic

e Each situation needs unique
assessment

Situation (context, features, Rules of thumb, precedent, Fittingness with

Particularism . . . . . ;
intentions, consequences) all situations are unique  rules/precedent

conflict. In other cases, the hierarchy is non-specific and different theories are present
without a specified dominant theory.

Some authors do not settle on a particular type of ethical theory. Instead, they pro-
vide a configurable technical framework or language and exhibit how different types of
ethical theories can be implemented. The choice of which theory type should be selected
is essentially left to the person implementing the system in an actual use case.

Finally, some contributions were classified as ambiguous from a meta-ethical per-
spective. For these, not enough details were given by the authors to classify a paper, or
the theories used to implement were not ethical theories but retrieved from domains other
than moral philosophy.

2.4.3 Ethical Theory Types in Practice

There are certain challenges inherent in the different types of ethics when they need to
be applied in practice. Since these obstacles need to be taken into account to select an
ethical theory type for an ethical machine, this subsection provides a (non-exhaustive)
list of complications.

Challenges of deontological ethics in practice: At a first glance, the rule-based nature of
deontological ethics seems to lend itself well for implementation. However, at different
stages of implementation, challenges arise. The first issue is which rules should be imple-
mented. Rules are expected to be strictly followed, implying that for every exception, the
rule must be amended, resulting in an extremely long rule. Determining the right level
of detail is important for the success of an application: when the rules are not practi-
cal and at the right level of detail, they will not be interpretable for the machine [18].
Second, there might be conflicts between rules [67]—in general or in specific situations.
Whilst ordering or weighing the rules might address this issue from an implementational
perspective, determining an order of importance can be difficult. Also, this assumes that
all relevant rules are determined before they are used.
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Challenges of consequentialist ethics in practice: There are three main categories of diffi-
culties for consequentialist ethics. First, it is hard to identify consequences and determine
the right level of detail and aggregation in terms of time and size. Some outcomes might
have resulted regardless of the action theorized to have caused it. In real-life situations,
all possible consequences are not always that clear beforehand given the lack of epistemic
transparency and causal interdependence.

A second issue is concerned with quantifying consequences. As consequentialism is
about maximizing utility, the problem is how to define utility. In simple scenarios like the
Trolley problem, utility is often defined as how many people survive or die. In the real
world, more complex concepts, such as happiness and well-being, are preferred to define
utility. There are measures available (e.g., QALY [201]), but using a different measure can
give a different outcome. Even more so, even if each consequence is assigned a utility, it
might still be inappropriate to simply aggregate them (e.g., see [277]).

Finally, there might be a significant computational cost when computing utility [522]
requiring heuristics or approximations to derive a correct answer in time. This, in turn,
requires a verification of whether these results are still correct.

Challenges of virtue ethics in practice: Virtues are positive character traits, character
traits that should be manifested in morally good actions. Defining what “character” a
machine has is troubling, if a machine can be claimed to have a character at all. To judge
whether a machine—or a human for that matter—is virtuous is not possible by merely
observing one action or a series of actions that seem to imply that virtue; the reasons
behind them need to be clear [466]. Perhaps the best way to create a virtuous machine
is to let a machine mimic the behavior of a virtuous person. But how is a certain virtue
measured, and who decides which virtues are more important and how to pick the perfect
role model? Coleman [111] even proposes different virtues that are more desirable for
machines rather than human virtues, implying merely mimicking a virtuous person is not
sufficient.

To circumvent these challenges, machine ethics researchers have not used virtue ethics
often, as the alternatives might be more appealing. For example, Haber [203] states that
virtue ethics and principle-based ethics are complements and that for each trait there will
be a principle that expresses that trait and vice versa. While not everyone agrees with
Haber, it is easier and more detailed from a computational perspective to implement rules
than generic virtues to adhere to. Arkin [18] also concludes that principle-based and act-
centric models allow for stricter ethical implementations, which is desirable in machine
ethics.

Challenges of particularism in practice: In particularism, the system needs to take the
entire context into account. This implies that it needs to either be trained for all possible
cases, which is not possible, or be able to extrapolate without using generalizations, which
is highly challenging. For each feature of the context, the system would have to recog-
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nize whether it is morally relevant in the given case and how it will influence the result.
Case-based methods or instance-based classifications come closest to allowing an imple-
mentation of particularism. More recently, some contributions are trying to approximate
particularist ethics using neural networks (e.g., [199, 216]).

Challenges of hybrid approaches in practice: Fach type of ethical theory raises its own set
of complications, but combining them introduces additional issues. First, when different
types of ethical theories are used in a non-hierarchical way, the interaction between them
can be problematic: how should the results from different ethical approaches be combined
to guarantee morally appropriate outcomes? What happens when the results of different
implemented ethical theory types stand in conflict, and how should such conflicts be
resolved?

Second, when a hierarchical approach is employed, it is not evident when the system
should employ one theory rather than another. One standard approach resorts to the
secondary set of ethical principles when the first does not deliver a verdict. While this
alleviates some of the challenges of hybrid systems, it is still possible that the second
ethical theory proposes something that conflicts with the first ethical theory type.

The next section introduces the second dimension of ethical machines: the non-
technical aspects of implementing ethics into a machine.

2.5 Non-Technical Implementation Aspects

The second taxonomy dimension that was created for this survey considers the non-
technical aspects of implementing the aforementioned ethical theories into machines. An
important part of creating an ethical system is to decide how to implement ethics. That
entails defining whether an implementation can follow different approaches, how to eval-
uate the system, and whether or not domain specifications need to be taken into account.
Important features concerning the implementation dimension are summarized in Table
2.3. Furthermore, this section highlights the implementation challenges that the various
ethical theories entail.

2.5.1 Approaches

Different typologies have been proposed to determine how ethics types are implemented.
The most influential and widely referenced scheme, also applied in this survey, stems from
Allen, Smit and Wallach [7]. They distinguish three types of implementation approaches,
namely top-down, bottom-up, and hybrid.

Top-down approaches : Top-down approaches assume that humans have gathered suf-
ficient knowledge on a specific topic; it is a matter of translating this knowledge into an
implementation. The ethical theory types described in Section 2.4 are examples of nor-
mative human knowledge that can be translated into usable mechanisms for machines.
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Table 2.3: Non-technical taxonomy dimension

Feature Type Subtype
Top-down

Approach Bottom-up
Hybrid
Yes

Diversity consideration No

Model representation
Model selection

Judgment provision
Action selection/execution

Contribution type

Non-expert
Test Expert

Laws

Model checker

Evaluation Prove .
Logical proof
Example scenarios
Informal Face validity
None

Yes (domain specified)

. i
Domain specific No

The system acts in line with predetermined guidelines and its behavior is therefore
predictable. In Al, strategies using a top-down approach mostly make use of logical or
case-based reasoning. Given general domain knowledge, the system can reason about
the situation that is given as input. Usually, human knowledge is not specified in a
very structured or detailed way for concrete cases, so knowledge needs to be inter-
preted before it can be used. This process presents the risk of losing or misrepresenting
information. The positive aspect of this approach is that existing knowledge is applied
and no new knowledge needs to be generated.

Bottom-up approaches : A different method to implementing ethics is to assume the
machine can learn how to act if it receives as input enough correctly labeled data
to learn from. This approach, not just in machine ethics but in general, has gained
popularity after the surge of machine learning in Al and the recent success of neural
networks. Technologies such as artificial neural networks, reinforcement learning, and
evolutionary computing fall under this trend. Increased computing power and amounts
of data allow learning systems to become more successful. However, data has to be
labeled consistently and the right data properties need to be described in a machine-
processable way to obtain an accurate training of machines. There is a risk that the
machine learns the wrong rules or cannot reliably extrapolate to cases that were not
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reflected in its training data. However, for certain tasks, such as feature selection or
classification, machine learning can be very successful.

Hybrid approaches : As the term suggests, hybrid approaches combine top-down and
bottom-up approaches. As Allen et al. phrase it: “Both top-down and bottom-up ap-
proaches embody different aspects of what we commonly consider a sophisticated moral
sensibility.” |7, p 153] They indicate that a hybrid approach is considered necessary,
if a single approach does not cover all requirements of machine ethics. The challenge
consists in appropriately combining features of top-down and bottom-up approaches.

Bonnemains et al. [67] suggest adding a fourth category, called “Personal values/ethics
system”. Essentially, it acknowledges that two different agents may rely on different ethical
systems or may rely on different precedence in case of conflicts in a hybrid system. In this
survey, this is regarded as diversity consideration: the authors of a machine ethics
paper consider the possibility that not all ethical machines adhere to the same ethical
theory type, and their contribution includes the choice of diverse types of ethics to be
implemented. As Bonnemains et al. recognize, this category is somewhat orthogonal to
the previous three, as all of those can be seen to implement distinct normative principles.
For example, a machine ethics implementation with diversity consideration could allow
for multiple ethical theory types to be implemented (i.e., a top-down approach) or allow
for different machines to learn different types of ethics (i.e., a bottom-up approach). It is
considered part of the implementation dimension rather than the ethics dimension since
diversity considerations can also exist within the same ethical theory, for example, by
allowing deontological machines to have different rules to adhere to while still all being
deontological in nature. This survey regards structures of normative frameworks and their
implementation rather than substantial normative principles (c.f. Table 2.3).

2.5.2 Type of Contribution

Ethical systems can be intended to enact different aspects of ethical behavior. This section
discusses the different types of contributions published to implement ethical machines.

Model representation : This contribution type focuses on representing current ethical
knowledge. The goal is to determine how to appropriately represent a theory, dilemma,
or expert-generated guidelines whilst staying true to the original theory.

Model selection : Given a set of alternative options to implement an ethical machine,
some systems limit their action to selecting the most fitting elements to be included in
the system.

Judgment provision : These contributions focus on judging an action given a scenario
and a set of possible actions. Example outputs are binary (acceptable /non-acceptable)
or responses on a scale (e.g., very ethical to very unethical).

Action selection/execution : Here the proposed system chooses which action is best
given multiple possible actions for a scenario. Some systems then assign the action
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to a human, while others carry out the selected action themselves. Part of the action
selection task can also be action restriction, when some possible actions are not morally
acceptable (enough).

2.5.3 Evaluation

Most artifacts—simple or complex, concrete or abstract—can be evaluated in virtue of
their capacity to fulfill their constitutive function or purpose. A good knife cuts well, a
good thermostat reliably activates the heating if the temperature drops below a prede-
termined threshold, and a good translation system adequately and idiomatically converts
grammatical sentences from one language into another. Whereas there are objective and
measurable criteria for the evaluation of thermostats, things are more cumbersome when
it comes to moral machines. This is not because their purpose does not standardly con-
sist in simply “acting morally”, but in executing certain tasks (taking care of the elderly,
counselling suicidal people, evaluating risk of recidivism etc.) in a moral fashion. Much
rather, the complication arises from the question of what exactly is to count as executing
the task at hand in morally appropriate ways, or against what exactly the behavior of the
system should be evaluated.

There are objective facts as to whether an image represents a certain type of animal
or not. These facts constrain whether the image is correctly classified as representing an
animal. The existence of objective, universal moral values, by contrast, is controversial
(cf. e.g., [217, 319, 401, 503|). Furthermore, and as objectivists readily acknowledge, de-
lineating what is morally permissible poses an epistemic challenge of a different order
than identifying, say, a giraffe in an image, or determining the weight of an object. The
ontological and epistemic complications that arise in the moral domain thus make it dif-
ficult to settle on standards against which the performance of a moral machine could be
evaluated. More fundamentally, it is not even evident what kinds of considerations should
guide the process of choosing such standards.

While complications as to the evaluation of a moral machine are worrying, their prac-
tical significance should not be exaggerated. Although there is disagreement as regards
complex cases, in ordinary life situations in which one is confronted with extremely diffi-
cult ethical decisions or run away trolleys are exceedingly rare. In many domains, moral
dilemmas are unlikely to arise or be of much import, and there is widespread convergence
(not only among the folk, but experts, too) on what constitutes adequate moral behav-
ior. Overall, then, the challenge of evaluation might raise metaphysical and epistemic
complications of limited pragmatic importance, at least when care is exercised to limit
the decision capacity of moral machines to mundane contexts that steer clear of complex
ethical paradoxes.

2.5.3.1 Test When a system is tested, the system outcome needs to be compared
against a ground truth. These may have the following origins:
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Non-experts : One possibility consists in making folk morality the benchmark. Prob-
lematically, there is substantial evidence of moral parochialism across cultures (e.g.,
[167, 318, 425|), and it is not difficult to find topics on which a single nation is roughly
divided —just think of abortion, euthanasia, or same-sex relations in the US [423].
Furthermore, the existence of widespread convergence in moral opinion does not nec-
essarily make such opinions true or acceptable (consider that until a century and a
half ago, there was broad agreement in considerable parts of the world that slavery is
morally acceptable).

Experts : To escape the tyranny of a potentially mistaken or self-serving majority, one
might adopt the standard of experts in normative ethics. Problematically, however,
experts themselves are sometimes deeply divided on fundamental issues of moral import
as well as meta-ethical intuitions [69] and their very expertise can be called into question
[445, 446].

Laws : One might side-step the complications raised by retreating to a second-best so-
lution: the law. This strategy, however, is not without drawbacks either, as the law is
simply silent on most questions of day-to-day morality. It is, for instance, not illegal to
lie in most contexts, yet it would be regarded as outrageous to be perpetually deceived
by “moral” machines. Still, it might be suitable to draw on the law to provide restric-
tions where they exist, for example, as concerns the “Laws of War” or “Laws of Armed
Conflicts” for the lethal weapons domain [18], or specific domain rules such as the
Code of Ethics for Engineers [336]. As Arkin [18] suggests, scoping the problem using
domain-specific requirements can make it more easily implementable and testable.

2.5.3.2 Prove Another approach, typically based on some type of logic, consists of
proving that the system behaves correctly according to some known specifications. This
approach can be divided into the following types:

Model checker : Given an ethical machine, a model checker exhaustively and automat-
ically ascertains that it adheres to a given set of specifications.

Logical proof : This approach provides a logical proof that given certain premises, the
system does what it should do. Proofs of this sort can be effected manually, or by using
a theorem prover which employs automated logical and mathematical reasoning.

Note that this approach assumes that a correct specification exists a priori and is
widely accepted. Within the logic community, model checking and theorem proving are
often considered an implementation issue rather than a type of evaluation (e.g., see [208]).
In some cases, authors do not even explicitly mention that they employ a model checker,
because it is inherent in their approach to logic programming. However, given the mul-
tidisciplinary nature of the field of machine ethics, it is vital to explicitly state which
approach has been used. Furthermore, while logical /internal validity and consistency may
be inherent in the system, a form of evaluation is necessary to ensure the system acts as
expected in different cases and exhibits external validity.
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2.5.3.3 Informal evaluation Some authors refrain from formally evaluating their
implementation. Instead, they only describe their work and, in some cases, show a few
example scenarios or exhibit application domains. Whilst these approaches may have
limited validity, they may be warranted given the evaluation complications outlined above
or when the authors principally engage in theory building [152].

Example scenarios/case studies : To showcase that the system works as intended,
one or multiple scenarios are presented to demonstrate the system’s performance. This
procedure gives a first indication of the functionalities of the machine or may help
in theorizing about certain properties of a system, but it does not cover all possible
situations or give a complete performance indication.

Face validity : Often described as “reasonable results”, authors using this approach state
that the results of a few example tasks are as expected. It is often unclear what this
means and to what extent these results are desirable.

2.5.3.4 None When no evaluation could be discerned, papers were categorized as hav-
ing none of the evaluation types present.

2.5.4 Domain Specificity

What is deemed an appropriate action can depend on the domain in which the moral
agent is operating, such as the principles in the domain of biomedical ethics as proposed
by Beauchamps and Childress [49] for the medical domain, or the Rules of Engagement and
Laws of Armed Conflict for autonomous weapon systems [18]. Hence, some contributions
focus on a specific application domain, which limits the scope of an ethical machine
implementation, and thus the endeavor is more manageable [18].

2.6 Technical Implementation Aspects

The third and final taxonomy dimension introduced concerns the technical aspects when
implementing ethical theories into machines. This includes the type of technology chosen
for the implementation, the input the system relies on, the ethical machine’s availability
(i.e., implementation details are published) and other technical features: whether it relies
on specific hardware or feedback from users, provides explanations for its conclusions, has
a user interface (UI), and whether the input for the system needs to be preprocessed.
Important features pertaining to the technical dimension are surveyed in Table 2.4.
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Table 2.4: Technical taxonomy dimension. As explained in Section 2.6, “Inductive logic”
is present twice.

Feature Type Subtype or classification scheme

Deductive logic

Non-monotonic logic

Abductive logic

Deontic logic

Rule-based system

Event calculus

Knowledge representation & Ontologies
Inductive logic

Bayesian approach

Logical reasoning

Tech type Probabilistic reasoning Markov models
Statistical inference
Inductive logic
Decision tree
Learning Reinforcement learning
Neural networks
Evolutionary computing
Optimization
Case-based reasoning
Logical representation
Case Numerical representation
Input

(Structured) language representation

Sensor data

Specification details
Implementation availability Implementation details
Code (link) provided

(Yes - Partially - No)

Hardware (simulation)
Feedback

Explanation
UI(mostly GUI)
Automated processing

Other

T Ea gL
avBavliavBisciel MavliavBaw
Zzzzz|z2Z2Z

2.6.1 Types of Technology

Inspired by Russell and Norvig [421], different types of technologies can be distinguished.
While these types of technology are not always clearly delimited, this categorization allows
comparing implementations.

2.6.1.1 Logical reasoning There are different types of logic or logic-based techniques
used in machine ethics.
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Deductive logic : This is the classical type of logic: knowledge is represented as log-
ical statements—propositions and rules—that allow deriving new propositions. Pure
deductive systems typically involve no learning or inference involved but only derive
what can be known from their set of statements and inputs.

Non-monotonic logic : Non-monotonic logic allows the revision of conclusions when a
conflict arises, for example, in light of new information.

Abductive logic : In abductive logic, the conclusions drawn are the most likely propo-
sitions given the premises.

Deontic logic : This type of logic stems from philosophy and is specifically designed to
express normative propositions. Naturally, this type of logic is inherently suited for the
representation and deduction of moral propositions.

Rule-based systems : As the name suggests, rule-based systems are systems that func-
tion based on a set of rules. These can be ethical rules the system has to adhere to.
Note that many of the different types of logic above are typically implemented as some
form of rule-based system.

Event calculus : Event calculus allows reasoning about events. When a machine needs
to act ethically, different events can trigger different types of behavior.

Knowledge representation (KR) and ontologies : A KR approach focuses on rep-
resenting knowledge in a form that a computer system can utilize. In other words, the
emphasis lies on improving the quality of the data rather than (just) improving the
algorithm.

Inductive logic : When relying on inductive logic, premises are induced or learned from
examples, rather than pre-defined by a human.

2.6.1.2 Probabilistic reasoning Recently, probabilistic reasoning has gained more
attention. Different types of probabilistic reasoning approaches can be distinguished.

Bayesian approaches Based on Bayes’ rule, these approaches rely on prior knowledge
to compute the likelihood of an event. In an ethical context, a machine can then act
based on this predicted information.

Markov models Markov models focus on sequences of randomly changing events, as-
suming that a future event only depends on the current (and not the previous) event(s).

Statistical inference By retrieving probability distributions from available data, the
system can try to predict the chances of future events happening.

2.6.1.3 Learning The increased computational power, the amounts of data available,
and the GPU-driven revival of neural networks have made learning systems more popular.
There are different learning approaches to be characterized.

Inductive logic : In inductive logic, a rule-base for reasoning is learned. As such, it is
listed under both the “Logic” and “Learning” categories of this taxonomy.
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Decision tree : Decision trees are a supervised learning method to solve a classification
problem by exploring the decision space as a search tree and computing the expected
utility. They are, thus, useful to identify and interpret the features that are most
important to classify cases.

Reinforcement learning : A system can learn from its actions when they are reinforced
with rewards or punishments received from its environment.

Neural networks : A neural network can be trained on many cases, to be able to classify
new cases based on their relevant features.

Evolutionary computing : Evolutionary algorithms are used when, for example, dif-
ferent competing models of an ethical machine exist. Models evolve in an iterative
fashion, based on actions inspired from the concept of evolution in the field of biology
(e.g., selection, and mutation) [253|

2.6.1.4 Optimization The most common form of optimization relies on a closed-form
formula for which some optimal parameters are sought. Different actions get assigned
different values based on a predetermined formula, and the best value is chosen (e.g., the
highest value).

2.6.1.5 Case-based reasoning In case-based reasoning, a new situation is assessed
based on a collection of prior cases. Similar cases are identified and their conclusions are
transferred to apply to the current situation.

2.6.2 Input

To be able to respond appropriately, ethical machines need to receive information about
the environment (or situation at hand). Input is the information that the system receives,
not the transformation the system itself performs on the data afterwards.

Sensor data : In the case of (simulated) hardware, the machine perceives the input
through its sensors. The sensor data is interpreted and processed to serve as the input.

Case: Logical representation : Systems using a form of logic often need an input case
represented using logic.

Case: Numerical representation : Other systems, for example ones using neural nets,
need their input in a numerical form. This can be a vector representation or a set of
numbers.

Case: Language representation : Language inputs can be natural language or input
translated into structured language.

2.6.3 Implementation availability

As mentioned before, part of the field of machine ethics tends to be of a theoretical
nature. This becomes apparent in the level of detail of implementation proposals. While
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some authors implement an idea and provide the source code, this is fairly rare in machine
ethics. Some authors only give a few implementation details, and others merely specify
a high-level description of their idea. Usually, the focus lies on sketching an idea rather
than its complete implementation.

Specification details : This level has the fewest implementation details: the author
specifies the proposed idea (e.g., textually) without any additional detail.

Implementation details : This next level provides implementation details illustrating
how the specification is implemented in the described machine.

Code (link) provided : This final level provides the link to the code of the machine, so
the prototype can be used and the experiments can be replicated.

2.6.4 Other Implementation Categories

This section introduces different and independent categories that are of interest for the
implementation of an ethical machine.

2.6.4.1 Hardware Robots can have direct physical results rather than “just” digital
or indirect physical consequences. Hardware can change the way people interact with a
system and how it should be able to function, making it an interesting and important
feature to classify.

2.6.4.2 Feedback No matter which ethical approach is used, feedback is a valuable
component of an ethical system. For example, the user can be asked whether the provided
output was the best given the input or whether the system was clear during its decision
process.

2.6.4.3 Explanation Transparency is important when it comes to algorithmic deci-
sions, both from a user perspective [545] and, in some cases (such as the General Data
Protection Regulation in the European Union [191]), from a legal perspective. To achieve
this goal, an understandable explanation should be provided by the system.

2.6.4.4 User Interface (UI) Systems should be easy to interact with. This is impor-
tant for all machines, including ethical machines.

2.6.4.5 Automated processing Sometimes, initial prototypes focus on the concept
of a system, not the (detailed) implementation, and may require some pre-processing of
the input data. Ideally, systems should be able to process input from the environment
automatically.
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2.7 Analysis

The goal of this section is to classify the surveyed moral machines according to the three
taxonomy dimensions introduced in Sections 2.4-2.6 and elicit patterns in the literature
based on this classification. Specifically, every publication is categorized according to
the object of implementation (ethical theory) as well as the non-technical and technical
aspects of implementing those theories (as described in Section 2.3). Summaries of the
selected papers can be found in Appendix A.

2.7.1 Ethical Classification

The classification results for the ethical dimension of machine ethics implementations can
be found in Table 2.5; the ratio of single vs. hybrid theory papers is visualized in Figure
2.1. Among the papers, several constitute clear-cut cases instantiating one of the four
main ethical systems. For example, [10, 359, 455| are clearly deontological; and |2, 106,
140, 502| constitute uncontroversial examples of consequentialist systems. Furthermore,
a considerable number of papers invoke elements from multiple systems. Finally, there
are papers in which the hierarchy across theory types remains ambiguous. Examples of
ambiguous papers are implementations where authors try to mimic the human brain [90],
or focus on implementing constraints such as the Pareto principle [307], which does not
strictly speaking constitute a moral theory. Note that categorizing a paper as “ambiguous”
does not imply a negative assessment of the implementation. It simply means that the
proposal cannot be adequately placed within our classification framework.

About 50% of the proposals draw on a single type of ethical theory (see Figure 2.1).
As can be seen in Table 2.5, deontological and consequentialist ethics are used most often.
It stands out that particularism is barely used and pure virtue ethics is not used at all.
This may be explained as follows: first, a generalist approach is much easier to implement
than a particularist approach, as it is more straightforward to encode generalist rules than
to build systems that may have to handle as of yet unknown, particular cases. Second,
virtue ethics can be considered a very high-level theory focusing on characteristics rather
than actions or consequences, which is difficult to interpret in an application context.

Single Theory Hybrid

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

m Deontological m Consequentialist m Particularist

m Hybrid dominance DC m Hybrid dominance CD Hybrid undefined dominance
Configurable ethics Ambiguous

Fig.2.1: Ethical theory type ratio
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Table 2.5: Ethical theory classification. Hybrid dominance D-C' implies both D and C
are implemented, but D is dominant. The reverse is true for Hybrid dominance C-D. For
the Hybrid undefined dominance the theories that are combined are noted in parentheses
following the citation.

Ethical theory type Papers

Anderson et al. 2004 (W.D.) [11], Anderson et al. 2006 [12], Anderson et al. 2008 8],

Anderson et al. 2014 [10], Bringsjord et al. 2012 [74], Dennis et al. 2016 [139], Malle et al. 2017 [324],
McLaren 2003 [336], Mermet et al. 2016 [340], Neto et al. 2011 [359], Noothigattu et al. 2018 [363]
Reed et al. 2016 [411], Shim et al. 2017 [455], Turilli 2007 [496], Wiegel et al. 2009 [522]

Abel et al. 2016 [2], Anderson et al. 2004 (Jeremy) [11]|, Armstrong 2015 [23],
Consequentialist (C) Cloos 2005 [106], Dennis et al. 2015 [140], Dang et al. 2017 [500], Vanderselst et al. 2018 [502],
Winfield et al. 2014 [524], Atkinson et al. 2008 [31]

Particularism (P) Ashley et al. 1994 [28], Guarini 2006 [199]

Arkin 2007 (18], Azad-Manjiri 2014 [35], Dehghani et al. 2008 [134], Govindarajulu et al. 2017 [194],
Pereira et al. 2007 [380], Tufis et al. 2015 [495]

Hybrid dominance C-D Pontier et al. 2012 [393]

Deontological (D)

Hybrid dominance D-C

Hybrid unde- Lindner et al. 2017 [307] (C & A), Yilmaz et al. 2017 [540] (D, C & A), Honarvar et al. 2009 [240] (C & P),
fined domi- Howard et al. 2017 [253] (P & Virtue ethics), Berreby et al. 2017 [60] (D & C)

&%Irlﬁ‘fgurable ethics Bonnemains et al. 2018 [67], Cointe et al. 2016 [110], Ganascia 2007 [185], Thornton et al. 2017 [484]
Ambiguous (A) Han et al. 2012 [210], Cervantes et al. 2016 [91], Madl et al. 2015 [320], Verheij et al. 2016 [505],

Wallach et al. 2010 [515], Wu et al. 2017 [532], Arkoudas et al. 2005 [22], Furbach et al. 2014 [182]

About a quarter of the approaches are of a hybrid nature, combining at least two
classical ethical theory types. Approximately half of those have a hierarchical approach, in
which deontological features are standardly dominant over consequentialist ones. The non-
hierarchical systems, where at least two ethical theory types work together without a single
one being dominant, frequently go beyond the two main types of theory. Examples are
virtue ethics and particularism [253], and a reflective equilibrium approach that combines
consequences, rules, and other influences [540].

A little less than 10% of the papers do not have a specific theory implemented. Instead,
they provide various proposals on how to implement different ethical theory types without
choosing a particular one. This can be considered a computer scientist approach, where
the goal is to devise a general framework which the users can adapt to their preferences.

It is surprising that despite previous calls that a single classical theory is not enough
to create an ethical machine and hybrid methods are needed (e.g., [7]), there is relatively
little work on hybrid ethical machines. While most hybrid systems have emerged over the
last ten to fifteen year, we could not find evidence for an increase in the creation of such
systems.

2.7.2 Implementation Classification

Table 2.6 provides an overview of the classification of the non-technical implementation.
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Table 2.6: Non-technical dimension classification. Diversity consideration: v implies yes,

an empty cell implies no/not present.
Appr. Contribution type

Diversity Domain  Papers

Ganascia 2007 [185]
Arkoudas et al. 2005 [22]

Eval. type Eval. subtype
Model checker v

action selection /execution

Proof . L
. Logical proof Bringsjord et al. 2012 [74
Model representation ) Govii(Jiarajulu et al. 2([)17] [194]
Informal Example scenario(s) Berreby et al. 2017 [60]
None None v Bonnemains et al. 2018 [67]
7 Turilli 2007 [496]
Model selection Informal Example scenario(s) v Verheij et al. 2016 [505]
v Wiegel et al. 2009 [522]
Engineering McLaren 2003 [336
Test Expert Ashley et al. 15£94 []28]
Judgment provision Expert + Non-expert Military Reed et al. 2016 [411]
© Proof Model checker Dennis et al. 2015 [140]
g Logical proof Mermet et al. 2016 [340]
2 None None Lindner et al. 2017 [307]
& Non-expert Medical Shim et al. 2017 [455]
= S Dehghani et al. 2008 [134]
Test Cars Thornton et al. 2016 [484]
Laws Vanderelst et al. 2018 [502]
Winfield et al. 2014 [524]
Action  selec- Cervantes et al. 2016 [91]
tion/ Informal Example scenario(s) Medical Anderson et al. 2008 [8]
execution Cointe et al. 2016 [110]
Face validity Pereira et al. 2007 [380]
Neto et al. 2011 [359]
None None Home care  Cloos 2005 [106]
. ’ Home care Dang et al. 2017 [500]
Anderson et al. 2004 (Jeremy) [11]
Judgn}ent provision . Proof Model checker v Dennis et al. 2016 [139]
+ action selection/execution
Mo'd ol rcprcgcnt/atlon N Informal Face validity v Atkinson et al. 2008 [31]
action selection/execution
- Model representation Proof Logical proof ; ?sﬁl;tcr}(l)r;% 231;()11221[182]
T ; s
§ Model selection None None ; KHI(;‘;I?S‘LC;i.a;()iglégirsl
E Action  selec- Test Non-expert v/ Wu et al. 2017 [532]
tion/ Informal Example scenario(s) Abel et al. 2016 [2]
M@'ﬂk!llﬁlbrc?ont/atlon " Test + proof Non-expert + logical proof Cars Noothigattu et al. 2018 [363]
action selection/execution
Test Non-expert Guarini 2006 [199]
Model representation ’ Expert Anderson et al. 2014 [10]
None None Medical Azad-Manjiri 2014 [35]
Non-expert Honarvar et al. 2009 [240]
Test Expert Medical Anderson et al. 2006 [12]
= Action  selec Laws v Medical Madl et al. 2015 [320]
2 o il ) o 4 Yilmaz et al. 2017 [540]
o tion/ Informal  Xample scenarios Military ~ Arkin 2007 [18]
execution Face validity Han et al. 2012 [210]
None None v Anderson et al. 2004 (WD) [11]
i ] v Wallach et al. 2010 [515]
MO.( fel select-lon N . Informal Example scenario(s) v Tufis et al. 2015 [495]
action selection/execution
Judgment provision + Test Expert v Medical Pontier et al. 2012 [393]
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Approximately consistent with the number of single theory and hybrid theory ap-
proaches identified in Section 8.1, most authors choose a top-down approach. Hybrid
approaches account for a little less than 25% of those chosen (see Figure 2.2a).

(a) Ethical implementation approach (b) Domain specific
Top-down fattom = =
P up
0% 20% 40% 60% 80% 100%
0% 20% 20% 60% 20% 100% ENo M(Medical)Care m Military ® Other domain
(c) Contribution type (d) Evaluation
_ - | None
0% 20% 0% 60% 80% 100%
0% 20% 40% 60% 80% 100% W Non-expert M Expert Hlaws
B Model selection m Model representation m Model checker M Logical proof Example scenario(s)
Action selection/execution M Judgment provision Face validity H None

Fig. 2.2: Non-technical analysis

Most authors use a general approach to machine ethics: almost three out of four do not
use a domain-specific approach, but focus on a general proposal of implementing machine
ethics (see Figure 2.2b).

In terms of contribution type, there is a relatively balanced division between authors
investigating how an ethical machine should be shaped (model selection and model rep-
resentation) and authors focusing on the output of the ethical machine (action judgment
and action selection /execution, see Figure 2.2¢). Most papers address action selection /ex-
ecution. About 15% of all the papers focus on action judgment: the system judges a
situation but leaves it up to the human to actually act on this. From a broader scientific
perspective, it is good that both model shaping and output-oriented contributions are
investigated. However, it would be ideal to have both things connected.

A possibility for future improvement regards system evaluation: over half of the authors
either provide no or only an informal evaluation of their system. Of the rest, about 50%
use a test approach and 50% validate their claims with some form of formal proof (see
Figure 2.2d).

Finally, about half of the selected papers (51%) acknowledge diversity in imple-
mentable ethics, while the other half presents work allowing for or assuming only one
ethical theory type.
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2.7.3 Technical Classification

The technical dimension classification can be found in Table 2.7. Of the different tech-
niques, logical reasoning is the most frequent. Figure 2.3a shows the distribution of types
of technology used. About a quarter of the papers adopt more than one technology type.
Only about 10% of the authors focused on a pure learning approach. Case-based reason-
ing and probabilistic reasoning are the least popular. Mostly classical Al approaches are
used—perhaps due to the direct correspondence of rules with deontological ethics.

Implementation |

0% 20% 40% 60% 80% 100% Code I
M Case-based M Learning
. . L 0% 20% 40% 60% 80% 100%
Logical reasoning m Optimization
W Probabilistic reasoning Hybrid (>2) ENo EmSome M Yes
(a) Technology type (b) Provided implementation details

Fig.2.3: Technology analysis

The level of implementation detail provided is somewhat limited (see Figure 2.3b):
although most authors include a specification of their idea in the paper, implementation
details (or even source code) are rarely included. Both from a computer science per-
spective and a general science perspective, this is quite undesirable, as it hampers the
reproducibility and extensibility of systems and empirical studies.

The different types of input used are fairly distributed: in about 36% of the ethical
machines the input is defined as logical cases, in 21% the input has a numerical repre-
sentation, in 30% the input is written in (natural or structured) language, and 34% use
(simulated) sensor data as input. Of all cases, five selected papers had more than one
type of input for their system. Around 25% of the authors used a (simulated) robot,
corresponding with the amount of sensor data used as input.

In terms of user friendliness, the implemented systems score poorly. While it is impor-
tant to note many of these machines are in their prototype phase and more focused on
the ethics than the user, it should be important to keep the user in mind from the start
of development. Nearly 35% of the machines provide an explanation of their output. 27%
process the input automatically, implying that about three out of four implementations
require the user to pre-process the input manually in some way — which does not make
it easy for the user. Only around one out of five machines include a user interface and less
than 17% offer the option for the user to give feedback. In summary, there is still plenty
of room for improvement as regards user friendliness.
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Table 2.7: Technical classification. v implies yes/fully, o implies partially, an empty cell
implies no/not present.

Tech type

Tech subtype

Input

Availability Other

Papers

=
T
= %’ —‘S =2 T"ri = ?ED
2 3 =& — Z
—~ 2 w3 EL= g 8
2L 5 2% S S 3
¥E& ETg 2 E g
= E 5% 5 % A = . &
SEETEEET 2.8 %
SoTEE5 Y s 25 £
& & § BEEag 2 g8a =
2 2 2 85g 3 S 8 "= =
OO0 ZFE=D mEE e
v v o Bringsjord et al. 2012 [74]
Deductive logic v v o Mermet et al. 2016 [340]
v v o Verheij et al. 2016 [505]
Non-monotonic logic (N-M logic) v a4 ° Ganascia 2007 [185]
v v o o o Arkoudas et al. 2005 [22]
. . - v v o Furbach et al. 2014 [182]
Deontic logic (Deon Logic) v v o o /' Malle et al. 2017 [324]
v v o Wiegel et al. 2009 [522]
vV /o v Dennis et al. 2015 [140]
Logical reasoning (LR) vV /o Dennis et al. 2016 [139]
vV /o v Neto et al. 2011 [359]
Rule-based system (Rules) v v Pontier et al. 2012 [393]
4 vV /o Tufis et al. 2015 [495]
v Turilli 2007 [496]
Event calculus 4 v Bonnemains et al. 2018 [67]
Abductive logic v v/ Pereira et al. 2007 [380]
N-M logic + event calculus v vV o 3 Berreby et al. 2017 [60]
Rules + KR & ontologies Y/ Cointe et al. 2016 [110]
Deon logic + event calculus v a4 Govindarajulu et al. 2017 [194]
Probabilistic reasoning (PR) Bayes’ Rule + Markov models v o v v Cloos 2005 [106]
Reinforcement learnin a4 A ° Abel et al. 2016 [2]
‘ & J /o v/ Wu et al. 2017 [532]
Learning (L) Neural networks v o vV Guarini 2006 [199]
v a4 v Honarvar et al. 2009 [240]
NN + Evolutionary computing v o o Howard et al. 2017 [253]
v o o v v Anderson et al. 2004 (Jeremy) [11]
v o v v v Anderson et al. 2004 (WD) [11]
S Lo v/ v Anderson et al. 2008 [8]
Optimization (O) Optimization Vv v v Thornton al. 2017 [484]
v o o v Dang et al. 2017 [500]
v /7 v v Vanderelst et al. 2018 [502]
v v v v Atkinson et al. 2008 [31]
Case-based reasoning Case-based reasoning v v o o v Ashley et al. 1994 [28]
v 4 vV McLaren 2003 [336]
LR 4 L Inductive logic v / 4 v v Anderson et al. 2014 [10]
KR & ontologies + inductive logic v o o v v Anderson et al. 2006 [12]
Deductive logic + O v v o v v Yilmaz et al. 2017 [540]
S /o 7 V7 7 7 Arkin 2007 [18]
VvV o 4 Cervantes et al. 2016 [91]
LR + O Rules + O v v Reed et al. 2016 [411]
v /o v/ / / Shim et al. 2017 [455]
v /o v / Winfield et al. 2014 [524]
Rules + abductive logic + O v v/ o Han et al. 2012 [210]
Rules + Bayes’ Rule 4 Vo / o o Lindner et al. 2017 [307]
LR+ PR Rules + statistical inference Voo v/ v/ Madletal. 2015 [320]
’ ' v o v/ v Wallach et al. 2010 [515]
LR + CBR Rules + KR & ontology + CBR v o o o Dehghani et al. 2008 [134]
LR +L+ O Rules + decision tree + O v v v Azad-Manjiri 2014 [35]
PR + O Bayes’ Rule + O v v v Armstrong 2015 [23]
L+ 0 Inductive logic + O v v o Noothigattu et al. 2018 [363]
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2.7.4 Interactions Between Dimensions

Given that machine ethics is an interdisciplinary field, it is interesting to look at the
interaction between the ethical theory types and their implementation, Figure 2.4 shows
the interactions between ethical theory, ethical implementation approach, and technol-
ogy type used to implement an ethical machine. For researchers, it can be useful to see
which combinations have not yet been tried out that might be promising. For example,
Figure 2.4a shows that (to the best of our knowledge) a hybrid approach (including both
top-down and bottom-up elements) to implementing pure consequentialism does not yet
exist. Similarly, bottom-up approaches to optimization (see Figure 2.4b) or pure deonto-
logical approaches to learning (see Figure 2.4c) (e.g., seeing which input leads to behavior
adherent to a certain set of rules) have not yet been explored.

Deontological Logical reasoning  |H————
Hybrid Hybrid (>2)
|
|
|
-

Learning

e |
|
Ambiguous I Optimization
Consequentialist  IE—
|

Various Proposals Case-based

Particularist Probabilistic reasoning

o

2 4

@

8 10 12 14 0 2 4 6 8 10 12 14 16 18 20

mBottom-up ®Top-down Hybrid HBottom-up ETop-down Hybrid

(a) Ethical theory type versus non-technical aspects (b) Non-technical versus technical aspects

Logical reasoning e,
Hybrid (>2) T
Optimization I

Learning EENNEN
Case-based HEEWNEN
Probabilistic reasoning
0 2 4 6 8 10 12 14 16 18 20
m Various Proposals m Particularist Ambiguous
m Deontological m Consequentialist ~ Hybrid

(c) Ethical theory type versus technical aspects

Fig.2.4: Dimension interaction

2.7.5 General Observations

There are some general observations to be made about the field. Firstly, the focus is
on one universal and objective moral agent. There are barely any options for adding
cultural influences or societal preferences in any of the classified papers. Almost all systems
assume the user cannot influence the output of the system. A recent publication shows
indication of cultural differences in ethical preferences [34], and the development of societal
preferences within an ethical machine would improve the chance of acceptance of ethical
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machines. However, it is still under debate whether the field should move towards a
“universal moral grammar,” such as that proposed by Mikhail [342].

Secondly, there are some issues inherent to the field. For instance, there are no bench-
marks to verify if a system is working as it should. There are no specific tasks to be
implemented, no consensus as to what the correct output is, and few data sets to use in
an implementation. A helpful tool to recur to in this context is the work by Whitley [521],
who provides a four-dimensional schema for analyzing a research field. Two of the dimen-
sions refer to the uncertainty of the task at hand, and two refer to the mutual dependence
between the fields and scientists in them. The field of machine ethics scores highly on all
of these dimensions:

High technical task uncertainty: there is unpredictability and variability in which meth-
ods are used in the field and how results are interpreted. In this regard, it is a frag-
mented field.

High strategic task uncertainty: there are problems present in the field that are valued
differently (e.g., some authors focus on the theoretical, others on the implementation,
and the ethical theories or even ethical theory types they focus on diverge).

High strategic dependence: there is much disagreement on the relevant topics, so there
is a high reliance on peers for validation and reputation in the field.

Medium functional dependence: in terms of physical dependence of resources, there is
none. Anyone with a computer can add to the field; no expensive equipment is needed.
However, there is a high dependence on results of others and acceptance by the field.

Another potentially helpful perspective can be derived from Whitley’s theory, where the
field of machine ethics would be a “polycentric oligarchy”, implying there are several
independent clusters of scholars that confirm each other’s assumptions and do not com-
municate much with other clusters that have very different views. At first glance, such
clusters can indeed be detected: the multi-agent norm domain (e.g., [359, 495]), the logi-
cal translation of ethical theories (e.g., [194, 210, 380]) or the modern learning approach
to machine ethics (e.g., [2, 532|). While exploratory research in many directions is valu-
able, the field would benefit from more standardization and more communication between
clusters to exchange knowledge on ethics and technology.

2.8 Future avenues and limitations

Based on the results of the analysis and description of the selected papers, some literature
gaps are identified that can be of interest for future work. Additionally, the limitations of
this survey are discussed.

FEthical dimension In view of earlier calls for hybrid systems when it comes to ethical
theory, a surprisingly low percentage of authors consider a multi-theory approach in
which machines can interchangeably apply different theories depending on the type of
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situation. In terms of the content (and not the structure) of ethical theories, it is impor-
tant to acknowledge and harness the nuances of specific theories, but human morality
is complex and cannot be captured by one single classical ethical theory. Even experts
can have rational disagreement amongst themselves on an ethical dilemma. This leads to
the next important point: an ethical machine will not be of use if it is not accepted by
its users, which can be the risk of focusing on one ethical theory and, thus, not covering
human morality. Ethical theory needs to be combined with domain-specific ethics as
accepted by domain experts and, as identified in the analysis of this paper, this is not
the case in the majority of the related work. Moreover, it is necessary to discuss the eth-
ical theory/theories in the system with its possible users. Some examples of using folk
morality in machine ethics can be found in Noothigattu et al. [363], as well as in [422].
However, it is important to note that just as ethical theories have their challenges, so
does folk morality. Three challenges are who to include in the group whose values should
be considered (standing), how to obtain their values (measurement), and how to aggre-
gate their values (aggregation) [47]. Implementations should start from ethical theories
combined with domain-specific ethical theory, after which acceptance by the users and
deviation from socially accepted norms should be discussed (cf. e.g., [34, 66, 301, 440]).

Non-technical dimension There is a need for more systematic evaluations when ethical
machines are created in order to be able to rate and compare systems. To this end, there is
a strong need for domain-specific benchmarks. Based on input from domain experts,
data sets need to be created containing the types of cases prevalent in that domain,
with respect to which ethical machines must be assessed. The gathering of typical tasks
and respective answers that domain experts agree on is just as important as the actual
creation of ethical machines. This implies the need for more collaboration between fields.
Computer scientists and philosophers, as well as domain experts and social science experts,
have to work together to ensure the interaction with and effects of the ethical machines
are as desired. Even within the field, collaboration is needed between different clusters of
topics in the field of machine ethics, for example between clusters specializing in MAS
and machine learning respectively. Finally, in general, implementation requires more
attention. While on a higher level, theoretical discussion remains important in this field,
especially to prepare for possible future scenarios, the testing of theory in practice can
enrich the discussion on what is (or is not) possible at that moment and what practical
implementations and consequences certain ethical machines can have.

Technical dimension When a system is implemented, it is imperative to provide exhaustive
specification detail, including availability of the code, which is predominantly lacking.
Another frequent shortcoming regards usability: the system should have a user interface
so that the future user can interact with the system without having to know how to code.
Furthermore, automatic processing of input cases deserves more attention, so as to avoid
having to encode each variable manually as a vector for a neural network. Considering the
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increased need for transparency in algorithmic decision making, as well as the funda-
mental role of reasons in ethics, the system should also provide an explanation of why it
took a certain decision. In a next phase, the user should be able to give feedback on the
ethical decision the system makes. Finally, the association of a given type of technology
with a certain type of ethics requires an adequate technical justification, beyond using
just the most acquainted technology.

Further Points of Interest Current technology allows for successful application of narrow
AT geared towards specific tasks. While steps are being taken towards AGI, the technology
does not yet exist [263|. Hence, domain-specific applications seem suitable. A domain-
specific non-AGI approach to machine ethics alleviates some of the risks and limitations
on machine ethics posed by [77], such as those related to an “insufficient knowledge and /or
computational resources for the situation at hand.” However, there are still risks and
limitations. For instance, in the context of lethal autonomous weapons systems, the loss
of “meaningful human control” [430] is a risk, as humans would not have the same control
over ethical decisions such as target selection. A limitation of using domain-specific ethical
machines is that the process of one domain may not be transferable to other domains.
Furthermore, not everyone is ready to accept a machine taking over the ethical decision
making process [228].

A slightly different way to address ethics in machines is to define (and implement) an
ethical decision support, rather than leaving the machine to make an autonomous ethical
decision. For an overview of different types of moral mediation, see Van de Voort et al.
[501]. Etzioni agrees that the focus should lie on decision support, stating “there seem to
be very strong reasons to treat smart machines as partners, rather than as commanding a
mind that allows them to function on their own” [158, p. 412]. One of those reasons is that
AGI will not exist in the foreseeable future. This approach will also help with acceptance
of machines with ethical considerations in society. There are different possible levels of
autonomy the system can have, for example only summarizing available data, interpreting
available data, summarizing possible actions, or even suggesting/pre-selecting a possible
action the system deems best. Different types of support and collaboration might be
necessary for different applications, and according to the literature review done in this
paper, further research is needed in this direction.

Limatations This survey has some limitations that need to be mentioned. First of all,
the scope of the paper selection was limited to explicit ethical theories (i.e., theories
directly programmed into the machine). While some of the works reviewed can still be
of interest and provide inspiration for implementation, papers devoid of implementation
details were excluded from this survey. Examples are emerging ethics based on human data
to research folk morality (e.g., [532]) or models of human morality to determine relevant
features in input cases (e.g., [511]). Furthermore, we limited the survey to one paper per
author whenever similar systems were discussed across multiple publications, selecting
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the most comprehensive one. This does not do full justice to the work of certain authors
(e.g., Guarini working on explainability of neural networks making ethical decision [200]).
While the paper selection procedure was designed to be as exhaustive as possible, it is
still possible that a few important papers were missed. Finally, three authors reviewed
the ethical dimension and two reviewed the implementation and technical dimension, but
it is still possible there was bias in the classification due to the limited number of people
involved in the classification process and the process of discussion until agreement was
reached.

2.9 Conclusion

The future of the field of machine ethics will depend on advances in both technology and
ethical theory. Until new breakthroughs change the field, it is important to acknowledge
what has been done so far and the avenues of research that make sense to pursue in the
near future. To accomplish this, the contribution of this survey is threefold. Firstly, a
classification taxonomy with three dimensions is introduced: the ethical dimension, the
dimension considering nontechnical aspects when implementing ethics into a machine,
and the technical dimension. Secondly, an exhaustive selection of papers describing ma-
chine ethics implementations is presented, summarized, and classified according to the
introduced taxonomies. Finally, based on the classification, a trend analysis is presented
that leads to some recommendations on future research foci. It is important to keep in
mind how machine ethics can be used in a meaningful way for its users, with increasing
agreement on what a system should do, and in what context.
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Abstract. There is a growing use of intelligent systems to support human decision-making across
several domains. Trust in intelligent systems, however, is pivotal in shaping their widespread adop-
tion. Little is currently understood about how trust in an intelligent system evolves over time and
how it is mediated by the accuracy of the system. We aim to address this knowledge gap by exploring
trust formation over time and its relation to system accuracy. To that end, we built an intelligent
house recommendation system and carried out a longitudinal study consisting of 201 participants
across 3 sessions in a week. In each session, participants were tasked with finding housing that fit
a given set of constraints using a conventional web interface that reflected a typical housing search
website. Participants could choose to use an intelligent decision support system to help them find
the right house. Depending on the group, participants received a variation of accurate or inaccurate
advice from the intelligent system throughout each session. We measured trust using a trust in
automation scale at the end of each session.

We found evidence suggesting that trust development is a slow process that evolves over multiple
sessions, and that first impressions of the intelligent system are highly influential. Our results
echo earlier research on trust formation in single session interactions, corroborating that reliability,
validity, predictability, and dependability all influence trust formation. We also found that the age
of the participants and their affinity with technology had an effect on their trust in the intelligent
system. Our findings highlight the importance of first impressions and improvement of system
accuracy for trust development. Hence, our study is an important first step in understanding trust
development, breakdown of trust, and trust repair over multiple system interactions, informing
improved system design.

3.1 Introduction

Technological advances in storage and computation have led to the unprecedented rise in
the use of artificial intelligence (Al) and automation. This has resulted in the widespread
adoption of intelligent systems across several domains including healthcare, transport,
manufacturing, finance, and education [406]. Many everyday tasks are supported by Al
systems today. From data-fueled cloud services on computers to smart apps on mobile
phones, intelligent decision support is becoming increasingly ubiquitous. Although such
support can make life easier for users, inappropriate reliance can also lead to failures
[293]. Consider the example of a navigation support system. On the one hand, misuse or
absolute reliance on the system can lead a user to follow an outdated speed limit. Disuse
or lack of reliance on the system on the other hand, can lead to missed benefits, such as
a user getting stuck in traffic due to the lack of trust in a suggested detour. Considering
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that Al systems are now penetrating critical domains [367], one can expect far graver
consequences of user trust or the lack of it in such systems.

With Al playing a prominent role in our lives, important questions surrounding our
trust in Al systems have emerged. How exactly does trust evolve in the interaction be-
tween humans and Al systems? To what extent is the trust that is established through
interaction robust to system accuracy over time? What factors mediate trust formation?
Since trust in intelligent systems is fundamental to their widespread adoption, these are
pivotal knowledge gaps to address in the emerging field of Human-AlI Interaction.

We adopt the following definition of trust as: “the attitude that an agent will help
achieve an individual’s goals in a situation characterized by uncertainty and vulnerabil-
ity” |293]. Trust is relevant when a situation contains a truster and trustee. The trustee has
a task to perform with an incentive to perform it and the truster has the uncertainty and
risk of failing the task [214]. Along with dispositional factors such as age and situational
factors such as subject expertise, trust is learned over time [233].

To our knowledge, there has been little research on dynamically learned trust that
evolves over different interactions with a system [237|. In particular, the influence of
accuracy and reliability on trust formation over time have been insufficiently explored.
However, learning about trust development is vital for successful system usage over time.
Additionally, while dispositional factors such as age and affinity with technology have
been shown to influence trust [233, 437|, little is understood about their interaction with
system accuracy. Thus, we pose the following research questions:

RQ1 Does the accuracy of advice of an intelligent system over multiple sessions influ-
ence the reliance of users on that advice?

RQ2 Does inconsistency of accurate advice from an intelligent system over multiple
sessions influence trust formation?

RQ3 Can inaccurate advice from an intelligent system harm trust formation and ac-
curate advice recover trust formation over multiple sessions?

RQ4 Do dispositional factors such as age and propensity to trust influence trust for-
mation in an intelligent system across multiple sessions?

To investigate these questions, we considered a domain relevant to our everyday lives,
and built an intelligent housing recommendation system to carry out a multi-session study
consisting of 201 participants across 3 sessions in a week. In each session, participants were
tasked with finding houses that fit a given set of constraints using a housing search website
that we created (as shown in Figure 3.1). Participants could choose to use an intelligent
decision support system to help them find the right house. The tasks were designed to make
manual search relatively taxing, encouraging participants to use the intelligent system.
We offered a return bonus to increase the chance of participants returning for all sessions
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as well as a task bonus to incentivize finding the correct task solution. Depending on
the group, participants received a variation of accurate or inaccurate advice from the
intelligent system throughout each of the sessions. We measured trust in the system at
the end of each session using the established ‘trust in automation scale’ [269].

Original Contributions. In this work, we present experimental evidence which sug-
gests that first impressions matter for trust formation in Human-AI interaction over mul-
tiple sessions. However, trust can be recovered and even improved significantly when a
faulty first session is followed by consistent and accurate user support by an intelligent
system. Trust formation shows slow upward and downward trends, confirming that trust
develops over time and is influenced by system predictability and reliability. Finally, we
find that the age of the user and their affinity with technology correlate with trust devel-
opment. Our findings inform system designers of the importance of first impressions and
(appearance of) system improvement over time during multiple interactions. Our contri-
butions through this work inform future research directions pertaining to trust formation,
loss of trust, and trust repair. We publicly share all our data, to promote open science.?

Find Your Perfect House
Scenario @

Jan is a Dutch citizen moving to Delft for a PhD. He is looking for a Studio Apartment for at least 2 years, with a maximum budget of 750 euros. He needs

Find a house that meets the requirements and submit it.

his place to be close to supermarket and does not mind the commute time to the university.

Find a house that meets the requirements and submit it.

Fig.3.1: The housing search interface (left-hand side), and assistance from the intelligent
system (right-hand side).

3.2 Related work

We discuss related literature in three realms: (i) how trust has been modeled and studied
in HCI, (ii) trust formation in user interactions with intelligent systems, and (iii) the
relationship between user trust and system accuracy.

3 Open Science Foundation (OSF): https://osf.io/ndjfs/?view _only=502f2abc34714838918213a04d68dc58
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3.2.1 Trust in Human-Computer Interaction

The interest of the HCI community in trust is apparent in recent literature. From trust
in automation [293| and intelligent systems [157, 237| to trust in AI, machine learning,
and robotics [460]|, prior works have explored trust in various systems over the years.
Hoff and Bashir [233] have integrated research on trust factors into an overall model.
According to them, trust in automation has three main components: dispositional trust,
situational trust, and learned trust. Our focus lies on learned trust, which consists of
initial learned trust (including expectations) and dynamic learned trust (which changes
during the interactions with the system). Hoff and Bashir identify a research gap on how
previous positive and negative experiences and resulting expectations influence trust in
future interactions, which is the focus of our study.

Schaeffer et al. [437] also focus on factors impacting trust formation in automation in
their meta-analysis. The four main influence categories of their model include 1) traits
such as age, 2) emotive factors such as attitudes towards the system, 3) states including
stress, and 4) cognitive factors such as expectancy. Among other research gaps, they list
a lack of research on age impact, reliability and errors — all of which are discussed in this
study.

3.2.2 Trust Formation

Trust develops over time and depends on many factors. Each interaction with a system
alters the trust in that system. Holliday et al. [237] looked at trust formation within
one user session. They found that the impression of a learning system, conveyed through
explanations, led to higher levels of trust. In addition to a system learning over time, the
impression of system reliability shapes trust. Case in point, consistent reliable support
leads to steadily increasing trust, while consistent unreliable support led to constant
decrease in trust [50]. First impressions are especially important: negative first impressions
have a stronger negative influence on trust than negative impressions acquired later on
[366].

Understanding trust formation does not only involve how trust is fostered, but also
when it breaks and how it can be recovered. Trust break and recovery have been un-
derstudied [130, 492]. In this study, we thereby focus on the influence of accuracy on
trust formation and whether improved accuracy is enough to regain trust after inaccurate
advice.

3.2.3 Trust and Accuracy

The influence of accuracy on trust has become more influential as artificial intelligent
methods have become more opaque, e.g., when compared to earlier rule-based system.
While results from Al have been very promising, users do not trust what they do no under-
stand [365]. In fact, providing explanations for Al models that are less human-meaningful
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decreases perceived accuracy compared to actual accuracy [365]. The importance of the
impression of the system is echoed in work by Yin et al [541]. Authors found a difference
in trust formation between the effect of stated accuracy and observed accuracy: stated
accuracy has a significant effect on trust independent of actual accuracy. Nevertheless,
model accuracy is more important for trust formation than explanations [374].

If the system is indeed unreliable or inaccurate, the user takes longer to decide whether
to follow the system’s advice [489]. In robots, Desai et al. [141] found that early unreliabil-
ity had a greater impact on trust formation than unreliability later on. Additionally, the
error type also determines the impact on trust formation. For instance, in the autonomous
cars domain, obstacles that were not detected but missed had a bigger impact than false
alarms of obstacles [36].

A study on accuracy over time with multiple sessions was done [242|, but in relation
to user feedback. They found that allowing users to provide feedback lowered trust in the
system and lead to a lower experienced accuracy, independent of actual system accuracy.
To our knowledge however, an in-depth understanding of the interaction between accuracy
and trust formation over time is missing - especially whether (in)accuracy can lead to trust
loss and trust recovery.

3.3 Study Design

To address the aforementioned research questions, we conducted a crowdsourced multi-
session study. In this section, we describe the measures, task design, and the procedure.

3.3.1 Measures

Measuring User Trust in the Intelligent System. We used a validated trust scale [269] to
measure user trust in each case. The scale consists of 12 items pertaining to the intelligent
system, and participants are asked to use a 7 point Likert-scale ranging from (1: Not at
all) to (7: Extremely), to indicate their agreement with each item. While relatively recent
scales for trust measurement such as the multi-dimensional measure of trust are available
[326] or domain specific trust scales such as for online recommender agents have been
proposed [51], we chose to use a more generic and validated scale of trust in automated
systems [269]. To account for the dispositional component of user trust formation, we
additionally used the validated and widely accepted ‘propensity to trust scale’ [179]. Each
trust scale was aggregated into an average trust score per participant ranging from 1-7
and 1-5 respectively. In the case of the trust in automation scale, scores of negatively
worded trust were reverse coded.

Measuring Affinity for Technology. Recent research has shown that affinity for technology
interaction can be seen as a core personal resource for successful coping with technology
and a facet of user personality [33]. We used the 9-item ‘affinity for technology interaction’
(ATT) to assess a user’s tendency to actively engage in technology interaction [176].
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3.3.2 Task Design and the Intelligent System

Trust requires three components: actors to form trust, an incentive to trust, and a risk
to trust [214]. We modeled our task to integrate these three components. In the task,
participants (the trusters) were presented with house searching scenarios with a given
set of constraints. There was only one house per scenario that fit all constraints. Finding
the right house that satisfies all requirements was rewarded with a monetary bonus of
0.25 GBP (the incentive). Participants were offered advice by an intelligent system (the
trustee). If they did not consider the advice, they risked losing valuable time by having to
manually click through each of the displayed houses to find the right one that matched
all constraints (the risk). We considered the housing domain since many people have
experience with it and items naturally need to fit multiple requirements, making the
search challenging enough to benefit from automated assistance.

Figure 3.1 presents an overview of the interface and the intelligent system that users
were equipped with. On beginning the task, a house search scenario is presented to the
user at the top of the interface (cf. ) The scenario describes the constraints pertaining
to the house search, in a situated search format. We manually crafted the tasks to be
taxing, to create a realistic incentive for the users to engage with the intelligent system.
We considered two levels of complexity within the house search task: in the relatively
easy scenario, users were assigned a house search task with 3 constraints, while they had
to deal with 5 constraints in the complex scenario (as shown in Table 3.1).

Table 3.1: Examples of easy and complex scenarios presented to users in each house
search task. Each distinct constraint is colored for the benefit of the reader.

Complexity Scenario

Easy Peter is moving to Delft as a first
year Bsc. student. He is a very easy
going guy and is looking for a shared
room which fits his rent budget of
300€. Further, he would require reg-
istration at the municipality.

Complex Jan is a Dutch citizen moving to
Delft for a PhD. He is looking for a
studio apartment for at least 2 years,
with a maximum budget of 750€. He
needs his place to be close to a super-
market and does not mind the com-
mute time to the university.
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Note that there was a total of 12 houses displayed on the interface in a ran-
domized order (cf. ), and in each task only one house satisfied the given con-
straints. Participants could use assistance from the intelligent system by clicking the

button, present below the scenario description (cf. )
On clicking the button, the intelligent system presents the user with a house, that it
claims matches all the required scenario constraints (cf. ) Users can either submit

the house directly by using the [Stlbinit this House button (cf. ), or verify whether

the constraints corresponding to the suggested house are indeed satisfied, by clicking on
it and viewing the details (cf. ) Based on the experimental condition (described in
the following section), the intelligent system either provided an accurate or inaccurate
suggestion. Users could freely switch between manually sifting through each house and
using the intelligent system by using the - button. By clicking on a house, users
could view its details.

System Implementation. We created a web application using React.js for the front-
end of the house search interface and Node.js as well as Express.js for the backend. Mon-
goDB was used both for logging user interactions in the task and for storing data pertain-
ing to the houses. The application was hosted on Heroku. In total, we created six distinct
scenarios: three easy and three complex. Fach participant was then randomly assigned
one easy scenario and one complex scenario in each of the three sessions. The scenarios
were also randomized across the sessions and between groups for participants, to prevent
biases due to ordering effects. The total number of houses in the data set was 12 and
for each scenario the position of the correct house in the displayed list was randomized
to prevent biases due to ordering or learning effects. A fixed list of incorrect houses was
created to support the sessions with incorrect advice from the intelligent system. In such
sessions, a random house was selected and displayed from this list as a suggestion from
the system. In case of session with correct advice from the intelligent system, the correct
house was shown.

Although there are more elaborate systems for housing search (e.g., [435]), we opted
for a simpler interface that allowed us to isolate the effect of the system advice on user
trust.

3.3.3 Procedure and Experimental Setup

We recruited participants from crowdsourcing platform Prolific.* The platform has been
shown to be an effective and reliable choice for running relatively complex and time-
consuming interactive information retrieval studies [419, 535|. Crowdworkers on Prolific
were invited to participate in a multi-session study titled, “ Finding the right house that
meets your requirements’. To ensure reliable participation, we followed Prolific’s guidelines
and restricted eligibility to workers who had an acceptance rate of at least 80% and had

4 https://www.prolific.co


https://www.prolific.co

3.3 Study Design 65
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Fig. 3.2: Overview of the study workflow.

at least 10 successful submissions on the platform. Participants were informed about the
longitudinal nature of the task. Those who accepted our task received brief instructions
about the task and were asked to check-off an informed consent before beginning their
task session. As shown in Figure 3.2, participants were first asked to complete a pre-
task questionnaire consisting of (i) demographic questions about their age, gender, and
country of origin, as well as (ii) the affinity to technology interaction (ATI) scale. Next,
participants were assigned two consecutive house searching tasks. They were incentivized
with a monetary bonus of 0.25 GBP for finding the right houses. On completing the two
house search tasks, participants were asked to complete an exit questionnaire consisting
of (i) the ‘trust scale’, (ii) the ‘propensity to trust’ scale, and (iii) a text area to provide
optional remarks or comments. On completing the exit questionnaire, participants received
a completion code which they were asked to enter on Prolific to receive their base payment.
We paid all participants Prolific’s suggested fair wage of 7.50 GBP /h.

After a successful session, participants were invited to join a second session two days
later and a third session two days after the second session. To maximize the return rate
of participants, we rewarded participants with a return bonus of 1 GBP in addition to
their base pay for completing Session 2 and 3. Since we logged participant data using
their Prolific IDs, we ensured that in each session participants received two distinct house
search scenarios (one easy, one complex), which they did not encounter previously.
While the study flow was identical in the three sessions, participants were only asked to
respond to the demographic questions, and fill out the ‘propensity to trust’ scale in the
first session.

Participants were randomly assigned to one of eight different experimental condi-
tions (referred to as ‘groups’ hereafter), that differed in the sequence of accuracy of the
intelligent system across the three sessions. Assuming that . represents accurate ad-
vice and . represents inaccurate advice given by the system in a given session, the

experimental conditions were as follows: [N, ‘ENENOT, ‘0NN 0NN, OGN0
OO, [N0N0), and J@IONOI. For instance, this means that participants assigned to
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group ‘JOBIMOY received incorrect advice in session one, correct advice in session two, and
incorrect advice in session three.

3.3.4 Hypotheses

The aforementioned experimental conditions (or groups) allow us to test different hy-
potheses by comparing sessions and groups. Specifically, the hypotheses we test to answer
our research questions can be found in Table 3.2.

Table 3.2: Hypotheses and their required comparisons. Comparisons are made either be-
tween sessions within a single group, or between different groups. Investigation of dispo-
sitional factors is not related to specific sessions or groups.

RQ Hypothesis Comparison Groups

1 HI. Increased amounts of accurate advice leads to Groups All groups
more user reliance, while inaccurate advice will lower
intelligent system dependence.
2 H2. Consistent inaccurate advice over multiple sessions Groups ‘000’ vs. ‘1007, ‘010’, and ‘001’
leads to significantly lower trust than inconsistent
accuracy over time.

2 H3. Trust is significantly higher for users that receive ~ Groups ‘011°, “101°, and ‘110’ vs. ‘1117
consistent accurate advice.

2 H4. Inaccurate advice is more harmful in earlier Sessions ‘001’ vs. ‘0107 vs. ‘100’
sessions rather than later sessions. ‘0117 vs. ‘1017 vs. ‘110’

3 H5. Trust is lost significantly if an inaccurate session  Sessions ‘110°, ‘010°, ‘101°, and ‘100’
follows an accurate session.

3 H6. Trust does not recover significantly when Sessions ‘011’
consistent accurate advice follows an inaccurate first
impression.

4 HT7. The dispositional factors of gender, age, culture,  Sessions and All groups

experience with computer science, propensity to trust, Groups
and affinity with technology all influence trust
formation across multiple sessions.

3.4 Results

In our first session, 255 subjects participated. Of those participants, 83% returned for
the second session two days later. 96% of these participants returned to complete the
third session two additional days later. This resulted in a total of 203 participants, who
completed three sessions. Two participants were excluded based on clearly evident unreli-
able participation. Thus, the results and analysis presented hereafter pertain to these 201
participants unless specified otherwise (see Table 3.3). A compromise power analysis of
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the mixed ANOVA revealed that with over 24 participants per group, we have a power of
0.9 (considering a medium effect size of f = 0.25, a = 0.05).

We found that 26 participants did not use the intelligent system in any of the three
sessions. Trust scores for these participants were therefore excluded in our analyses per-
taining to user trust. Since questions in the trust scale refer to system performance, the
responses from users who never utilized the system are meaningless.

Table 3.3: Number of participants per experimental condition
Group 000 001 010 011 100 101 110 111
Participants 24 24 26 26 26 24 25 26

Each session consisted of two scenarios. We will refer to sessions using S1 to S3,
scenarios will be denoted as S1.1 and S1.2 for each session. To control for Type-I error
inflation in our multiple comparisons, we use the Holm-Bonferroni correction for family-
wise error rate (FWER) [238], at the significance level of a < .05. Significance levels are
marked as follows: p < 0.05%, p < 0.01**, and p < 0.001***,

3.4.1 Participant Demographics

One hundred thirty-five participants reported to be female (66 male). The age of the
participants ranged from 18 to 62 years old (M=27.5, SD=9.2). Education ranged from
high school or less (29%) and college without degree (25%) to some form of degree obtained
throughout their life (46%). 40% of the participants reported to have studied computer
science or some related field. Participants originated from 30 different countries, with most
participants reportedly born in the United Kingdom (41), Poland (36), Portugal (26), and
Italy (22).

3.4.2 Success of Participants Across Sessions

Independent of the experimental group assignment, on average participants were able to
successfully find the right house in 78% of the scenarios in the first session, 66% in the
second session, and 92% in the third. Part of the difference in user accuracy in finding the
right house can be explained by the difficulty of the scenario: in four out of six scenarios,
there is a significant difference, using Fisher’s exact test, between easy and complex
scenarios and correct/incorrect answers given by the participants. Complexity does not
explain user accuracy in the second scenario of session 1 and 3. Another explaining variable
to user accuracy is correctness of the system’s advice. Except for the second scenario of
session 1, there is a significant difference between user and system (in)accuracy: users
made less mistakes when the system gave correct advice. The summarized results of the
two Fisher’s exact tests can be found in Table 3.4.
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Table 3.4: P-value results of two Fisher’s exact tests on user accuracy. Difficulty
(easy/complex) and system accuracy (correct/incorrect) were compared against user
accuracy (correct/incorrect).

Sessions S1.1 S1.2 S2.1 S2.2 S3.1 S3.2

Difficulty 0.006**  0.854 1.076e-5*** 0.011* 0.018* 0.814
System Accuracy 0.001e-1%** 0.104 5.634e-6*** 1.422¢-7*** (0.018* 0.003**

3.4.3 System Accuracy influences Reliance

We analyzed the reliance of users on the intelligent system. Indicators of user
reliance on the system can be distinguished at two levels: users clicking the
button to open the system’s suggestion (open) or users

submitting the system’s suggestion by clicking the _ button as their

answer (submit).

Table 3.5: Ratio of participants who
used the system per group by clicking
the system suggestion at least once. Av-
erage usage ratio per group is shown in
the last column.

Group S1.1 S1.2 S2.1 S2.2 S3.1 S3.2|avg.

Table 3.6: Ratio of participants who
submitted the system’s suggestion after
opening it.

Group S1.1 S1.2 S2.1 S2.2 S3.1 S3.2|avg.

000 0 020 0.08 020 0.3 0.14]0.12
000 0.54 042 0.54 042 0.33 0.29 [0.42 001 012 0 0 007 067 073|096
001 0.71 0.50 0.63 0.58 0.63 0.6310.61 010 0.9 0.07 0.47 0.67 0.06 0.06 |0.24
010  0.85 0.58 0.65 0.58 0.65 0.6210.65 011 0.07 031 0.50 0.67 0.53 0.72 047
011 054 050 0.54 058 0.65 0.69 |0.58 100 044 072 030 032 007 021034
100 0.62 0.69 0.77 0.85 058 0.54|0.67 101 049 046 041 044 071 093|056
101 0.79 0.54 0.71 067 0.58 0.5810.65 110 041 067 042 0.71 0.1 0.11]0.41
110 0.68 0.60 0.76 0.84 0.76 0.720.73 111 0.35 0.63 0.61 0.65 0.84 0.890.67
111 0.77 0.73 0.69 0.77 0.73 0.69 |0.73

Results pertaining to the reliance of users on the intelligent system can be found in
Table 3.5. The group average for opening the system was above 50% for all groups except
group ‘000’. In this case, usage drops gradually to below 33% in the last session — the
only session across all groups where this is observed. Interestingly, system usage within a
session sometimes dropped despite the system providing correct suggestions or increased
despite inaccurate advice. However, the highest average usage of the system was observed
for group ‘111’ and lowest for group ‘000’. The order of average usage ratios suggest
that first impressions matter, which is further discussed in the next subsection. Nearly all
first usage in a session stayed equal or went up if the previous session had correct advice,
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or stayed equal/went down if the previous session contained incorrect advice from the
system. Exceptions to this trend are the first session transition within group ‘101’ and
the two session transitions within group ‘111’°, possibly because system usage was already
relatively high to begin with. This partially supports H1: while in general, more accurate
advice leads to consulting the intelligent system more often, there are exceptions (such as
group ‘011’ having less system usage than group ¢100’).

The fraction of users who submitted the system’s suggested house after seeing it in
each session, and across all groups, is reported in Table 3.6. Of the users who opened the
system during a session, the fraction that submitted the suggested house ranged from 12%
in group ‘000’ to 66% in group ‘111’ on average. The average submission reliance ratio
for all incorrect sessions was 0.15, while it was 0.62 over all correct sessions. Again, we see
that first impressions, i.e., correct advise in session 1, influenced reliance on the system,
with respect to following the suggestion. This supports H1: once the system is consulted,
advice usage increases with system accuracy.

3.4.4 First Impressions Matter

Participants were assigned to different orders of session support accuracy. To answer RQ2,
trust scores were compared using a mixed ANOVA between groups within sessions.

We found a statistically significant effect of experimental group assignment on trust
scores (F(7,146) = 18.456,p < .0001,72 = 0.470). While session alone did not influence
user trust (F'(2,292) = 0.127,p = 0.881,7]12, = 0.001), there was a strong interaction
between the accuracy of a group and session in explaining the reported average trust
scores (F'(14,292) = 19.910, p < .0001, 7712) = 0.488). Pairwise comparisons between groups
are illustrated in Table 3.7, while the pairwise comparisons of sessions within groups are
presented in Table 3.8. Tukey’s HSD test was used for post-hoc analysis (reported in Table
3.7 and 3.8).

Table 3.7: Results of mixed ANOVA for average trust scores between groups. Green cells
imply a significant difference between groups. The group mentioned in a green cell had a

higher average trust based on Tukey’s HSD test.
Group 000 001 010 011 100 101 110 111

000
001
010
011
100
101
110
111
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Given that Table 3.7 shows comparisons for aggregated trust scores over all three
sessions, we expect groups with equal number of correct suggestions to receive equal
average trust scores. If not, order and consistency of accurate suggestions would appear
to matter. In some cases, we found that order does not matter. For example, there is no
significant difference between groups ‘110°, ‘101’ and ‘011’ (p = 0.797, p = 0.155, and
p = 0.114 respectively). However, group ‘111’ scored significantly higher than any of the
groups with two accurate sessions, supporting H3.

In other cases, the importance of reliability and validity does influence trust averages,
leading to significant differences between groups with equal correct suggestions. This is
especially the case for groups that received accurate support from the intelligent system
in only one of the three sessions. Shifting accurate system behavior by one session did
not lead to a significant difference, i.e., neither group ‘001’ and ‘010’ (p = 0.196) nor
group ‘010’ and ‘100’ (p = 0.134) differ from each other. However, group ‘100’ was found
to have a significantly higher average trust score than group ‘001’ (p = 0.013). This
suggests that a first good impression is significantly better for trust development than a
repair through correct advice at a later point in time, supporting H4.

Additionally, average trust scores in group ‘000’ did not differ from the groups ‘001’
or ‘010’ (p = 0.960 and p = 0.269 respectively), but were found to significantly differ
from group ‘100’ (p = 0.027). This partially supports H2. Additionally, this once again
corroborates that the first good impression can make all the difference. Missing this op-
portunity for trust development in a first session causes later possible trust recovery to
be futile. In fact, group ‘100’ and ‘011’ do not differ significantly in average trust scores
(p = 0.325), even though the latter group corresponds to more correct suggestions than
the former, underlining this finding further.

3.4.5 Trust Recovery is Possible

A further understanding of group differences can be derived from session differences within
groups. The results of session comparisons per group can be found in Table 3.8.

Following H5, we expect trust to be significantly lower for an inaccurate session after it
follows an accurate session. This is supported: we find this trust loss for groups ‘010’, ‘100,
‘1017, and ‘110°. The one exception to ‘first impressions matter’ and the one comparison
that had an unexpected significant results, was within group ‘011’. While trust increase
between session one and two was expected, trust increased further between session two and
three, therefore, not supporting H6. A potential explanation can be that the impression
of an improving system positively influenced perceived reliability of the system, leading
to increased trust in the system. One possible explanation is that the impression of a
learning system leads users to accept an initial fault when the system improves [237].
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Table 3.8: Results of mixed ANOVA for average trust scores within groups between ses-
sions. Green cells imply a significant difference between sessions. * implies trust increased
between the compared sessions, \, indicates trust decreased.

Group S1-S2 S1-S3 S2-S3

000
001
010
011
100
101
110
111

3.4.6 Dispositional Factors have Little Influence

Although system interactions influence trust development greatly, certain dispositional
factors also shape trust evolution. These factors include for example age, gender, and
country of origin [233]. To investigate RQ4, we gathered participant information for
these factors, as well as the following: level of education, whether they studied computer
science, their affinity with technology [176], and their propensity to trust [179].

We used linear mixed effects models to compare the influence of different dispositional
factors. The fixed effects were set to “group * session”, since the mixed ANOVA results
from the analysis displayed in Table 3.7 and Table 3.8 showed a very strong interaction
effect between experimental groups and sessions. Models with different added random
effect variables were compared using ANOVA.

We found that out of all measured dispositional elements, two factors have a significant
influence on trust evolution: age of the participant (p = 0.006) and their affinity with
technology (p = 0.012). However, these traits only show a small effect (sd = 0.24 and
sd = 0.21 respectively). Therefore, H7 was only partially supported.

The summarized results of our tested hypotheses can be found in Table 3.9.

3.4.7 Trust Evolves Slowly

The most detailed overview of trust scores can be found in Figure 3.3. In addition to the
results of our hypothesis testing, we want to highlight interesting trends in the observed
pace of trust formation. Many session comparisons with the same provided accuracy did
not show a significant difference, but did show a trend in the expected direction. An
example of this is group ‘000’, where there is no significant difference, but trust drops
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Table 3.9: Results of tested hypotheses.
Hypothesis Result

H1. Increased amounts of accurate advice leads to more user reliance, while Partially supported
inaccurate advice will lower dependence on the intelligent system

H2. Consistent inaccurate advice leads to significantly lower trust than inaccurate Partially supported
consistent advice.

H3. Trust is significantly higher for users that receive consistent accurate advice. ~ Supported

H4. Inaccurate advice is more harmful in earlier sessions rather than later sessions. Supported

H5. Trust is lost significantly if an inaccurate session follows an accurate session.  Supported

HG6. Trust does not recover significantly when consistent accurate advice follows an Not supported
inaccurate first impression.

H7. The dispositional factors of gender, age, culture, experience with computer Partially supported
science, propensity to trust, and affinity with technology all influence trust

formation across multiple sessions.

slightly over the sessions. Every group that has two inaccurate session suggestions shows
a downward trend for the second incorrect session, no matter the order of accuracy. For
positive trends, this is only the case when two accurate sessions are presented sequentially.
Results from group ‘101’ even show that trust between session one and three shows a
downward trend. While these results are not significant differences, all found differences
are in the expected direction.
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Fig. 3.3: Boxplots representing trust scores (z-axis) per session, across each experimental
group (y-axis).



3.5 Discussion And Future Work 73

3.5 Discussion And Future Work

Our study revealed important interactions between trust formation and accuracy during
intelligent system usage. Our work consolidates and complements previous studies of trust
in HCI, and provides further insights on trust formation and evolution over time. In this
section, we discuss our key findings and present further research directions that we believe
are necessary to further understand user trust formation in intelligent systems.

3.5.1 Result Discussion

User Success: The fraction of correct houses found by the participants depended on two
factors: system accuracy and difficulty of the scenarios. Particularly, difficult scenarios
were more likely to be answered wrong, as were scenarios where the system gave the
wrong advice. The fact that scenario complexity does influence user accuracy in session 1
and 3 seems to be caused by a learning effect: once users are used to the task in the first
scenario, the difference between three and five constraints had less of an influence.

System reliance: Participants seemed to especially rely less on the system when they
were in group ‘000’. Longer negative experience over time influenced their usage to de-
crease, especially in the last session. This indicated that even opening the system was not
worth their effort. Submission reliance on the other hand had a closer correlation with
system accuracy. Intuitively, groups with more accurate suggestions were more likely to
submit those suggestions.

First impressions: The importance of first impressions in intelligent system interactions
has been reflected by recent work [141, 366]. Our findings corroborate this understanding
of Human-AT interaction. However, in contrast to related work that has primarily looked
at trust formation within a single session, we measured trust development across multiple
system interactions. We found that first impressions are not only important within a
session, but also between sessions and over time. Interestingly, this is mostly the case
when the system only had one accurate session. When the system provided two accurate
sessions, there was no difference in trust values in all possible session orders (110, 101,
and 011), even when the first session was inaccurate. More research is needed further
investigate if increased system reliability, i.e., being accurate most of the time, indeed
trumps the importance of first impressions in trust formation.

Trust recovery: We found that trust recovery is possible when a first system mistake
is consistently corrected in later sessions. One possible explanation lies in the learning
capabilities of the system, Earlier studies found that the impression of a learning system
could lead to higher levels of trust [237|, in line with our findings. As such, an interest-
ing follow-up study can focus on features influencing perceived intelligence and how it
influences trust formation.

Slow trust changes: The reported trust scores showed upward and downward trends
when the system showed consistently accurate and inaccurate support respectively. These
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slow but steady trends are reflected in research in the domain of autonomous cars [50]. We
advanced the current understanding of trust evolution by introducing three consecutive
sessions for each user. By expanding the number of sessions in future work, it can become
apparent when and whether these trends become significant and/or plateau to a steady
trust score in the longer-term.

Influence of dispositional factors: We found that age and affinity with technology
influenced user’s reported trust scores to an extent. While this is in line with earlier work
[233, 437|, other factors did not have a significant impact, including level of education,
country of origin, gender, and propensity to trust. There are various possible explanations
for these results. Firstly, as intelligent systems are becoming more pervasive, people from
all levels of education come in touch with intelligent systems. The lack of significant effect
of country of origin can be due to our sample: most of the participants were from Europe.
It is possible that inter-continent comparison results in less effect than a comparison
between continents. Finally, gender and propensity to trust did not have a significant
effect. One possible explanation can be that participants did (not) experience the system
to be intelligent. As the system starts to show more human-like traits, mental models
related to trust in humans are more likely to be activated. We measured propensity to
trust in humans, which does not correlate with the trust in our system if it is not perceived
as intelligent enough. Future research could include different levels of anthropomorphism
and system intelligence, to investigate its influence on trust.

It is striking that most dispositional traits had little to no effect on reported trust
scores. Potentially, dispositional traits become less important as system experience in-
creases. Alternatively, dispositional traits could influence trusting behaviors more than
trusting beliefs. More research is needed on the effect of dispositional trust factors over
time.

3.5.2 Caveats and Limitations

We make important contributions by advancing the current understanding of trust for-
mation in Human-AlI interaction. To position our findings within the scope of our study,
we discuss the caveats and limitations of this work.

Firstly, we did not distinguish how wrong the intelligent system was. Incorrect advice
consisted of a randomly assigned house that did not satisfy one or more requirements. The
degree of incorrectness of an intelligent system can potentially influence trust formation.
For example, a system that is very clearly wrong in its advice might lose user trust earlier
than a system that is just slightly off. We aim to explore this in our imminent future
work. The perceived utility of the system can also vary; adding more items in the search
space could relate to more time saved by using system advice, while a larger bonus may
also increase system usage.

Our focus in this work was on self-reported trusting beliefs. This is a direct measure,
but can be subject to a reporting bias. Behavioral analysis, for example exploring whether
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the participant heeded the advice, was used to corroborate our findings. However, further
analysis can explore trusting behavior of users in comparison to trusting beliefs.

It is important to note that participants in our study were primarily European and
fairly educated. The sample size of around 25 participants per experimental condition can
limit the generalisability of our findings to other populations. Finally, as with much trust
research, it can be questioned whether findings achieved in online studies can be replicated
in real life. Experiments with intelligent systems being used in real life can both provide
longer research windows to see if trends in trust formation over time become significant,
as well as check the validity of online studies.

3.5.3 Implications and Future Work

Complex machine learning models and intelligent systems are currently being deployed in
several critical domains, albeit as functional black-boxes. When human interaction with
such systems, particularly in the first iteration, results in a sub-par experience, system
adoption can be gravely affected. Impressions of a learning system can increase trust in the
system, but only when the system actually appears to learn the correct behavior. Given
that trust evolves slowly, system designers should focus on consistent behavior over time.
Subsequently, system designers could benefit from trying other trust recovery mechanisms,
especially when the user group is younger or has less affinity with technology.

Consistent system behavior over time can be investigated over a longer period of time
with more sessions, to see if our results hold when users become used to the system and
have calibrated their trust according to their experience.

In our work, we focused on the self-reported trust scores of users, or trusting beliefs.
This in fact is only one aspect of trust: trust can for example be formalized as a disposition,
attitude, belief, intention, or as behavior [335]. For example, while trusting belief usually
has more emphasis on integrity of the trustee, trusting behavior focuses more on integrity
and benevolence of the trustee [335]. There have been early results that suggest a mismatch
between trust beliefs and trust behavior [489], which needs further investigation. We
mainly focused on lack of accuracy as a cause for trust breakdown and improved accuracy
as a form of trust recovery. To prevent trust loss in case of inaccurate Al support, different
strategies for trust recovery can be deployed besides improving system accuracy. More
research is needed into the effectiveness of such strategies related to different kinds of
errors [130, 492].

3.6 Conclusion

Appropriate trust in intelligent systems is vital for successful and correct usage. Trust is
not a static concept, but evolves during interactions over time. We presented a crowdsourc-
ing study on the influence of system accuracy on trust formation over time. Answering
RQ1, we find that accuracy explains opening of and using intelligent system advice.
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Following RQ2, inconsistent accuracy of advice influences trust formation. Specifically,
inaccurate advice leads to trust loss, earlier inaccuracy is more harmful than inaccurate
advise in later sessions, and trust is significantly higher for users that receive consistent ac-
curate advice. Session-wise comparison resulted in the answer for RQ3: inaccurate advice
harms trust formation when it follows an accurate session and trust can be recovered after
an initial inaccurate advice if the system provide accurate advice afterwards. With regards
to influence of dispositional factors researched in RQ4, we discover that participant’s age
and affinity with technology have a small influence on trust formation. We identified the
influence and importance of accuracy for trust formation and point to further research
avenues on trust formation, trust break, and trust repair. In sum, this study provides first
insights into trust development in response to system performance over multiple system
interactions. Hence, it provides a first building block to understand this important and
timely topic.
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Abstract. We develop a taxonomy that categorizes HRI failure types and their impact on trust to
structure the broad range of knowledge contributions. We further identify research gaps in order to
support fellow researchers in the development of trustworthy robots. Studying trust repair in HRI
has only recently been given more interest and we propose a taxonomy of potential trust violations
and suitable repair strategies to support researchers during the development of interaction scenarios.
The taxonomy distinguishes four failure types: Design, System, Expectation, and User failures and
outlines potential mitigation strategies. Based on these failures, strategies for autonomous failure
detection and repair are presented, employing explanation, verification and validation techniques.
Finally, a research agenda for HRI is outlined, discussing identified gaps related to the relation of
failures and HR-trust.

4.1 Introduction

Trust is an important component to ensure successful diffusion and uptake of human-
robotic systems interaction in society. Trust in and trustworthiness of these systems have
been considered important for long-term interaction, collaboration, and acceptance [300].
However, how should we design and implement trustworthy systems? Software engineer-
ing techniques such as verification and validation can be used to ensure that the system
conforms to its requirements (verification) and the system meets the need of the stake-
holder (validation). This improves reliability, safety and trustworthiness of the systems
(see for example [184, 519|) and will help mitigate some of the failures leading to loss of
trust.

Does the HRI community currently have sufficient knowledge of what makes a system
trustworthy to be able to design robots as such? Human responses towards robotic systems
are very complex in their nature and depend on many factors, such as the morphology and
behavior of the system and the context in which they are deployed. Therefore, in order
to design trustworthy robots, we have to base our design decision on detailed knowledge
of (1) how humans react towards robots and (2) how robot features might foster or harm
trust.
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The challenge becomes more complex as trust has both static and dynamic components
in human-robot interaction. Static components such as gender do not change, but dynamic
components related to the system can be influenced [234]. We need to systematically
structure the knowledge on trust that has been gained so far; it influences our design
choices, also when an interaction is unsuccessful and possible negative effects need to be
mitigated. The aspects of trust repair and trust violations have been understudied in the
field of HRI [38]. Trust repair can be understood as the activity of rebuilding trust after
one party breaks the trust of the other, i.e. after a trust violation. But what causes these
trust violations and how can trust be repaired after they occur?

In this paper, we present a taxonomy of trust-relevant failures and mitigation strate-
gies, based on literature as well as empirical data from known real-world use cases. Becom-
ing aware of the fundamental need to structure our knowledge on how to build trustworthy
systems, the discussion of this taxonomy started during a seminar where the authors met.
The authors of this paper, who all have different disciplinary backgrounds ranging from
philosophy and Al to mathematics and logic, analyzed the state of the art on trust re-
search with respect to their disciplinary background. We propose a taxonomy that enables
fellow researchers to incorporate mitigation strategies into their systems to recover from
failure situations that potentially harm trust.

The inspiration for the taxonomy stems from so-called risk tables [64]. By definition,
a risk equals uncertainty plus damage, in our case damage of trust [418]. In analyzing
risks, one is attempting to envision how a scenario will play out if a certain course of
action (or inaction) is undertaken. Therefore, a risk analysis always starts from three
basic questions: (i) What can happen? (i.e., What can go wrong), (ii) How likely is it that
that will happen?, and (iii) If it does happen, what are the consequences? [542| Classical
risk tables visualize this information, e.g. the risk of getting a specific disease. We present
an overview for failure situations in HRI that can harm trust in the robotic system, and
offer robot designers mitigation strategies to (1) avoid or (2) recover from failure and
reestablish trust.

We also outline explanation-based approaches, as well as validation and verification
techniques that can be used to formalize our taxonomy in order to build trustworthy
human-robot interactions.

4.2 Related work

Trust is a valued feature of individual human relationships which also enables social
cohesion. Its dimensions have been studied by several disciplines, yielding results that
both guide and limit the extent to which robot trust may be developed.
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4.2.1 Approaches to Trust

The psychology of trust focuses on interpersonal relationships. The development of trust
between persons typically follows familiarity, is concomitant with dependence, and in close
personal relationships is associated with both behavioral predictability and the attribution
of beneficent motives [412]. Risk regulation [353| allows the trusting agent to temper the
degree of vulnerability to the party being trusted. Different kinds of trust attach to agents,
depending on expectations and expertise. While the neurochemistry of trust is not well
understood, it is assumed that trust can be understood both as a brain process and an
emotional process [479)].

The ethics of trust has been analyzed as necessary to economic exchange [26], friend-
ships [482], and even the Hobbesian civil state itself [232]. Rusbult et al. [420] identified ac-
commodation processes that allow close relationships to survive otherwise trust-breaking
failures of expectations, e.g., via charitable interpretations of motives. Actions (commis-
sions) that fail expectations and thus damage trust are, according to some [163], worse
than failures to act (omissions). However, psychologists Tversky and Kahneman [497| as
well as other ethicists find in this to be an omission bias, since the consequences of (not)
acting can be the same. Hence from a consequentialist perspective, the damage to trust
in the case of human failures ought to be similar. However, Malle et al. have shown that
for robot failures, there is an asymmetry of blame-that humans blame robots more for
failures of inaction than of action 323, 325]|.

Turning to trust in robots, we see the potential for overlap and contrast with the
psychology, ethics, and pragmatics of trust between humans. Prior to the development of
complex behaviors in robots, many philosophers would have insisted that trusting robots
is more like trusting a tool than another person.With some conceptual flexibility, we can
see that trusting robots has elements of both sorts. Studies on trust within robotics have
mainly been motivated by the literature on trust in automation [235, 288, 294|, which
operates with a conceptualization of trust as mere reliance. According to this stance,
trust is a domain-specific relation between the human and the robotic system involved.
We follow this stance for our proposed trust taxonomy and define trust in robotic systems,
in accordance to Lewis and colleagues [300], as a predictive belief or assumption about
what will occur given the performance, process, or purpose of the robot. The definition of
trust as appropriate reliance also stresses the importance of trust in situations involving
risk and uncertainty. Humans who misplace trust, understood as both under- and over-
reliance, might be exposed to serious danger, which is the reason safety concerns are of
high consideration. In our understanding of trust as reliance, we consider the robotic
system as tools intended for accomplishing certain ends. Other dimensions of trust, such
as institutional trust are intentionally excluded, as our taxonomy should serve as robot-
centered knowledge base.
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4.2.2 Modeling Trust

The aim of defining/modeling trust in HRI is nothing new. Billings proposed a three-factor
model of trust in robots, including human characteristics such as ability and personality,
environmental characteristics such as task and team, and robot characteristics such as
performance and attributes [61]. These three factors have also been identified in a meta-
analysis on trust [211], where the authors stressed that too few studies have yet been
conducted on environmental and human-related factors, although robot-related factors
have been shown to affect trust the most.

Similarly, modeling trust from the perspective of risk has been considered before.
Drawing on the model from organizational contexts by Mayer et al. [332] and the model
on trust in automation by Lee and See [294], Wagner et al. [509] propose a trust model
based on risk. They define trust as “a belief, held by the trustor, that the trustee will act
in a manner that mitigates the trustor’s risk in a situation in which the trustor has put its
outcomes at risk” [509, p.26:4]. Trust is modeled in game-theoretic terms and, similar to
what Hancock et al.[211] proposed, they highlight three important factors that influence
trust-based decisions, namely the trustee, the trustor, and the situation. The model is
also tested in an emergency experiment by Robinette et al. [417], where people tended to
overtrust the robot despite half of them observing the same robot performing poorly in a
navigation guidance task minutes before.

Based on the three-factor model by Hancock et al. [211]|, Hoff and Bashir [234] have
also suggested a three-layered model in which these factors contribute to dispositional,
situational and learned trust. They point out that age, gender, culture and personality
are components of dispositional trust. Situational trust is shaped by internal and external
variability, such as self-confidence and task difficulty. Learned trust consists of initial
learned trust (e.g. expectations of the system) and dynamic learned trust. The latter is
influenced by design features and system performance and influences the user’s reliance
on the system.

4.2.3 Trust, Failure, and Repair

The concepts of trust repair and trust violations have been understudied in the HRI liter-
ature so far. The need for research on trust in artificial agents in cases of inevitable failure
has been highlighted as well [61]. Baker [38] surveys trust with a focus on trust viola-
tion and repair of human-robot interaction. For a successful recovery of trust, (perceived)
shared intentions have shown to be important (cf. [138]). Even though from a scientific
and engineering perspective we know that robots do not intend their behaviors in the same
way as humans do, taking robots as intentional agents may aid users (psychologically) in
attributing sufficient beneficence to their "motives" — at least insofar as this is necessary
to engage with them. Following errors of automation, information related to limitations
further aid in trust recovery. Hence, perceived benevolence may promote acceptance of a
robot’s changing behaviour [315], as with human interpersonal relationships [412].
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In ongoing studies, several actions of trust repair have been proposed, including apolo-
gies, promises, internal or external attribution, and the showing of consistent series of
trustworthy actions [38, 130]. In an emergency setting, where an apology right after vio-
lated trust has not recovered trust, an apology right before the next trust decision point
has repaired trust. Promises lead to a better trust recovery than apologies, and in general,
the message timing and exact content was shown to be crucial [416].

Thus, studies show that trust harmed by untrustworthy behaviour of a robot can be
restored when people encounter a consistent series of trustworthy actions. However, trust
harmed by deception and the same untrustworthy actions never fully recovers, even with
actions of trust repair [444]. Additionally, a promise to change behavior can significantly
speed the trust recovery process, but prior deception harms the effectiveness of a promise.

Studies on trust violation and repair take into account the evolving nature of trust,
where trust is seen as something that changes over time. For example, Desai et al. [141]
and Sebo et al. [447| researched robot failure and its influence on dynamic trust during one
interaction. However, it has been outlined that long-term studies exploring the transient
nature of trust are missing in the literature [300]. For example, how does trust change
with increasing familiarity of the user with robots? Also due to their little employment in
society, long-term studies have not been conducted so far.

Nordqvist and Lindblom [364] analyze trustworthiness of industrial robots with an
operators’ experience framework. The evaluation framework consists of the factors abil-
ity, benevolence, integrity, perceived safety, time on task and errors, where in total 12
user experience (UX) goals were characterized, 2 for each component. For each UX goal,
data collection methods were selected and mixed, including observations, video record-
ings interviews, and Likert scales. Interestingly, major identified reasons for limited trust
were communication problems during collaboration resulting in participant’s uncertainty
of their own ability to collaborate with the robot. The communication problems were
strongly linked to the interface design. Further, the participants initially had confidence
in the robot itself, but were insecure of their own ability to collaborate due to their
inability to predict the robot’s intentions and instructions.

In an online survey, Brooks et al. [75| explored people’s reactions to failures in au-
tonomous robots, namely a vacuum cleaner and a self-driving taxi, by manipulating four
variables: context risk, failure severity, task support and human support. Participants’
perceptions of an erroneous robot became less negative when it deployed a mitigation
strategy, either by prompting task support, human support or both. However, the au-
thors reported an interesting but non-significant tendency showing a preference for both
task and human support in high severity situations, and a preference for only task support
in low severity situations.
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4.3 Proposal

We propose a taxonomy of failure types that can influence trust during Human-Robot
Interaction. For each failure type, different mitigation strategies are suggested. While De
Visser et al. [130] stress the importance of trust repair and list possible mitigation strate-
gies, these strategies have not been linked to different failure types before. As mentioned
by Baker et al. [38], models of human-automation and human-human trust are a help-
ful starting point, but do not account for the complexities of building and maintaining
trust in HRI. A taxonomy for trust repair in HRI does not exist, but a framework for
rebuilding trust in automation has been proposed by Marinaccio et al. [329]. Tt follows
a similar intention: providing recommended trust repair strategies depending on the vio-
lation committed. However, they base their framework on the error taxonomy of Reason
[410] which does not account for the interactive nature of HRI. Furthermore, human error
taxonomies such as [451, 470] focus mostly on human error, while our taxonomy takes a
holistic approach by including errors by other actors such as the system(’s designer).

4.3.1 The Taxonomy

As a starting point for our discussions, we defined trust as “a person’s willingness to rely
on a robot to carry out its duties”. As HRI involves two different actors, namely the robotic
system and the human interacting with it, we base our taxonomy on a first fundamental
distinction: who performed a type of action which caused a break of trust, (1) the system
or (2) the user. Next, we distinguished the failure type (i.e. categorization of the actions
into different types of failure). We differentiate four different failure types with respect to
their impact on trust and the related mitigation strategies: (1) Design, (2) System, (3)
Expectation, and (4) User (see Table 4.1 for condensed failure type descriptions).

Design. Imagine you have designed a robotic system in a specific way (in terms of be-
haviour, appearance, dialogue and so on) to the best of your knowledge. While in the real
world the system behaves exactly the way you intended it to, it turns out that you made
design choices that were not ideal for the HRI. For example, a specific function that you
added to the robot is not used as often because the command is not as intuitive for the
user as you thought, which influences the trust the user has in the system. A user misin-
terpreting the system’s output because of its design; not understanding the interaction or
not knowing about certain functionality when they should have are all considered Design
failures. These failures are limited to the target audience of the system, as for Design
failures the system’s behaviour should be different in retrospect.

System. When a System failure occurs, the system does not act as intended. For example,
the robot stops in the middle of a room during a navigation task without a reason, or stops
a scanning task because its scanner malfunctions. In other words, the system does not do
what it should, e.g. because of a system crash. The distinction can be made between a
hardware and software failure.
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Table 4.1: Types of actions which cause a loss of trust: we call these failures

Failure Action Meant In retrospect, Description
type: by to act should actor
this behave this
way way?
Design System Yes No System does what it’s been made to do,

but in retrospect the system should not
actually behave this way

System System No No System doesn’t do what it’s been made
to do
Expectation System Yes Yes System does what it’s been made to do,

but user expected something different
to happen. In retrospect system should
still behave this way
User User No If design fail: User behaves in a way they are not sup-
yes posed to. (Only a problem if leading to
If expectation other type of failure)
fail: no

Fzxpectations. Trust in technological systems is typically concerned with the human’s
expectations of the system. With an Expectation failure, the system acts as intended,
but defies the user’s expectation. For example, when the user expects a robot to turn
while observing a room, but the robot does not need to do so, the systems performs as
it should but confuses the user. This is an example of an omission failure: the robot does
not act when the user expects that it will. The opposite of this is a commission failure:
the robot does something the user does not expect, e.g. start moving in the middle of
an interaction because it needs to charge its battery. Expectation failures are different
from Design failures in that for an Expectation failure the system should in retrospect
still behave the same, while in case of a Design failure it should not. In case of the robot
turning, the turning is an Expectation failure. However, there is probably a related Design
failure as the robot does not explain its actions to the user properly. In this example, the
Design failure is what leads to the Expectation failure.

User. In this last category the user interacts with the system in a way that he/she was
not supposed to do, e.g. disturbing or sabotaging the robot (intentional) or standing in
the robot’s way so it cannot move (unintentional). This type of failure can be caused
either by a Design failure or an Expectation failure which influences its impact on trust
and potential mitigation strategies. While an Expectation failure deals with what the user
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Table 4.2: Risk Analysis of Failure leading to loss of Trust (cf. Sec. 4.3.2)

Failure Probability Impact on Risk Mitigation
trust score strategy
Design failure 3 2 6 ID, E, A
System failure
Hardware 1* 3 3 E, A F, Alt
Software 3* 3 9 E, A F, Alt
Expectation failure
Commission failure 2 4 8 E, A ID, T
Omission failure 3 2 6 E, A ID, T
User failure
Intentional 2% 1 2 J, ID, Emo,
Auth
Unintentional 2 3 6 T, ID

Probability scores: 1 = 1 occurrences in about 1000 interactions, 2 = 1 in 100, 3 = 1 in
10, 4 = likely in every interaction episode.

Impact scores: 1 = minor impact (negligible) to 4 = fatal impact (potential loss of trust
and further use).

Mitigation strategies: ID = Interaction design; E = Explanation; A = Apology; F = Fix;
J = Ask for justification; Emo = show emotion; Auth = Involve authority figure; Alt =
Propose alternative; T' = Training

expects the robot to do, a User failure is about what the users themselves do. Of course,
Expectation failures could lead to unintentional User failures.

Combining all these failure types gives our foundation of the taxonomy shown in Table
4.2, including mitigation strategies that potentially repair the broken trust. This table is
designed to resemble risk tables [64], also aiming to quantify the Probability of a failure
occurring and the estimated Impact it will have on trust. In line with risk assessment
practice, a Risk score is computed by multiplying the probability and impact scores,
providing an indication of the priority for suitable mitigation strategies. These scores are
system- and scenario-specific. To show how such a risk table can be used in a HRI context,
the scores in Table 4.2 are from a real world use case.

4.3.2 Trust loss as a risk: A Case-Study

We present the following interactive system as a case-study in this paper, to show how our
proposed taxonomy can be used for a real-world use case. In this example case [213, 218|,
an autonomous mobile robot has been deployed in a care home for a total of just over
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a year, in the context of the STRANDS project®. This experiment was split over three
individual deployments, following an iterative design principle, spread over a duration of
three years. Here, the robot served as a mobile info-terminal and was also engaged in
occupational therapy sessions. It was left without any technician or researcher on site,
interaction with visitors and residents in the care home was without explicit solicitation
by any experimenter.

Rich data sets, comprising task and error logs [218], user demographics [226], and
navigation failures [135] have been obtained from these deployments, and analysed for
the case study for this paper.

Tab. 4.2 presents the results of this case study analysis, in terms of Probability and
Impact scores derived from the retrospective analysis of the data sets from the deploy-
ments. It shall be noted that this constitutes merely a case study, based on available
data, allowing only some scores to be robustly computed from logs, while others have to
be informed guesses, based on the authors’ experience. For transparency, we have marked
scores that are estimated from available data sets with an asterisk (*).

Probability and Detection In the specific instance, a variety of problems were detected
automatically, such as navigation issues [135], forceful pushes to the robot, and hardware
failures. Consequently, many failure types can be detected from system logs and from
dedicated anomaly or failure detection modules that allow to estimate the probability of
them occurring. In our case study of the STRANDS system, we analysed logs covering
a cumulative deployment of over a year and employ some “Back-of-the-envelope” (BoE)
calculations to derive the probability score. Given that the probability score is only in-
tended to give an indication of the magnitude of a specific failure class, a BoE is most
adequate for this assessment. The system data in [226] indicated that there were about
3.5 interactions per operational hour (i.e. time the robot is not resting or charging) with
users that are actively using the robot. We shall take this estimate as the baseline for our
BoE approximation.

An analysis of software failures, in particular navigation failures (which account for
more than 99% of all software-related issues in this particular use case) in [135] reveals
that in 1605 instances the robot had to ask for help as it could not recover from a
navigation problem, making its failure obvious to the interacting humans, and hence
potentially having an impact on trust. Thus, we observed such failure about every 2 hours
of autonomous operation, leading to a ratio of 7 : 1 for Software failures to interactions,
leading to a Probability score of “3” in Tab. 4.2. Most scores in Tab. 4.2 were calculated in
a similar fashion: hardware failures were counted (e.g. snapper drive belt, failed encoder)
as well as intentional User failures. In the case of the latter, by counting the number of
forceful robot pushes and deliberate tampering, "intentional User failure" was observed
in about 1 out of 200 interactions, scoring "2".

8 http://strands-project.eu/
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The other probability scores are much harder to obtain in a post-mortem analysis of
long-term deployment, and require more focused studies, e.g. [219], involving the users
directly. For instance, [219] revealed some of the Design failures that lead to the iterative
improvements between annual deployments.

Impact To assess the impact of individual failures, we base our assessment of a qualitative
analysis in the context of the care deployment within the STRANDS project [188, 219,
220]. The assessment is not an exact science; within this case study we do not aim for
a comprehensive analysis of this STRANDS system, but rather present the concepts of
considering trust loss as a risk open to a systematic analysis. For instance, feedback from
on-site interviews showed that commission failures have a very high impact on trust. As
an example, we quote a participant, who complained that the robot appears “stupid”,
because it would “start talking to a wall”, a consequence of misclassification leading to a
commission failure. However, establishing a robust scoring system for impact of trust that
has wider applicability is one of the areas of future research.

4.3.3 Mitigation Strategies

Depending on the type of failure that has taken place, there are different possible mitiga-
tion strategies that can help regain the trust of the user. Given the interaction between
different failure types, mitigation strategies for the initial failure type should be applied
first. For example, if an Expectation failure was caused by a Design failure, the Design fail-
ure should be considered first. For Design, System and Expectation failures the following
mitigation strategies can be used:

Fixz. When a System failure occurs, be it hardware or software, the problem needs to be
fixed. This is a very practical mitigation strategy to ensure the issue does not occur again
and only applies to System failures.

Interaction Design. While it is intuitive that Interaction Design is important to foster
trust, it can also be a tool in reestablishing trust. However, we can assume that once trust is
broken due to a Design failure, the redesign of the system becomes even more challenging.
As Lewicki and Wiethoff [299] explain restoring trust after a violation is a three-step
process: (1) exchanging information about the perceived trust violation, (2) willingness to
forgive the violator, and (3) reaffirm their commitment. Implicitly communicating all of
these aspects to the same user with a change in interaction design will be hardly possible.
However, improving trust through the interaction design for other prospective users will
still be a viable way to go. Proper design allows for smooth interactions and substantial
research is available in HRI on understanding robot-related factors affecting trust in the
interaction design, such as social skills [222], robot role [198], and communication style
[408]. Hancock et al. [211] provide a detailed overview on HRI studies on the impact of
robot design features on trust in HRI.
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Fzxplanations. Explanations for the end user can be a suitable mean to repair trust. Meth-
ods, such as plan-based explanations related to previous decisions can be used. However,
the correct level of detail of abstractions and human-comprehensible explanations are
challenging. Explanations to end users do not necessarily need to be in natural language,
but can use cues such as closed eyes, blinking lights, nodding head etc. Overall, the aim of
explanations should be to increase transparency and understandability in order to repair
trust in a failure situation.

Apology. Once a trust failure occurs, it is essential to recognize that trust has been broken
and acknowledge that the failure that occurred was unpleasant for the user. Apologies are
effective for trust violations related to the violator’s competences (e.g. an error in planning
or judgement) [281]. In human-human interaction, they are more effective than shifting
the blame elsewhere. Once the human understands the effect was not intended and is not
intended to happen in the future, the trust repair can start. Lee et al. showed that the
apology strategy was most effective to mitigate perceptions of competence, closeness and
likeability of a service robot [296].

Propose Alternative. In case of a system breakdown, the trust lost in the system can
be minimized when alternatives are available. If possible, the system can propose a
workaround the user can employ to still get the intended task done despite a System
failure.

Our discussions on User Failures revealed that there is little to no research on how to
mitigate this type of failure. We consider the following strategies as promising;:

Ask the Human for Justification. When a user misbehaves, the response the system gives
will influence future behavior of the user towards the system. If the user was not aware of
any misbehavior, asking the user for justification of their actions can create awareness of
their mistakes. We assume that unintentional negative behavior will not be repeated once
the user becomes aware of it. Intentional misbehavior is harder to address, since the user
acted purposefully. Asking a justification is intended to help the user realize the negative
consequences of their actions.

Show Emotion. It is in our nature to anthropomorphize robots, for example by projecting
a personality onto the robot or reading emotions into its output. When a user misbehaves,
emotion can be a powerful tool to persuade the user to behave better. However, the impact
of negative emotions displayed by a robot is understudied [249]. The only study we are
aware of, in which a robot shows negative emotions - namely an aggressive movement
pattern - could show that this was enough to reduce robot abuse [438].

Involve Authority Figure. Using authority is a persuasion mechanism [104] that can be
useful to make sure users behave properly towards the robot. An example can be to alert
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the owner of the robot or authorities. Research on children’s abusive behaviour towards
robots in shopping malls revealed, that children typically did not stop such misbehavior
until their parents (their authority figure) stopped them or they got bored [76].

Training. For unintentional User failures, training can be a potential mitigation strategy
to avoid repeated future failure situations. So far, little research has been done on how
users can be trained in HRI (since research mostly focuses on how users can train robots
[17]), but existing work shows that “training is essential” [81].

4.4 Autonomous Trust Repair

What we want to achieve in HRI at some point is autonomous trust repair, which implies
both failure detection and failure mitigation is managed without human assistance. The
first step towards this goal is failure detection: is something wrong with the system?
Related to this is failure classification: once it is established something is wrong, the
system needs to assess what is wrong. Finally, using this classification and the detected
deviation from the plan the system had, an explanation can be presented in an attempt
to repair the lost trust. In our opinion, this is a fundamental prerequisite: a robot needs to
detect that a failure happened and an explanation to the end user should be the starting
point for any mitigation strategy.

4.4.1 Failure Detection

Robots that interact with humans in the wild will at some point face failure situations,
which can either be inflicted by the robot, the human, or by unexpected environmental
events. However, dealing properly with failure situations from a robot-centered perspective
is a challenging endeavour. Firstly, the robot has to detect that an error situation has
occurred; secondly, it needs to analyze what kind of error situation occurred; thirdly, it
needs to apply an error recovery strategy to get back into a safe interaction state.

What can be detected? Looking at our taxonomy in Table 4.1, the question arises which
of those failure types can be detected by a robot itself (self-awareness) without further
involvement of the user. The common definition of failure usually requires the exact knowl-
edge and definition of a failure case, i.e., a formal definition of what constitutes a failure.
In other words, the failure detection problem is considered a classification problem, where
a model of the failure itself can either be defined or learned.

One way to do this is by using verification and validation techniques. Formal verifica-
tion is a mathematical analysis of all behaviours of the robot or system using logics, and
tools such as theorem provers or model checkers (see for example [105, 172]). Using model
checking, a desirable property encoded in some logic is checked over a model, often a finite
state transition system, to ensure that it holds on all paths through the system from an
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initial state. Theorem proving involves a mathematical proof to show that the property
expressed in some logic is a logical consequence of the system also expressed in logic.
Simulation based testing utilises simulations of the robots and the environment, possibly
including hardware in the loop, to facilitate large numbers of tests that may not be pos-
sible in the real world. Tools are used to automate the testing and analyse the coverage
of the tests. End user experiments can be used to test aspects such as trustworthiness.
Formal verification, simulation based testing and end user experiments can help improve
the safety, reliability and trust in robotic systems [184, 519], as well as help mitigate as
system failure (all), design failure and expectation failure (end user experiments).

However, this approach limits the ability to detect failures to properties that have been
identified in the specification. A complementary approach relates to anomaly detection
(e.g. recently surveyed in [202]). It aims to detect any deviation from a normal behaviour
of a system, without necessarily classifying a problem. The identification of a potentially
known problem can then be deferred to approaches to generation explanations, utilising
domain knowledge as formally defined in the following section and also explored in [212].

4.4.2 Offering Explanations

Once a failure is detected and possibly classified, we consider explanations as one possibil-
ity for failure mitigation (see Tab. 4.2). Therefore, it is desirable to investigate how a robot
can automatically generate explanations based on its perception and deliberation mod-
ules. According to Miller [344|, explanations should be contrastive, selective, and social.
Contrastive explanations (implicitly or explicitly) refer to situations different to the one to
be explained. For instance, Why does the robot do X¢ should be understood as Why does
the robot do X rather than Y? One way to generate contrastive explanations is by coun-
terfactual analysis: the occurrence of some phenomenon X in situation S can be explained
by a sufficiently altered situation S’ where X does not occur (but Y does). Counterfac-
tual explanations have recently been applied to generating explanations for plan failures
[189], for explaining why an action plan contains a specific action [175], and to explain
why an action plan does (not) adhere to moral principles [308]|. These approaches only
partially fulfill Miller’s criteria of selectivity, though: although minimality criteria are con-
sidered, there are generally many possible explanations and it is not necessarily clear how
to pick the most appropriate ones. Wang and colleagues [516] circumvent this challenge
by generating explanations from Partially Observable Markov Decision Processes using
a template-based approach. The downside of this approach is its being less generic and
its requiring hand-crafted template modeling. Finally, Miller requires explanations to be
social, that is, explanations should take the user’s mental state (beliefs, desires etc.) into
account. This requirement is a big challenge to the current state of the art of explanation
generation.
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4.4.3 Formalism for representing plans

A procedure for explaining failures can be based on the STRIPS formalism for planning
[169]. STRIPS and its derivatives are widely used to describe a robot’s deliberate actions
and external events. A STRIPS model is a tuple (P, sq, s4, O, pre, del, add) with a set of
propositions P, an initial state so C P, a partial state s, C P called goal description, a
set of operators O (actions and events), a function pre: O — 2F mapping each operator
to a set of preconditions that must hold for the operator to be executable, a function
del: O +— 2F mapping each operator to a set of propositions to be deleted from the
current world state as an effect of the operator’s execution, and a function add: O — 2F
mapping each operator to a set of propositions to be added to the current world state.
The execution of operators thus triggers transitions from current world states to successor
world states, where world states are sets of propositions. An operator o is applicable in a
state s iff pre(o) C s. The successor state s’ = (s \ del(0)) U add(o) results from applying
o in s. A state s is a goal state if s, C s. We assume the existence of the empty action
e € O, which has an empty precondition, an empty delete list, and an empty add list.

As an example, consider a robot currently situated in the kitchen. It wants to move to
the dining room. The applicable action operator move(kitchen, diningroom) has precon-
dition {in(kitchen)}. The action’s effect is given by the delete list {in(kitchen)} and the
add list {in(diningroom)}. Hence, by performing the action move(kitchen, diningroom)
in state so = {in(kitchen)}, the world state transitions from state sy to state s; =
(so \ {in(kitchen)}) U {in(diningroom)} = {in(diningroom)}.

4.4.4 Explaining failures from plans

Let m = 59 =0, S1 0, --- —0,_, Sn be a course of actions and events o,—also called a
plan—originating from the initial state sy and terminating in some state s,, which may
(or may not) qualify as a failure state in the sense of the conceptualization outlined in
Subsect. 4.3.1 and Tab. 4.2. In case of failure, we want to understand why the failure
occurs by answering Why-questions about facts and actions:

1. Why does fact p (not) hold at time point ¢?
2. Why does the robot (not) perform action a at time point t?

As an example, consider the following case which involves an expectation failure of
type commission and requires generating an answer to a question of type (2): After the
robot receives a navigation goal from the user, the robot suddenly starts turning to get a
precise estimate of its current location via its front-mounted laser rangefinder. The user
expects the robot to immediately start moving towards the specified destination and thus
wants to understand Why does the robot start turning? To see how an answer can be
generated, first consider the robot’s plan m = sqg —4 S1 —ng S2, i.e., the robot plans
to first make a turn to improve its localization (action ¢/) and then to navigate to the
destination (action nd). Initially, the robot’s pose estimate is poor (fact pe) and the robot
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is not at the destination, i.e., s) = {pe}. The goal s, = {d} is to be at the destination. The
precondition of the navigation action nd is that the robot has a good pose estimate (fact
ge). Performing nd adds d to the state. The turn action ¢/ has delete list del(tl) = {pe}
and add list add(tl) = {ge}. To explain why the robot is turning, counterfactual analysis is
used: an inclusion-wise minimal subset x C add(tl) of the add list of action ¢/ is identified,
such that if the facts in = were removed from add(tl), then the final state of plan 7 would
be no goal state. This is to say that = is a necessary means to the goal d. Clearly, removing
fact ge from add(tl) would make action nd inapplicable and thus fact d would be missing
from the final state. Accordingly, the robot can explain Turning around results in knowing
where I am, and this is necessary for finally reaching the destination.

4.4.5 Logics for Trust Loss Detection

One way to recognize whether trust was lost because of a failure, is by using logics to
model and reason about trust loss. Logics for trust have been developed. In [227] the
authors formalise the work of [86, 160|. In [86, 160], ¢ (truster) trusts j (trustee) to do «
(an action) with respect to ¢ (a goal) if and only if (1) 7 has the goal ¢; (2) i believes
that (a) j is capable to do «; (b) j, by doing a, will ensure p; and (c¢) j intends to do «.

In [227] the notion of trust is reduced to more primitive concepts of belief, goal,
capability and opportunity which is formalised in a logic of time, action, beliefs and chosen
goal. Two kinds of trust are considered. Firstly, the truster believes that the trustee is
going to act here and now (termed occurrent trust). Secondly, the truster believes that
the trustee is going to act whenever some conditions are satisfied (dispositional trust).
Only occurrent trust and qualitative aspects of trust are considered in [86, 160]. Two
dynamic logic operators After;, and Does;., are proposed. The former gives the result
of agent i’s performing action « (its capabilites) and the latter about what holds after
agent i does action o (what an agent does and intends to do). The modal operators Bel;
(agent ¢ believes) and Choice; (agent i has chosen the goal) and the temporal operators
G (always in the future) and F' (at some future moment) are also used. Occurrent trust
OccT'rust(i, j, o, ) is defined as follows:

OccTrust(i, j,a, p) = Choice;F'o N\ Bel;(Doesj., T N Afterj..p).

That is ¢ trusts j to do a with respect to ¢ if and only if, i wants ¢ to be true at some
point in the future and believes that j will ensure ¢ by doing action «. The authors
argue that this may be too strong as j is going to do a immediately. This leads to the
definition and formalisation of dispositional trust which is weaker than this. A complete
axiomatisation is provided but complexity and decidability are not considered.

In [254, 255] the authors consider automated quantitative reasoning about trust
via stochastic multi-agent systems. They formulate probabilistic rational temporal logic
(PRTL*) as a combination of the probabilistic computation tree logic (PCTL*) with cog-
nitive attitude operators (belief, goal, intention) and trust operators (competence, dis-
position and dependence). The resulting logic is, in general, undecidable but decidable
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fragments are identified. The work has again been inspired by [160] and, as with our work,
the focus is on trust between humans and robots/autonomous systems.

These logics could be used to model robotic trust scenarios to identify when and how
the system is not trusted or trust is lost. The belief aspects from [86, 160] and modelled in
the logics mentioned above seem to match the expectation failure type discussed above.
However, they do not match the more complex models of trust as introduced in Section
4.2.2.

4.5 Future Work

Reflecting on existing HRI research on trust repair and the introduced taxonomy, as well as
autonomous failure handling through explanation generation, verification and validation
techniques lead us to identify research gaps we consider crucial to be further explored for
successful trust failure classification and mitigation.

Mitigation of User Failures Our discussions identified the category of intentional and un-
intentional User Failures as up-to-now understudied with respect to mitigation strategies
[245]. Mainly how robots could react if people intentionally cause errors, e.g. by covering
sensors, giving wrong information or other ways of intentionally bullying the robot. We
gave potential examples of mitigation strategies, namely calling an authority, showing
emotions, and ask the person for justification. However, effects of robots showing nega-
tive emotions are in general understudied [249], and no systematic studies of the other
strategies exist so far.

Impact of Failure Repetition Similarly, the impact of failure repetition is understudied,
above all with respect to how it affects trust. Some studies on people’s willingness to
help robots after repeated failure indicate that repeatedly helping robots in need when
the suggested repair strategy is successful does not reduce likability [37]. However, this
does not give insights into how much overall trust is harmed. It will need long-term
studies outside of laboratory experiments to get an ecologically valid grasp on how failure
repetition affects trust. Subsequently, long-term in-the-wild studies, lasting several weeks
to out-rule novelty effects [190], will be needed to assess the impact of familiarity with
the robot. Studies on gracefully failing robots will substantially inform trustworthy HRI
design.

Severity Rankings Failure classifications often come with severity rankings, such as the
failure classification by Carlson and Murphy [85]. They classified physical failures accord-
ing to severity (terminal failure: terminates the system’s current mission; non-terminal
failures: degrades its ability to perform its mission) and repairability (field repairable: re-
pairable with tools that accompany the system in the field; nonfield repairable: cannot be
repaired with tools that accompany the system in the field). For our approach we would
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like to extend our taxonomy with a severity ranking with respect to the loss of trust.
Similarly, to the impact of repetition, data from long-term field trials will be needed in
order to add empirical evidence to our taxonomy.

Automated recognition of Trust Loss As mentioned before, the current logics that allow
trust (loss) modeling are fairly simplistic. Furthermore, different cues in user behavior
need to be distinguishable to detect trust loss of the user in the system. While automated
detection of a failure is the first necessary step in failure mitigation, the next goal should
be automated trust loss detection to be able to respond appropriately. As the STRANDS
use case has shown, proper recognition and standardized scoring of trust loss could greatly
benefit trust research in HRI.

4.6 Conclusion

In this paper, we aimed at consolidating the knowledge we have on trust and trust repair in
HRI in a taxonomy with the aim to help fellow researchers developing trustworthy robots
according to the state of the art. We aimed at specifically structuring potential failure
situations from the robot as well as from the user perspective. Our efforts revealed that
empirical research in HRI tries to more and more identify suitable mitigation strategies,
but hardly considers the type of failure that caused the trust violation. We argue that a
framing of failure situations will have an impact on trust repair and needs to be considered
in future studies, but above all in future interaction designs. Moreover, we tried to outline
how failure detection could be improved for future HRI, as well as the logics of verification
of failure states. Future work in these areas will be essential to actual enable autonomous
trust repair in HRI including autonomously generated suitable explanation strategies.
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Abstract. While artificial intelligence (AI) is increasingly applied for decision-making processes,
ethical decisions pose challenges for Al applications. Given that humans cannot always agree on the
right thing to do, how would ethical decision-making by AI systems be perceived and how would
responsibility be ascribed in human-AI teams? In this study, we investigate how the expert type
(human vs. AI) and level of expert autonomy influence trust, perceived responsibility, and reliance.
We find that participants consider humans to be more morally trustworthy but less capable than
their AT equivalent. This shows in participants’ reliance on Al: Al recommendations and decisions
are accepted more often than the human expert’s. However, Al team experts are perceived to be
less responsible than humans, while programmers and sellers of Al systems are deemed partially
responsible instead.

5.1 Introduction

The capabilities of artificial intelligence (AI) technology continue to grow. Increasingly, Al
is being applied to support and even take over tasks from humans, ranging from creating
new recipes [388| and co-creation of art [302] to HR decisions [377] and clinical decision
making [295, 538]. This provides many possible benefits: tasks that are risky or challenging
for humans, tasks that are done more efficiently by Al, or tasks that require specific Al
skills such as pattern analysis in large data sets, could all be outsourced to Al. However,
for implementations to become successful, users need to trust the system enough to be
willing to use it. Depending on the domain and application, mixed results have been found
on user trust in Al. One stream of research found signs of algorithmic appreciation: people
believe Al performs at least as good, if not better, than human experts [16]. Especially
lay people seem to trust an Al more in various cases, such as forecasts of song popularity
or romantic attraction [310]. However, another set of experiments has shown indications
of users experiencing algorithmic aversion. For instance, people lose trust in Al faster
when it makes mistakes than when a human expert does [142]. Users are more likely to
experience algorithmic aversion if they have incorrect expectations, experience a lack of
decision control, and when Al suggestions go against the user’s intuition [80]. All of the
mentioned factors that can trigger algorithmic aversion depend on the decision domain
and task type the AI performing in.

Not all tasks are made equally: while some are generally accepted to be outsourced to
Al others might pose ethical conundrums. As is often said in computer science, “garbage
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in, garbage out”: only when you give clear, unbiased, well-balanced data as input, can Al
produce useful output. A ground-truth is needed, a guideline on what is correct or incorrect
output. In the case of ethical decision making, this ground-truth poses a problem. After
all, philosophers have discussed for centuries whether ethical behavior has more to do
with intentions (such as Kant’s deontological ethics [278]), outcomes (such as Bentham’s
consequentialism [57]), virtues (dating back to Aristotle and Confusius), or yet another
approach altogether. A practical example of this clash of ethical preferences can be found
in a program called COMPAS, which was created to predict recidivism in American
inmates. Initial research found a strong bias against African American defendants [280].
However, upon further analysis, it turned out that it would have been mathematically
impossible to adhere to people’s different notions of what a more fair outcome would
have been [311]. While research on implementing ethics in Al has being ongoing, but in
a scattered and relatively limited matter [491].

Part of what makes ethical Al so difficult to implement in practice, is the important
challenge of responsibility ascription — especially when a decision could lead to negative
outcomes. Traditional concepts of ascribing responsibility do not apply to Al, since Al is
not considered to be a moral agent, leading to the risk of a ‘responsibility gap’ [331]. In
the context of ethical decision making for Al in severe contexts, such as with autonomous
weapons systems, this had lead to the discussion of ‘meaningful human control’: Al should
respond to input from human experts and every Al decision should be traceable to a hu-
man [430]. The importance of the human element to ensure legal compliance and ethical
acceptability when using Al in security contexts is considered indispensable by stakehold-
ers such as the ICRC [368]. In other words, people prefer to have a human responsible
for the outcomes, so someone can be held accountable for mistakes emerging from Al
decisions. Whether or not people perceive different parties involved in the Al system to
be responsible is an ongoing topic of research. Generally, users assign more responsibility
to parties that have more autonomy in decision making [244|. Different types of agency
lead to different responsibility ascriptions, such as to the Al artifact, the designer, and
the user of the system [271]. The assigned responsibility also depends on the role and
autonomy the Al has.

AT can be applied in a human-in-the-loop (HITL) setting or a human-on-the-loop
(HOTL) setting [355]. The former implies that the human has the main decision power
but is assisted by the Al, while the latter means that the AI makes decisions but a human
overseer can veto Al decisions and correct mistakes when they happen. We expect that

the level of autonomy influences trust in the system as well as the responsibility assigned
to the Al

Eventually, perceptions of trust and responsibility lead to (the lack of) reliance on
AT systems. Reliance implies that users are willing to follow the AI’s decision or rec-
ommendation. Since trust guides reliance, Al systems should set correct expectations,
leading to appropriate reliance [293]. Chiang and Yin [102]| found that increasing people’s



5.1 Introduction 97

understanding of how machine learning performance depends on the task, led to less over-
reliance. Responsibility also shapes reliance as long as it is unclear who is responsible and
liable, users will be more hesitant to rely on Al [4].

No matter how theoretically sound a particular AI implementation is in respect to
a particular ethical view, people’s perceptions ultimately shape the reliance on and the
success of the technology in practice. Therefore, empirical evaluation of the perception of
Al in different domains gains importance. While there have been separate studies on trust
in Al responsibility ascription, and reliance on Al, to our knowledge, this combination
of factors and their interaction have not been researched in an empirical setting for Al
making ethical decisions. Especially in the context of human-Al teams, this combination
of factors is vital to make the Al application a success in practice.

This work focuses on the perception of ethical decision making of Al for different levels
of autonomy for scenarios in the search and rescue (SAR) and defense domain. Specifi-
cally, it focuses on trust placed in the Al and who is deemed responsible when humans
and Al work as a team for ethical decision making. To this end, was had participants
make ethical decision using a 2x2 experimental design, to research people’s perception
and reliance behavior for different factors: type of expert (human vs. Al) and level of au-
tonomy (human-in-the-loop vs. human-on-the-loop). We have chosen two different ethical
decision domains, because research has shown that different task domains trigger different
ethical behavior associated with main ethical theories (such as deontological ethics or con-
sequentialism) [103]. Thus, the task framing serves as control condition to ensure that not
one single ethical theory dominates the decisions made. We present two different types of
scenarios: the task either involves minimizing casualties (defence domain) vs. maximizing
lives saved (search and rescue domain) and advice is pretested to not perceived to be
clearly wrong. Since the Trolley Problem, the standard type of dilemma used for ethical
decision making in severe contexts, is a simplistic sacrificial dilemma that lacks realism
from a moral psychology perspective [48|, we choose a more realistic approach: we include
uncertainty regarding decision outcomes as a part of the dilemmas participants face in
the experiment. We looked at how the mentioned factors influenced 1) trust placed in the
human and Al expert, 2) perceived distribution of responsibility in the different settings,
and 3) reliance on the expert’s suggestion. This allowed us to investigate the following
research questions:

— RQ1: How does reported trust in a human and Al expert compare for ethical decision
making support?

— RQ2: How is responsibility attributed when interacting with a human or Al expert
with different levels of autonomy (HITL vs. HOTL)?

— RQ3: How does reliance on human vs. Al advice compare?

Our results indicate that people perceive Al to be more capable than humans for the
given tasks, but place higher moral trust in humans. The capable trust in Al is apparent
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in participant reliance behavior: as they do more missions, they are more likely to take
an Al’s advice or accept an Al’s decision than a human expert’s. Additionally, an Al is
considered to have less responsibility than human experts, while programmers and sellers
of AI technology carry part of the responsibility instead. Our findings contribute to the
research on human-Al teams and Al for ethical decision making, by presenting design
implications of our findings.

5.2 Related Work

Al is different from other technology users have interacted with thus far, leading to new
challenges in the design of human-AI interaction. Major challenges in designing Al are
related to uncertainty about Al’s capabilities and the output complexity that Al offers
[537]. Perception of Al also differs from earlier technology because Al is still a fairly new
technology for users to interact with and they are uncertain what it could do for them
[456]. In this section, we summarize ongoing work, focusing on the difference in perception
between humans and Al doing tasks, trust and perceived responsibility in Al, and how
ethical decision making has been considered for Al thus far.

5.2.1 Perception of Human vs. AI Experts

Al is able to operate in a more autonomous fashion as its capabilities increase. Initial Al
applications focused on decision support — Al can already support the clinical decision
making process [538|, group decision making [279], and advise on what to eat [480] or
watch [350]. Now, applications are moving towards autonomous analysis of tasks, such as
diagnosis based on medical images [204] or autonomous task execution like driving a car
[260]. In the next ten years, Al is already expected to outperform humans in jobs such as
translating languages, writing high-school essays, and driving a truck [195].

In this ongoing shift of tasks towards Al, comparing performance and perception of
human experts with their potential AI counterpart is a logical next step. Depending
on the specific algorithm, domain, and application case, different results have emerged
from this comparison. While capabilities are slowly increasing, positive perception is not
rising in the same manner. Especially when Al is applied in a ethical context, Al has the
additional challenges of meeting social expectations on top of functional ones, leading to
varied results in perception. General perception of Al has shown an increase in fears of loss
of control and ethical concerns [162]. Specifically, people worry about the usefulness and
fairness autonomous Al on a societal level, even though Al is considered at least equally
capable as human [16]. On an individual user level, Chen et al. [96] found that while
patients appreciated a human doctor remembering specifics of their case, they found it
intrusive when an AI doctor did the same. Human experts are considered more fair than
Al for the same recruitment decisions [360]. Human artwork is evaluated more highly
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than Al artwork [405]. On the other hand, news articles written by Al and human news
editors were considered equally credible [526].

One important factor that relates to perception of Al is trust. Following Lee and See
[293, p 51|, we define trust as “the attitude that an agent will help achieve an individual’s
goals in a situation characterized by uncertainty and vulnerability”. Trust in the system
influences whether and how Al is used in practice. Framing of the system and capabilities
of Al before usage highly impact acceptance and accuracy perceptions of users [285]. When
trust in Al systems is higher than in human experts, this can lead to what Logg et al.
[310] have dubbed algorithmic appreciation. In their study, they found that people use Al
advice more than human advice, even when the system’s process is opaque. Additionally,
Thurman et al. [485] found that this effect also holds when the advice comes from human
experts rather than just laypeople. While people sometimes worry about the consequences
of autonomous Al, they still consider to be Al to be as good as or better than human
experts [16]. One possible explanation is the machine heuristic, in which humans consider
AT to be more objective and less ideology-biased than humans [474]. However, whether
this also applies in ethical decision making has not been researched yet.

On the other hand, when people do not trust Al and prefer human experts, the litera-
ture speaks of algorithmic aversion. For example people are more sensitive to Al making
mistakes than humans; it causes them to loose trust faster [142]. One way to overcome this
aversion, is by framing the system to be a learning system [58]. In a literature review, Jus-
supow et al. [274] found that preference for human vs. Al depended on the expertise and
social distance to the human expert, and agency, performance, capabilities, and human
involvement in the training for Al expert systems. People had less algorithmic aversion
for machines that performed more objective quantifiable tasks, but more when the task
was considered more subjective [87]. Since ethical decision making could be considered
more subjective, we consider the following hypothesis:

H1: People show more algorithmic aversion for AI making ethical decisions, implying they
show less trust in AI compared to a human expert.

5.2.2 Perceived Responsibility of Autonomous Al

Part of the challenge of using autonomous Al is the ascription of responsibility of decision
making. In terms of positive consequences of Al, responsibility can be hard to assign. An
example of positive outcome responsibility is income resulting from the generation of art
by Al systems. Epstein et al. [156] found that allocation of responsibility is influenced
by perceptions of anthropomorphism of the system, which is partially influenced by the
language used to describe the systems.

Responsibility of negative results is perceived differently. Research so far has shown
that people are willing to assign moral blame to Al, especially when Al systems become
more sophisticated [284|. However, compared to humans, the type of responsibility that
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is assigned differs. Al receives similar blame and causal responsibility, but less moral
responsibility: in bail decision making, human agents are ascribed higher levels of present-
looking and forward-looking notions of responsibility [305]. In some cases, such as by
younger adults, blames falls more on the programmer making the Al rather than the Al
itself [180]. However, an individual programmer is not the only person influencing actions
of the Al: “ Responsibility would need to be assigned collectively to all actors contributing
to this Al system. But collective responsibility is a notoriously difficult concept, as being
morally responsible requires moral agency, and it s not completely clear under which
circumstances, if any, a collective qualifies as a moral agent” [221, p 14]. This effect of
responsibility diffusion has been researched in social psychology (e.g., [174, 354, 510]), but
not yet in the contest of human-Al teams.

In addition to issues with perception of responsibility, the legal system is not equipped
to deal with criminal liability of AT systems yet [369]. For instance, liability and data usage
of Al creating news articles are currently becoming an issue [347]. Creating new legislation
on Al responsibility that is considered fair, can benefit from a deeper understanding of
responsibility assignment of lay people — something that is investigated in this study. We
hypothesize the following:

H2 Al is perceived to be less responsible than a human expert. Level of autonomy has a
larger influence on responsibility ascription for human experts than for Al

5.2.3 Human-AI Team Configuration and Reliance

Humans and Al reason differently, leading to both parties having different strengths and
weaknesses. Rather than aiming for Al to take over tasks completely, human-Al teaming
could be a fruitful alternative to combine strengths and produce new possibilities for
the future of work [267]. Especially in the context of meaningful human control, AI’s
cannot act independently for ethical decision making, but is preferred to be part of a
team that includes humans as well. Human-Al teaming, also coined Human-Autonomy
teaming, is recently gaining traction as a research field (see, e.g, [371]). In the context
of the role of humans in the Human-Al collaboration, two prominent configurations of
Human-AT teams have been discussed: human-in-the loop and human-on-the loop settings
(see, e.g, [171, 247, 355|). The human-in-the loop configurations are characterized by an
active involvement of a human at various stages of the process (higher degree of human
control, less autonomy of an AI). The human-on-the loop configurations in contrast are
characterized by rather passive involvement of a human in the process (lower degree
of human control, higher autonomy of AI). In case of human-in-the-loop, Al functions
as decision support system giving recommendations to a human in the team who then
decides upon receiving such a recommendation. In case of human-on-the-loop, most of
the decisions are delegated to Al and humans only monitor the Al and intervene if they
deem it necessary.
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The varying degree of human involvement in the human-Al teams might impact peo-
ple’s perception of Al, and therefore affect the degree of people’s reliance on Al. Research
in social psychology shows that people assign more responsibility to agents in commissions
(i.e., human-in-the-loop) settings than to agents in omission (i.e., human-on-the-loop)
settings [415, 465]. Therefore, one could expect people to feel more responsible for the
outcomes of human-Al interaction of human-in-the loop type. To investigate perceived
responsibility in human-Al teams, literature typically focuses on human-in-the loop type
of setting, such as the ones where participants receive an advice from a human or an Al,
and have to react to it [197, 306, 506|. The reliance on Al is measured as a degree to which
participants follow the suggestions of Al (relative to suggestions of a human expert).

To best of our knowledge, current research on perceived responsibility and trust in
human-computer interaction, does not compare the effect of a degree of human involve-
ment for ethical decision making. Intuitively, more trust is needed to establish a human-
on-the-loop configuration with only a supervisory role of a human. However, whether
perceived trust towards Al within a human-in-the-loop and human-on-the-loop setting
differs is an open question. If perceived trust and responsibility are drivers of people’s
reliance on Al, i.e, the degree of human conformity with Al actions or suggestions, a
direct comparison of perceived responsibility and trust between human-in-the loop and
human-on-the loop settings is deemed warranted. We hypothesize the following:

H3 Following HI and H2, people rely less on Al than on human experts for ethical decision
making because they show more algorithmic aversion and because humans are considered
more morally responsible.

5.3 Method

To study our three research questions, we developed an elaborate simulation environment
that allowed for an immersive framing of the ethical decision problems to be solved and
a narrative embedding of collecting data of various control variables. Participants were
instructed to become drone operators, whereas the drones either transported live-saving
materials to groups of people (maximizing lives saved framing) or were used to take down
another drone to prevent a large-scale terrorist attack that, however, will cause collateral
damage (minimizing lives lost framing).

Before executing the main study, pretests were performed to find decision scenarios
that were most challenging for users. We also pretested the avatars that represented
the non-player characters in the simulation that advised the participant to ensure that
they were similar with respect to perceived trust and competence to control for possible
effects of the image on perception. The main study consisted of a 2x2 experiment on the
crowdsourcing platform Prolific® to test the influence of expert type (human vs. AI) and
the level of autonomy of the expert (human-in-the-loop vs. human-on-the-loop).

3 prolific.co
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5.3.1 Scenario Pretest

Ethical decision making becomes most challenges when the decision involves an ethical
dilemma. In order to challenge user’s perception and emphasize the decision difficulty,
we aimed to present users with dilemmas they found hardest to solve. Consequences of
the scenarios were made more severe by including lives lost in the decision outcome.
Given that there is a difference in perception between killing or saving lives, we included
two types of scenarios (see Table 5.1). We employ a more realistic version of the Trolley
Problem by including probabilities, since realism allows for more practically applicable
findings in terms of moral psychology insights [48].

In either framing (maximizing lives saved or minimizing lives lost) and for each single
mission, participants were confronted with three options among which they had to choose
one. Each option was described by two indicators: the number of persons affected and
the probability that the decision had the intended effect (i.e., that the people actually are
saved or that the people actually are killed).

We selected the four scenarios people were most divided on for the setting of maximiz-
ing lives saved and minimizing lives lost. We created slight variations of the scenarios to be
able to compare how advice of Al vs. human experts was perceived for similar scenarios.

The tested, selected, and adapted scenarios can be found on Open Science Foundation
(OSF)*.

5.3.2 Avatar Pretest

To make the experts more tangible, an avatar was needed to represent the Al and human
expert. However, visual cues in the avatars could have a confounding effect on the reported
trust and responsibility scores. For this reason, we pretested different imaged and asked
on a H-point Likert scale about their trust in the expert, competence of the expert, and
justness of the expert. We selected the avatars that yielded similar scores on all dimensions
and could not be considered to be statistically different. The avatars and resulting scores
can be found on OSF.

In addition, we tested a preliminary interface to check, whether the design was under-
standable with respect to the following aspects: Do people realize that advise is coming
from a human or Al expert? Do people realize whether they are in a HITL or HOTL
setting? Do people understand that they actually had a choice and that the final outcome
depends on them? The result of this pretest was used to improve interface design.

4 Open Science Foundation link
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Table 5.1: Scenario types

Minimizing lives lost

Maximizing lives saved

Scenario

There is a terrorist drone loaded
with a bomb approaching a football
stadium full of people.

The drone needs to be shot down
before it reaches the stadium, but
because it is approaching a crowded
area, there is a chance of casualties
when shooting it down.

You need to select in which location
to shoot down the drone.

For each location, you only know
the estimated number of people
there and the chance that they will
be killed.

There is an explosion at a chemi-
cal factory and toxic gas is slowly
spreading in its surroundings. There
are people in the area at risk of dy-
ing when they inhale the gas.

You have a limited set of gas masks
that you can deliver in different
places via a drone. Because of the
speed of the gas spreading, you can
only land in one location on time to
save people.

You need to select in which location
to land the drone.

For each location, you only know
the estimated number of people
there and the chance that they can
be rescued.

Question

exam-
ple

In which location would you shoot
down the terrorist drone with the
bomb, given the following options?
- Go to the location with a 83%
chance of killing

34 people.

- Go to the location with a 51%
chance of killing

87 people.

- Go to the location with a 48%
chance of killing

92 people.

In which location would you land
the rescue drone
with the gas masks,
lowing options?

Go to the location
chance of saving
34 people.

Go to the location
chance of saving
87 people.

Go to the location
chance of saving
92 people.

given the fol-

with a 83%

with a 51%

with a 48%

5.3.3 Main Experiment

5.3.3.1 Participants We recruited participants on the crowdsourcing platform Prolific.
A total of 850 persons considered participation. 197 people returned the task, 25 people
failed the attention test in the beginning of the experiment, 141 failed the comprehension
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question after training, and 12 people timed out. Out of the remaining 475 participants,
47 participants were excluded where decision data was missing because they failed to
make a decision on time. In total, 428 participants were included in our analysis. Due
to uneven exclusion, the group sizes of the four conditions (HITL and HOTL for both
maximizing lives saved and minimising lives lost) were slightly different. Each participant
was paid GBP 3.75 for completing our survey. On average, people took 31 minutes to
participate. 59% of the participants was female (253), 39% was male, and 2% preferred
not to disclose or selected ‘other’. On average, participants were 26 years old (SD = 7.8
years). In terms of education, the sample ranged as follows, ordered in size: 38% bachelor’s
diploma, 36% high school diploma or equivalent, 15% master’s diploma, 5% vocational
degree, 2% professional degree, 2% indicated ‘other’, 1% doctoral degree, and 1% lower
than high school. 39% indicated they study math, probability theory, and/or physics at
university level.

5.3.3.2 Design We used a 2x2x2 mixed between-within-subjects design for the main
study: as between variables, we varied the level of autonomy of the expert (human-in-
the-loop, HITL, versus human-on-the-loop, HOTL) and controlled for the framing of
the scenario (maximizing lives saved versus minimizing lives killed). As within variable,
participants got a decision (suggestion) of both a human and AI expert in randomized
order. The number of participants per group can be found in Figure 5.2.

5.3.3.3 Measures We measured three dependent variables in accordance with our
three research questions: trust, responsibility attribution and reliance (i.e., the actual
decisions made: did the participant follow the advice or not?).

To measure trust, we used the Multi-Dimensional Measure of Trust (MDMT) [327].
While it is still fairly new, it has been applied in various human-computer interaction
studies and fits our purpose very well: it distinguished between a moral trust and ca-
pacity trust subscale, both of which are relevant components in our experimental design.
Additionally, the MDMT can be used for human-human trust as well, and allows to select
‘Does Not Fit’ when participants feel the item does not apply. In case the latter happens,
Malle and Ullman [327] state that the subscale values are calculated by averaging the
remaining values that were deemed appropriate.

Responsibility was measured by asking participants the following question on a seven-
point Likert scale: “To what extent do you hold [entity/ morally responsible for the col-
lateral damage?”. In the human expert scenario, this was asked for ‘yourself’ and ‘the
human expert’. In the Al scenario, this question was asked for ‘yourself’, ‘the AI’, ‘the
programmer of the AT’ and ‘the seller of the AT’

Reliance was measured by analyzing the behavior of the participants. If they followed
the expert’s advice or decision, they were considered to rely on the expert. If they switched
their answer to another answer than the advised answer, they did not.
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Several measures served as control variables. Beside general demographic information
(age, gender, education and whether English is the native language of the participants),
we assessed engagement and involvement of the participants, their cognitive and mathe-
matical skills (both training and test questions), and trait measures (risk preference [339],
affinity for technology interaction [176] and utilitarian scale [276]). Furthermore, also the
differentiation between "maximizing lives saved" and "minimizing lives lost" served as
control condition.

5.3.3.4 Materials and procedure While vignette studies have been effective in giving
an impression of participants’ perceptions, studies such as by Niforatos et al. [361] have
found that for ethical decision making, more realistic settings (such as VR) elicit different
responses. For this reason and given the COVID restrictions on in-person studies, we used
a sophisticated simulation environment that has been developed using the cross-platform
game engine Unity. The design process has been supported by professional game designers.
In this way, we could achieve a more immersive experience for the study participants
compared to simple text-based surveys. The simulation included a narrative to frame the
decision problem and involved interactions with non-player characters of various kinds
(for an example see Figure 5.1).

DRONESOFT vs. 1.82

| suggest you take target number 3. | have already locked
in this target.

Please veto or confirm this target.

14 Al Support's
calculations:

1 Riskofkilling: 53% chance, 868 people. Select

2 Riskofkilling: 49% chance, 941 people. Select

3 Riskofkilling: 82% chance, 339 people. Selected

20:09 Veto Confirm

Fig. 5.1: Screenshot of a decision during the simulation for a human-on-the-loop setting.
For the decisions, the left part of the screen showed the possible crash sights, while the
upper right corner showed the expert’s opinion. Participants had to select their choice in
the bottom right.
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The procedure for the experiment can be found in Figure 5.2. After participants ac-
cepted the task on Prolific, they were sent to a webapp containing the simulation. Partici-
pants were assigned randomly to one of four conditions: maximize lives saved or minimize
lives lost, and human-in-the-loop (HITL) or human-on-the-loop (HOTL). First, partici-
pants were presented with an informed consent form — they could not participate without
agreeing with the set terms. Then, they were asked to fill in their Prolific ID to be able
to pay them, and they were presented with a simple attention check.

The simulation then starts with the framing that the participant is considered to join
either civil protection as part of a search and rescue team (for the maximizing life saved
scenario) or the armed forces as part of an air defense team (for the minimizing collateral
damage scenario). The participants are told that they joined a training center and they
interact with a "mentor" (Captain Smith) who guides them through a training and pretest
phase. The collection of demographic information is integrated into the narrative of be-
coming a drone operator. The participants are then sent to a training mission where they
learn how the interface works. In particular, it was made clear where they could see the
source of the decision suggestion (human or AI), what type of questions they would get,
and that they were ultimately responsible for the outcome in all settings. Furthermore,
they were also instructed about the decision framing (either HITL or HOTL).

After the tutorial, they receive two comprehension questions, to make sure they under-
stood the interface and question types. The first question concerned their understanding
of the statistical nature of the options presented to them (this data is used as control
variable), the second question concerned the actual understanding of the interface with
respect to the decision framing (for example, in the HOTL setting, whether the people
understood how to veto the decision of the expert). Latter was used as an exclusion crite-
rion: if the participants did not understand how the task and interface worked, we could
not ensure the quality of their data. Then, we measured the control variables of risk pref-
erence, cognitive thinking skills, and statistical thinking skills; again embedded in to the
narrative of becoming a drone operator.

After successful completion of the training, the participants are told that they have
become drone operators and that they are now part of the team. The scene in the simula-
tion changes and the participant is now told that an emergency occurred (see Table 5.1).
The participant is then confronted with two missions that consist of four decision prob-
lems each. In one mission, the participant interacts with a human expert, in the second
mission, the participant interacts with an Al system (order has been randomized). The
options available in each decision are presented by the interface both on a map as well
as as additional data and the advice (HITL) respectively choice (HOTL) of the expert is
indicated. The participant then has 30 seconds to decide the map displays this dynamic
component as well (e.g. in the terror drone case, the participant sees the terror drone
approaching until the point where shooting down the drone is no longer possible). Each
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mission ends with a short debriefing where the participant answers the questions on who
they deemed responsible for the outcome.

Studies have shown that people can have different preferences when deciding for the
optimal option based on how we framed the decision: , they can either maximize probabil-
ity of a positive outcome (i.e., the participants would choose the option with the highest
probability when maximizing lives saved) or they can maximize utility of a positive out-
come (the product of probability and people involved) [151, 239, 498|. In order to take
these potential differences into account, the experts provided two times an advice that
maximized probability ad two times an advice that maximized utility. The experts never
gave a "bad" advice; i.e., an advice that clearly had a low success probability and/or low
utility. Furthermore, the quality of advice was kept constant for both types of experts, to
exclude expert performance as a possible confounding variable.

Finally, after the missions, we controlled how serious the participants took the scenarios
with two engagement questions. In this post-test phase, we also measured their affinity
with technology interaction and utilitarian preference as a control variable. The trust scale
was presented for the Al and human expert at the same time, meaning that participants
had to consciously determine whether they felt each trust item fit the experts equally or
not. The participants were thanked for their participation and sent back to Prolific for
payment.

The experiment received ethics approval from the Human Subjects Committee of the
Faculty of Business, Economics and Informatics at the University of Zurich. The cleaned
data for analysis can be found in the provided OSF link.

5.4 Results

We present results of the analysis relevant for the posed research question. We first present
the results on trust in the experts for the different settings, then report on the perceived
responsibility and reliance on the experts. To perform a correct comparison of human and
AT results, a test is performed first for each dependent variable to check whether expert
autonomy, framing effects, or order effects had an influence on the dependent variables
for the human and AI outcomes. Depending on the results, the comparison between the
human expert and Al is presented next.

5.4.1 Trust

Influence of expert autonomy A factorial ANOVA was conducted to compare the main
effect of expert autonomy (human-in-the-loop vs. human-on-the-loop) and their interac-
tion on reported trust, while controlling for framing of the ethical dilemma and order
of presented experts. Since trust in Al and trust in the human expert were two separate
scores, this is analysis is run for trust in the human expert and trust in the Al respectively.
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Fig.5.2: Overview of the experimental setup. Blue boxes indicate the independent vari-
ables: decision type (human-in-the-loop vs. human-on-the-loop) and expert type (human
vs. Al expert). Green boxes and terms are control variables. Red italic terms are the
dependent variables: the trust participants report, the responsibility they assign, and the
reliance they show in the decisions they make.
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In addition to the overall trust scores, this analysis was run for the two subscales of the
used trust scale, namely capacity trust and moral trust.

Influence of expert autonomy and the mentioned control variables for both human and
AT and all (sub)scales of trust were not statistically significant at the .05 significance level.
For the overall trust score, the main effect for Al autonomy yielded an effect of F(1,420)
= 3.7, p = 0.0576, and an effect of F(1,420) = 0.3, p = 0.613. Controlling for the framing
of the ethical dilemma, which was either minimizing lives lost or maximizing lives saved,
this yielded a non-significant effect of F(1,42) = 0.4, p = 0.551 and F(1,420) = 1.0, p =
0.330 for AT and human experts respectively. Order of presented experts (human-Al or
Al-human) also did not have a significant influence on trust scores: it yielded an effect
of F(1,420) = 0.9, p = 0.342 and F(1,420) = 0.3, p = 0.602 for Al and human experts
respectively.

Trust in human ezxpert vs. AI Overall, trust in the AT (M = 5.36, SD = 1.1) was signif-
icantly higher than in human experts (M = 5.11, SD = 0.8); t(854) = 3.70, p < 0.001.
The same result was found for the capability trust subscale: capacity trust in AI (M =
5.66, SD = 1.0) was higher than capacity trust in humans (M = 5.15, SD = 0.9); t(854)
= 7.83, p < 0.001. However, moral trust shows an opposite effect: moral trust in humans
(M = 5.00, SD = 1.17) was significantly higher than moral trust in the AI (M = 4.46, SD
— 2.2); £(854) = -4.53, p < 0.001.

Trust items deemed not applicable As mentioned before, the trust scale allowed for items
to be labeled ‘Does Not Fit’. A two sample t-test was performed to compare the amount
of times this happened for each trust item in the human and Al expert setting. There
was a significant difference in amount of items labeled not applicable between the human
expert (M = 65.5, SD = 46.8) and the Al (M = 25.3, SD = 16.5); t(30) = 3.14, p =
0.004. When looking at the type of trust items for which this difference occurs, we see
this mainly happens for moral trust, such as for the items ‘sincere’ and ‘has integrity’.
Comparing capacity trust for human and Al experts results in an non-significant effect:
t(14) = 13.1, p = 0.116. Moral trust on the other hand is assigned significantly less to Al
(M = 110.5, SD = 11.9) then to the human expert (M = 39.9, SD - 7.9): t(14) = 13.1, p
< 0.001.

To ensure that the (lack of) details on the experts did not cause similar assignment
of ‘Does Not Fit’ to items, we compare whether the two samples come from the same
distribution. A two-sampled Kolmogorov-Smirnov test revealed that capacity trust and
overall trust do not stem from different distributions (p=0.283 and p=0.0350 resp.), while
moral trust does come from a different distribution for AI than human experts (p <
0.001).

R@1 The results indicate that overall, participants trust the AI more than the human
expert. They have a higher capacity trust in Al, while having a higher moral trust in the
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human expert. The level of autonomy of the expert do not influence the reported trust.
H1 was partially confirmed: participants show higher moral trust for the human expert,
but showed more capacity trust and overall trust for the Al

5.4.2 Responsibility

Influence of expert autonomy A factorial ANOVA was conducted to compare the main
effect of expert autonomy (human-in-the-loop vs. human-on-the-loop) on perceived re-
sponsibility, while controlling for framing of the ethical dilemma and order of presented
experts. Since the responsibility questions were two questions in the human expert setting
(responsibility of participant and expert) and four in the Al expert setting (responsibility
of participant, Al expert, Al programmer, and Al seller), this analysis is run for the six
reported scores respectively.

For the human expert, both perceived responsibility of the participant and the human
expert were not influenced by the level of autonomy of the expert (F(1,461) = 0.69, p =
0.406 and F(1,461) = 1.63, p = 0.203 resp.)

In the AI expert setting, there were no significant results except for the perceived
responsibility of the programmer: the main effect for AI programmer responsibility yielded
an effect of F(1,461) = 5.83, p = 0.0161, indicating a difference between the responsibility
ascribed to the programmer in the human-in-the-loop setting (M = 3.69, SD = 1.9)
and human-on-the-loop setting (M = 3.7, SD = 2.0). Additionally, there is a significant
interaction for the programmer’s responsibility between expert autonomy and framing of
the ethical scenario (F(1.461) = 6.55, p = 0.0108), as well as between expert autonomy and
mission order (F (1,461) = 4.37, p = 0.0372). The programmer is deemed more responsible
in a human-on-the-loop setting rather than a human-in-the-loop setting. Moreover, the
difference in perceived responsibility is larger between the two framing options of the
ethical dilemma for the human-on-the-loop setting than for human-in-the-loop; in both
cases, the programmer is seemed more responsible in the framing of maximizing lives
saved. The order in which the experts were presented also had an effect: in the human-in-
the-loop setting, the programmer was deemed more responsible when the human expert
was presented first, while the in the human-on-the-loop setting, the programmer was
deemed more responsible if the Al expert was shown first.

Responsibility of human and Al expert The assigned responsibility scores can be found
in Figure 5.3. Responsibility of the experts was compared using a paired t-test. For both
experts, the participants felt they were equally responsible for the task (t(854) = 0.18,
p =0.854). However, the human expert (M = 4.39, SD = 1.8) was seen as significantly
more responsible than the Al expert (M = 2.64, SD = 1.8); t(854) = -14.38, p < 0.001.).
The human expert was also significantly more responsible compared to the programmer
of the AT (M = 3.69, SD = 1.9); t(854) = -5.52, p < 0.001. The programmer and seller
(M = 3.81, SD = 1.9) of the AI were considered to be equally responsible as there was
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no significant difference between them (t(854) = -0.86, p = 0.393). While we do not see
a complete responsibility gap when Al is deployed, part of the responsibility is shared
between the programmer and seller of the Al

A |

z
3
a4 o
15
&
@ 3

2

1 o l l

@ W R N
. a“"\% eﬁk\k . a“"kp\ eﬁw\ ((‘e‘( ¢ e \PS
a&o‘? <« &o‘? o & o
v Qe )

ot

Fig. 5.3: The first two columns show the responsibility assigned in the human expert set-
ting, the final four show the responsibility scores for the Al expert setting. A responsibility
score of 1 indicates the participant thought the entity to be ‘not responsible at all’, while
7 implies they found them to be ‘very responsible’.

RQ@2 Participants consider the human expert to be significantly more responsible that
the AI. However, part of the perceived responsibility of the Al belongs to the program-
mer and seller of the AI. The level of autonomy influence responsibility perceptions for
the programmer, and had an interaction with the framing of the scenarios and order of
presented experts. This confirms H2: Al is perceived to be less responsible that a human
expert.

5.4.3 Reliance

Influence of expert autonomy Reliance on the expert was measured as a binary variable:
either the participant switched to a different answer than what the expert proposed or not.
For this reason, we used a logistic regression to test for the influence of expert autonomy
on reliance, the results of which can be found in Table 5.2. The predictor variable, expert
autonomy, was found not to influence the model (p = 0.068). The control variables of
presentation of expert order and framing of the scenario also did not influence the model
(p = 0.513 and p = 0.095 resp.).
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Table 5.2: Both the independent variable of expert autonomy and control variables of task
framing and expert order do not significantly influence the logistic model on participant
reliance.

Variable coef stderr z P>|z| [0.025 0.975]

Advisor autonomy 0.3693 0.202 1.827 0.068 -0.027 0.766
Task framing  0.3370 0.202 1.670 0.095 -0.059 0.733
Advisor order  -0.1317 0.201 -0.654 0.513 -0.527 0.263

Difference between human and Al expert To compare paired binary samples for human
expert and Al reliance, we used an exact McNemar’s test to compare reliance per mission
for each of the four missions participants took part in. We find that reliance in the first
two missions does not differ between the human expert and Al In the first mission, 50%
of the participants switched away from the human expert’s suggestion, against 52% for
the AI (p = 0.558). In mission 2, 49% switched in the human expert case, against 55%
in the AI setting (p = 0.454). For mission 3 (p = 0.002) and mission 4 (p < 0.001 ),
we find a significant difference in reliance. In mission 3, participants switch 46% of the
times for the human expert, compared with 39% for the AI. In mission 4, this effect
continues: participants switched 43% for the human expert, compared to 38% for the Al
The difference in reliance between missions of the same expert is significant for mission 3
and 4 of both expert types: reliance increased for human experts (p = 0.0172) and AI (p
< 0.001) between mission 3 and 4.

R@3 While in the first two missions, participants rely equally on human and Al sugges-
tions, reliance was higher for Al than the human expert in the final two missions. The
autonomy of the expert did not influence participants’ reliance. This does not confirm H3,
as participants relied more on Al than the human expert.

5.5 Discussion

While some results were to be expected, such as humans experts being deemed more
morally responsible, other results were more surprising. In this section, we discuss the
results and design implications for Al for ethical decision making.

5.5.1 Capacity vs. Moral trust

In line with the assumptions of meaningful human control, participants felt human experts
are more morally trustworthy than AI. This showed not only in the higher moral trust
scores assigned to humans experts, but also in the amount of times participants felt
items of moral trust did not fit the AI. The fact that participants seems to either think
Al is not morally trustworthy, or Al is not even able to be morally trustworthy, has
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strong implications for AI making ethical decisions. However, before dismissing such an
AT application all together, our results on capacity trust and overall trust paint a different
picture.

Compared to humans, Al was perceived to have higher capacity trustworthiness, indi-
cating the Al was deemed more capable than human experts. Furthermore, overall trust
was significantly higher for Al than human experts. This provides us with an interesting
contradiction: while a human expert is deemed more morally trustworthy, the Al is per-
ceived to be more capable and more trustworthy overall. In other words, people perceive
humans and Al to excel at different capabilities when it comes to ethical decision mak-
ing. This perception holds across the different levels of autonomy we researched and the
framing of the ethical dilemma. The stability of these findings point to a set expectation
of what humans and Al can be trusted to do, independently of how they are deployed.

5.5.2 Shift in Responsibility

The findings on responsibility ascription were in line with the moral trust perception: par-
ticipants reported they considered the human expert to be more responsible than their Al
equivalent. When an Al expert is used rather than a human expert, part of the respon-
sibility shifts to parties involved in creating and distributing the AI. While sellers and
programmers are deemed less responsible than the human expert, they were considered
more responsible than the AI they created or sold, and were both equally responsible
for the actions of the AI. However, the perceived programmer’s responsibility was less
stable across conditions. As could be expected, the difference in responsibility was greater
in a human-on-the-loop setting, where the AI has more autonomy and decision power.
Yet, the order of presented experts, priming participants to consider one type of expert
first, had a significant interaction with autonomy level of the Al. In a human-on-the-loop
setting, people felt the programmer was more responsible when the human expert was
shown first, while in the human-in-the-loop setting, the programmer was more respon-
sible when the AI system was shown first. This rather strong priming effect can be due
to different reasons. One possible explanation is that participants are more comfortable
with human experts making decisions, like in the human-on-the-loop setting, while they
are more comfortable with Al providing advice, like in the human-in-the-loop setting.
However, how expectations and acceptance of Al interact with ascribed responsibility of
the programmer, is something future work needs to untangle further.

5.5.3 Higher Reliance on Al

Reliance was found to be stable across levels of autonomy of the expert, as well as framing
of the ethical decisions. Additionally, reliance on the expert increased between mission 3
and 4 for both types of experts. Possibly, this results from the fact that both experts did
not make grave mistakes in earlier missions — they showed themselves to be reliable over
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time. This was added on purpose, to isolate the effect of general impression on reliance
rather than lack of performance. Nevertheless, participants rely on Al advice more than
on human advice for the final two missions. This result is rather interesting: despite the
fact that participants consider Al to be less morally trustworthy and less responsible,
they still rely on it more than on human experts. The trust in the capabilities of the Al
seems to have a stronger effect than the lack of moral trust, leading to higher reliance.
One explanation for the higher capacity trust and reliance can be the earlier mentioned
‘machine heuristic’[474]. Possibly, participants consider the Al to be more objective and
less ideology-driven, also in an ethical decision making setting.

5.5.4 Design implications for ethical AI

In sum, we find that participants had higher moral trust and more responsibility ascription
towards human experts, but higher capacity trust, overall trust, and reliance on AI. These
different perceived capabilities could be combined in some form of human-Al teaming.
However, lack of responsibility of the Al can be a problem when Al for ethical decision
making is implemented. When a human expert is involved but has less autonomy, they risk
becoming a scapegoat for the decisions that the Al proposed in case of negative outcomes.

At the same time, we find that the different levels of autonomy, i.e., the human-
in-the-loop and human-on-the-loop setting, did not influence the trust people had, the
responsibility they assigned (both to themselves and the respective experts), and the
reliance they displayed. A large part of the discussion on usage of Al has focused on
control and the level of autonomy that the AI gets for different tasks. However, our results
suggest that this has less of an influence, as long a human is appointed to be responsible
in the end. Instead, an important focus of designing Al for ethical decision making should
be on the different types of trust user’s show for a human vs. Al expert.

An important remark to make at this point, is that all results from this research are
based on perceptions of humans, not on the actual capabilities of the human experts and
Al Dividing tasks according to capabilities, such as assigning computational tasks to an
AT but moral decision making to a human, is only successful when both parties actually
have the perceived capabilities. When designing the Al, it is therefore important to set
realistic expectation on what the Al can and cannot do, to entice appropriate trust and
reliance from users.

Whether Al for ethical decision making will become part of reality soon remains to
be seen. However, humans show algorithmic appreciation towards AI even when they
do not morally trust it. For this reason, Al for ethical decision making should only be
implemented if its design and application have a human carry the moral responsibility of
the decision. For ethical decision making, the most capable AI would not be appropriate
without a little support from a more morally capable human.
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5.6 Conclusion

In this work, we researched how people perceived Al making ethical decisions. Using
a simulation for decision making, we conducted an experiment that investigated how
people’s perceptions for human experts versus Al differed on 1) trust they place in the
expert, 2) responsibility they ascribe to the expert, and 3) reliance they show on the
expert. We researched these variables across different framing of the ethical dilemmas and
for different levels of autonomy of the expert. We find that people show a higher capacity
trust, overall trust, and reliance on Al experts, but have higher moral trust and higher
responsibility ascription for human experts. We conclude that for Al for ethical decision
making to become a reality, these differences in capabilities need to be accounted for in
the design of the Al and decision making process.
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Abstract. Rising levels of Al-supported autonomy have raised the interest in human-autonomy
teaming (HAT) across different domains. One potential domain, aviation, especially deserves atten-
tion: the combination of safety-critical and protocolized work and collaboration between different
operators on the ground and in the air lend itself well for HATs. However, as the concept of HAT
is still in its infancy, much needs to be explored before HAT implementations can be developed.
In this work, we map the existing literature on HAT to the aviation domain. We draw inspiration
from human-human collaboration and human-animal interaction to uncover critical components of
HAT design. We propose a research agenda for HATs in aviation using four main themes: team
composition, modes of interaction, emotional intelligence, and ethical consequences.

6.1 Introduction

Rapid advancements in the complexity and variety of tasks that artificial intelligence can
undertake have recently stimulated interest in the possibilities and limitations of human-
autonomy teaming (HAT). To evolve from being mere tools and assistants to becoming
true partners and team members, Al-powered systems must develop social interactions on
par with their task execution abilities. The sophistication of Al-powered conversational
assistants has recently shown promise as one possible interaction medium, yet a lively
debate continues about whether they outperform basic, rule-based chat bots, and how
well they can support the execution of mission-critical tasks [73, 303, 395].

The critical factors for making HAT successful are highly domain dependent, as task
type, expertise, and expectations of human partners strongly influence team dynamics.
For example, even within the field of healthcare, factors that work well for facilitating
teaming during a medical decision about a chronic condition might not work at all for a
robot tasked with helping doctors perform surgeries. Consequently, it is both theoretically
necessary and practically prudent to take into account the details of a specific domain
when presenting design recommendations for human-autonomy teaming. Nonetheless, rel-
evant knowledge about the application of HAT in one domain may inspire and inform
understanding of another.

In this paper, we focus on the domain of aviation and analyze how HAT could assist
pilots during flight missions. This domain has potential for early and sophisticated HAT
applications: the work involved in piloting a plane is highly protocolized, involves exten-
sive skills and training, and takes place in a context that is complex and yet somewhat
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predictable (relative to, say, the the environments in which self-driving cars must operate).
Furthermore, flying large aircraft (especially in the civil domain) is a multi-crew operation,
in which a team of human pilots and co-pilots rely on semi-scripted human interactions
and co-learning to monitor, guide, and take over flying functions from increasingly auto-
mated planes. Thus, there are at least three levels of teaming interaction that will need
to be considered when introducing autonomous systems into cockpits: human-human,
human-machine, human team-machine.

This paper poses and addresses the following three research questions: (1) How well can
current HAT theories apply to the aerospace domain? (2) What new aspects need to be
considered in order to account for the three-dimensional teaming dynamics of cockpits?;
and (3) How can we leverage current teaming processes inside and outside the cockpit to
study and improve the design of future technology before it becomes widespread? Based
on the hypothesis that teaming dynamics change over time and are specific to cultural
and professional groups, we propose various aspects of HAT that need further attention
to advance human-machine teaming in aviation. This paper contributes to the study of
the complexity of teaming dynamics in the cockpit.

The key contribution of this work is twofold: 1) We map existing literature on HAT
and human-agent interaction to the domain of aviation, using human-human and human-
animal interaction as sources of inspiration; and 2) We propose a research agenda to
further develop the possible application of HAT in the cockpit grounded in the investiga-
tion of the evolution of HAT dynamics over time, modulated by the nature of the teaming
and the characteristics of the operators and the Al assistant.

6.2 HAT Theory for the Aviation Domain

Numerous streams of research are relevant for the application of HAT to aviation. In this
section, we first examine the general theory on HAT in the context of aviation applications.
We then draw inspiration from human-human collaboration and human-animal teaming
to propose factors that may guide and advance HAT research.

6.2.1 From automation to AIl: Untangling definitions

Since the 1960s, automation has had an increasing role in the cockpit to support the pilot
and decrease the chance of human error [448|. The spectrum of incremental Al capacity in
aviation has been articulated through so-called Levels of Automation (LOA), a taxonomy
introduced by Sheridan and Verplank [454] and further refined by Parasuraman et al. [376].
LOA represents a continuum from one to ten, where decisions and actions are gradually
delegated from a human operator to an artificial agent. The LOA continuum makes a
distinction between automation and autonomy: automation, which requires significant
human oversight, sits on the lower end of the LOA scale, while autonomy, requiring little
or no intervention by the human operator, sits on the higher end [371, p. 4]. LOA can be
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plotted against four classes of functions: information acquisition, information analysis,
decision and action selection, action implementation [376, p. 288]. O'Neill et al. [371]
observe that while the advance of autonomous agents sees human-Al interaction move
further up the LOA continuum, the presence of teaming structures signal that human
intervention is still essential. As human involvement increasingly yields to Al agent action
towards the higher end of the continuum, the Al agent becomes less a team collaborator
and more an independent actor. For the Al to become a somewhat equal team member,
it needs to be endowed with an interdependent, rather than complete, autonomy.

While automation entails a kind of top-down approach, which involves formalizing
human knowledge into machine-readable output, Al offers additional approaches (e.g.,
[7, 117, 266]). Firstly, the top-down approach of knowledge formalization is enriched with
semantic encoding, such as in the form of knowledge graphs, so that not only humans
but also Al can reason over the data. Secondly, recent learning-based approaches are,
arguably, based on bottom-up embedded structures providing an alternative to using
existing knowledge bases. These machine learning foundations of Al differ from earlier top-
down expert systems by learning from masses of training data to generate new decision
procedures for making and executing judgments (along a continuum of supervised to
unsupervised techniques). When deep neural networks with their hidden neural layers
are involved, the basis of their (potentially very powerful) judgments can be hard or
impossible to discern Russell and Norvig [421]. Recent machine learning models are so
powerful that they increasingly match or even exceed human decision-making across a
number of domains, primarily where perception is concerned.

In the context of human-machine teaming, the term human-autonomy teaming is often
used, rather than human-Al teaming. Following Russell and Norvig [421], AI can be
defined as “the designing and building of intelligent agents that receive percepts from the
environment and take actions that affect that environment.” Abbass [1] identifies two key
AT capabilities: data analytics and autonomy. While data analytics relates to the analysis
and interpretation of data, as a means to generate knowledge usable by a human or another
Al agent, autonomy describes an additional capability, where the knowledge produced is
acted on by the same Al agent, without human intervention [1, p. 160]. Adopting these
categorisations, human-autonomy teaming can therefore be understood as an advanced
subset of human-Al teaming, where a human operator’s interaction with AI involves a
further delegation of responsibility and a more holistic engagement with the Al agent as a
teammate. Throughout this paper, we will use the term human-Al teaming to encompass
the breadth of teaming opportunities®.

6.2.2 The potential of human-Al teaming

Al research for aviation, and aircraft in particular, has thus far mostly focused on the
technological challenges of reliably integrating an Al system with the plane’s software

3 The terms system, algorithm, AI and machine are used interchangeably.
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and hardware, i.e., focusing on Al as a tool (e.g., [15, 145, 414]). In contrast, HAT is
a paradigm of human-Al interaction where the autonomous agent is implicated by the
human operator as a collaborative team member, rather than a mere tool [371]. The unique
focus on teamwork dynamics advanced by HAT has made this research domain relevant
to industries requiring high levels of both automation and critical teamwork processes,
such as aviation, manufacturing [439] and military operations [100].

Components of HAT Lyons et al. [316] lay out five important parts of HAT: agency,
communication, shared mental models, intent, and interdependence. A teammate needs
agency to be able to act independently as part of the team. Rich communication supports
the creation of shared mental models and joint goal setting. Shared mental models are
required for successful task fulfilment. When it acts as an agent, the Al needs to be able
to convey intent, so that tasks can be divided in an efficient manner. Finally, successful
teamwork of any kind, between humans or with machines involved, relies on an interde-
pendence of the team members to reach their common goal. We extend the psychological
approach of Lyons et al. [316] by reasoning about the technical implications for HAT in
general and aviation in particular.

Appropriate reliance An important component of human-Al interaction is the trust a user
is willing to place in the system and reliance that results from this [481]. Operators should
not blindly and excessively trust the system in particular in mission-critical scenarios.
Equally, unjustified mistrust is also undesirable. Hence, the system should be designed
to invoke — possibly over time — an appropriate form of reliance behavior in users [293].
Trust, acceptance, and a compatible mental model of system functionality all influence
appropriate usage of a system [50].

As Hoff and Bashir [233| observe, there are three categories that explain trust dif-
ferences: dispositional trust, situational trust, and learned trust. Dispositional factors are
personal traits that influence trust formation, such as gender, age, cultural background,
and personality traits. Situational factors that influence trust consist of external variabil-
ity (e.g., task difficulty and workload) and internal variability (e.g., self-confidence and
mood). Learned trust is a combination of experiences which obtain until the moment of
system interaction (initially learned trust) and trust that is formed during the interac-
tion with the system (dynamically learned trust). Dynamically learned trust depends on
the performance and design features of the system [233]. For example, transparency and
perceived system ability influence trust formation during the user journey [237]. Addition-
ally, a good first impression greatly influences trust formation [490|, especially for domain
experts [366].

Trust formation in AT differs from trust formation in other types of technology because
the performance, purpose, and process of Al systems are perceived differently: representa-
tion and image are different and often anthropomorphized; explainability becomes more
important in the context of black-box systems; communication and bonding become more
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important in intelligent system interaction; and the purpose of job support versus job
replacement influences user perception [460]. All of these components influence percep-
tion, trust formation, and resulting reliance on Al in a teaming context. To investigate
human-Al trust formation, real-life interactions need to be explored in empirical research
[443]. Rich and diverse communication is needed during teamwork to form trust over
time. Research of these communication dynamics will contribute to design implication for
appropriate reliance.

Modes of interaction Numerous kinds of interaction interfaces for communication with
Al agents are possible. If Al is to act as a team member, the communication channels
must be suitable for the task at hand. Thus, a simple graphical user interface may not
be sufficient to form reliance bonds needed for teamwork. Human-human interaction uses
natural language communication, and this may also be the most promising avenue for
human-machine teaming, either through text-based or voice-based natural language in-
terfaces.

As voice removes delays in communication, conversational voice-based user interfaces
(or simply Conversational User Interfaces (CUIs)) [396] have the potential to benefit user
perception. Studies have shown increased trust in customer service representatives when
their online interaction with customers were not just through chat, but through text-to-
speech delivered through an avatar [403].

However, CUIS face two major kinds of challenges: First, technical refinements of CUIs
are needed, i.e., they need to be able to better filter background noise [396]. Additionally,
queries can be misunderstood, thus requiring users to repeat and refine their queries [397],
which in turn degrades the expectations of CUI capabilities. Second, there are significant
cultural challenges associated with voice communication. Since voice is a key human-to-
human communication medium, it is easy to subconsciously endow a CUI with human
features, leading users to apply a wrong mental model to a system. As the Computers As
Social Actors (CASA) paradigm shows [357|, people can be triggered to perceive social
features in machines even if they are consciously aware that Al system is not human.
For example, the gender of the voice can influence perceived traits of the system [493].
There can also benefits to consciously trigger anthropomorphic features by shaping an
ATl’s personality, as user satisfaction and willingness to use is influenced by characteristics
of the personalities of CUIs [399]. For example, in autonomous cars, it was found that
matching a CUTI’s ‘personality’ to the personality of the user increased likeability and
trust in the system, while a mismatch resulted in lower likability, trust, satisfaction, and
usefulness [71]. However, effects depend on the use case: less personalized CUIs can lead
to users being more comfortable to disclose sensitive information [429].

When selecting and implementing the interaction medium for Als in HAT, it is im-
portant to take ease of use and communication fluidity into account. In fact, interaction
quality improves trust formation in voice assistants [356]—something that can be further
improved by including explanations to intent and actions: enabling automated assistants
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to provide explanations on their actions increased trust from human partners [268|. Fur-
thermore, the design of Als’ interactions needs to integrate with the expectations of hu-
man team members. This goes beyond functional support, and includes social sensitivity
to the situation of the team. Towards this goal, Spencer et al. [464] have studied the
ability to design a personality for an Al-powered digital assistant, with the aim to deliver
a non-stereotypical character and thus counter possible negative expectations.

Emotional intelligence and affective bond The mode of communication also influences
which messages can be conveyed using different conversational cues. Communication is
the cornerstone of teamwork in both human-human teams and HATs [316]. In human-
human teams, communication and emotional intelligence have a positive influence on team
effectiveness and performance [168, 477|. For those same benefits to transfer to human-
AT teams, Al needs to be equipped with social intelligence and affective competencies.
While research subfields such as affective computing focus on emotions recognition and
response [321], the capabilities needed for Al to reach full social intelligence are still
being discussed theoretically as well as on a practical level [523|. Recognizing or applying
typical human cues in AI communication has been shown to have a positive effect on
teamwork (e.g., [273, 436])—especially among people that were already holding positive
views towards affective technologies [181]. There are also indications that a wide variety
of social factors plays a role in shaping how users relate to Al systems. As demonstrated
for cars, vehicle aesthetics and ideas about familial and national identity can shape the
emotional response of owners [453]. Furthermore, it might be important to define the
kinds of attachments that might be generated, and whether their qualitative differences
might affect the relationship with autonomous team-mates [72].

FExamples of HAT The concept of engaging with Al as a teammate is particularly relevant
to the workplace, as Al systems already work alongside skilled professionals in domains
such as medicine [209] and law [328]. Research into new modes of Al integration include
the incorporation of speech-based agents assisting in manufacturing system maintenance
[520] and in the socially complex environments of group meetings [334].

While AT integration in private passenger vehicles is well researched [317], an Al-
teaming approach gives distinct focus to commercial transportation, logistics, and the
skilled human operators embedded in these unique work environments. Maritime trans-
portation has adopted human-Al teaming to economise operations, while reducing envi-
ronmental impact, safety risks and human operator workloads [144]. In the supply chain
management space, the growing presence of automation and a shrinking skilled workforce
has called for new models of human-Al collaboration [283], while research into Al-teaming
for long-haul truck drivers addresses occupational impacts such as fatigue, loneliness and
stress [161].

The integration of HAT in highly-critical work contexts, such as military operations
has also received extensive research ([371] p. 15). Part of HAT’s appeal there is the
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potential to remove human soldiers from the battlefield, with the development of non-
human agents to carry out tasks such as reconnaissance and surveillance, and explosive
detection and removal [97]. Among new HAT integrations are human-Al teams managing
multiple unmanned military vehicles across sea land and air [82], and ‘autonomous squad
members’ that monitor data on location, resource levels and human teammates to inform
movement while transporting supplies [99] p. 263).

Challenges of HAT in aviation Recent empirical research in aviation has applied HAT to
contexts of air traffic control [289], unmanned aircraft systems [65] and the move toward
reduced team and single-pilot operations [46, 114]. HAT has been promoted for increased
efficiency, safety and performance in air-based operations [46] while attending to issues
specific to aviation automation, e.g., reduced situational awareness [65]. In addition to
practical objectives, a proposed ethical benefit of HAT is its potential to keep human
operators meaningfully engaged in important work requiring high mental concentration
or being stimulating. {92, 457]. While there is a fast-growing body of research supporting
HAT’s potential [371], it is clear that the domain of aviation presents specific challenges
that need to be considered both at a theoretical and practical level.

In safety-critical industries such as aviation, the introduction of autonomous systems
risks reduced human operator engagement and situational awareness [155]. These addi-
tional ethical and regulatory concerns make early adoption of HAT difficult, and create
specific expectations around reliability of automated systems that HAT will need to meet
before wider adoption is possible. While voice communication and emotion recognition
offer solutions that may keep human operators engaged, the technical difficulties involved
in developing algorithms that accurately process human voice and gesture, while under-
standing the etiquette of conversational interaction suggest a need for further empirical
research [316][46, 70, 115]. As early studies suggest [193, 262] cockpits are highly rela-
tional spaces. Cultural factors, which change over time, shape how standard procedures
are applied in practice [84]. If autonomous agents are to be embraced by human operators
as team members and not just tools [373, 534|, HAT theory will need to be both plu-
ralist and dynamic. The use case of aviation suggest that effective HAT applications will
need to support dynamic relationships between humans and technologies, that will change
over time and geographical spaces and include both rational and emotional variables. To
develop these characteristics, HAT theory can rely upon other cognate teaming dynam-
ics, such as the dynamic theoretical models developed to account for human-to-human
teaming, or the emotionally sensitive approaches deployed in human-to-animals teaming.

6.2.3 Inspiration from human-human teaming

Human-human teaming can provide a meaningful basis for formalizing human-autonomy
teaming processes. Consequently, HAT literature reveals a tendency to apply common
human-human teamwork processes to human-Al teams (see [39, 207, 488]). There are also
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examples of aviation-specific human teamwork analogues being applied to HAT research.
Team situation awareness, a concept highly relevant to human aviation teams [426], was
applied to human-autonomy teams in an empirical study exploring dynamics of team
communication [137]. Similarly, McNeese et al. [338] reference literature on team situ-
ational awareness [154, 192] and team conflict [116, 133, 476] to test human-autonomy
team dynamics in remotely piloted aircraft systems. Shively et al. [458] review the skills
applied to crew resource management, a teaming methodology originating in aviation, to
inform the building of human-autonomy teams in the aviation domain.

As human aviation teamwork is inextricably bound to working with and through tech-
nology, HAT emerges as a natural progression from early concepts that suggest non-human
agents as a core part of aviation teams. The concept of distributed cognition considers the
critical roles of both the human and non-human world in cognitive processes [261]. Dis-
tributed cognition is particularly relevant in the cockpit, where the evaluation of aviation
performance not only concerns the cognitive abilities of individual pilots but the entire
system comprising human actors and their technological environment [262]. Similarly, Law
and Callon [292| broaden notions of teamwork beyond human subjects in their analysis
of a British military aircraft project. Here, the terminology of the network is employed
to map how social and technical aspects intertwine in relationships between humans and
heterogeneous non-human agents such as machines and broader institutions (ibid. [292,
p. 285]). Such perspectives engage with Actor-Network Theory, a sociological framework
presenting any process or phenomenon as generated by networks of heterogeneous actors
— not just humans [291]. The framing of teams as networks can help us think beyond
human-autonomy teaming as a binary relationship, and arguably better address the com-
plexities of distributing team roles amongst multiple human operators and autonomous
agents.

The cultural aspects of teamwork in the cockpit are equally important to consider when
integrating autonomous agents as teammates. As with any workplace scenario, aviation
team dynamics can vary across different cultural contexts [351]. Nomura et al. [362] take
a distributed cognition approach to illustrate how language and culture shape pilot inter-
action, and how objects (in this case, paper) form an important element of cross-cultural
communication and relationship building. Aviation personnel are subject to safety and er-
ror management; the effectiveness of communication related to this depends on national
culture, organizational culture, and professional culture [223]. Zhu and Ma [547] find a
direct influence of a pilot’s national culture on their communication style. For example,
for Chinese pilots, culture influences the need for harmony, the feeling of a team’s rela-

tionship, the importance of keeping face, and the effect of different power dynamics (see
also [165]).

Considering the dynamics of aviation teaming between humans, autonomous agents,
and the cultural contexts they operate within, a productive teaming analogue would en-
gage with teams as complex and evolving networks. Tuckman’s model of developmental
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sequence in small groups [494| proposes a structure to understand how small teams develop
on both social, cultural and task-related planes, and how these planes cross-pollinate as
teams develop over time. Tuckman introduces the developmental sequence, better known
as Forming, Storming, Norming and Performing. These stages work through processes of
setting and testing boundaries, conflict and resistance, overcoming friction, and establish-
ing dynamics and team character, which consequently inform how tasks are completed
going forward. We suggest Tuckman’s model as a productive analogue to capture the com-
plexity of human-autonomy teams. As longitudinal research remains underrepresented in
HAT [371], Tuckman’s model offers a unique analogue to engage with the cultural, social
and technical aspects of HAT on a temporal basis relevant to true dynamics of team-
building and team work.

6.2.4 Inspiration from human-animal teaming: Anthropomorphism and
affective relations

HAT raises questions about how humans conceive of and relate to nonhuman intelli-
gent actors or beings. The use of human-animal teams as a model or inspiration for
human-machine teams has been occasionally discussed [384, 534]. Wynne et al. suggest
that anthropomorphism, trust, and attachment-like responses to animals may facilitate
human-machine teaming [534]. Phillips et al. explore how human-animal interaction may
provide an analog for human interaction with robots [384]. Here, we extend some of those
previous thoughts on anthropomorphism and affective relations with animals and apply
it specifically to HAT in the context of contemporary Al

Anthropomorphism Reflecting on the anthropmorphizing of animals and on the nature
of human-animal interaction can help us conceptualize the nature and possibilities of
human teaming, not just with computers and robots, but with increasingly advanced
AT systems that are more autonomous, independent, and intelligent. We argue that an-
thropomorphism has two important effects relevant to HAT. First, it enables humans to
understand—e.g., explain and predict—the behavior and actions of certain nonhuman
entities. Second, it facilitates affective or emotional relations that can potentially benefit
productive teaming with nonhuman entities.

The idea of anthropomorphism was extensively debated with respect to non-human
animals well before the current interest in machines like computers, chatbots, and robots
that appear to be social actors [346]. Animals have long been anthropomorphised in folk
stories and later in literature, film, and other media. In such deliberately exaggerated
anthropomorphism, animals may be imbued with chimeric, human-animal bodies, human
linguistic capacity, sociality, and spirituality [330]. Such anthropomorphism is, however,
often understood not as intentional exaggeration but as a human inclination to charac-
terize certain animal behavior in human terms [246|, and involves mentalistic qualities,
both affective and cognitive. For example, animals have and express beliefs, intentions,
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moods, and emotions such as fear, concern, happiness, sadness, joy, and grief [132|. The
term anthropodenial [131| was coined to describe individuals who totally or largely avoid
anthropomorphising on the basis that it is erroneous. A similar discussion could be ex-
tended to anthropomorphising artificial intelligence. In fact, the discussion on the benefits,
potential harm, and appropriateness of anthropomorphising machines has been extensive
(e.g., [427, 518, 548]).

The human ability to recognise human-like qualities in nonhuman animals may have
evolutionary origins. Familiar forms of anthropomorpizing, such as recognising an animal
individual as angry, fearful, moody, bad-tempered, affectionate, friendly, or courageous,
enables humans to both ezplain and predict animal behavior [246]. A human ancestor
who failed to quickly recognize these emotions may have had trouble anticipating animal
attacks, or conversely, profiting from cooperation with animals[449]. Having empathy and
knowing instinctively when to trust or distrust another animal may thus have affected
biological fitness, i.e., human survival. Despite historical and continuing skepticism about
animal minds that results in anthropodenial, it appears that anthropomorphism has a
useful and even vital role to play in enabling humans to understand animal behavior
and to work cooperatively and effectively with them. By extension, our propensity to
anthropomorphize other entities may enable us to rapidly and effortlessly understand Al
systems, including when to trust them and divine their intentions. At the same time, Al
‘co-pilots’ could be designed in certain anthropomorphic ways to facilitate the right degree
of trust and understanding from human team members.

Nonetheless, anthropomorphism may involve risks [533]. Humans who incorrectly at-
tribute certain qualities to animals may fail to understand and predict their behavior and
invest in them too high a level of trust. Anthropomorphism in relation to AI, whether
deliberately fashioned and paraded in such systems or not, could trigger incorrect as-
sumptions about the machine’s behavior and result in faulty or dangerous levels of trust.
Incorporating anthropomorphic features in Al for HAT, such as in high stakes domains
like the cockpit, is therefore both promising and requiring of caution as well as careful
attention and empirical research.

Affective relations In addition to allowing us to naturally and quickly understand and an-
ticipate behavior, anthropomorphism could also support and enhance human-nonhuman
relations by affective means, such as via bonding. The human-animal bond is defined as
the “mutually beneficial and dynamic relationship between people and animals that is in-
fluenced by behaviors essential to the health and wellbeing of both” [29]. Similar to how
animal companions can increase human health and wellbeing by, e.g., reducing stress and
loneliness levels, robotic animals have been developed to combat loneliness, such as robotic
dogs for nursing homes [42] and robotic seals for older people struggling with dementia
[424].

The attribution of qualities such as affection, care, and concern to animals, and the
sense that animals are companions toward whom a person can have affective responses
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and bonding experiences, has underpinned the enormous success of animals who work
closely with humans. Trust in the character and abilities of these animals enables robust
and productive relationships, even when the animals make misjudgments. Phillips et al.
[384] note that animals can provide not only sensory assistance (e.g. detecting dangerous
objects through smell) and physical assistance (e.g. carrying objects), including in high
risk environments like the battlefield, but also emotional comfort and support to their
human teammate(s). They suggest that designing zoomorphic robots may capitalise on
these emotional benefits and engender trust. “If the ability to create a robotic partner that
replicates a human partner is not yet available, then the next best capacity may be to create
a robotic teammate that resembles an animal partner”, they write [384, p 116].

We can see the importance of certain forms of anthropomorphism and human-animal
affective relations by looking at an emerging field in which the human-animal bond and
animal intelligence and autonomy is particularly salient. In recent years, a new field of
research and practice called Animal Assisted Interventions (AAI) has emerged. Animals,
notably dogs and horses, may be recruited to assist human beings with problems such as
dementia, speech disorders, autism spectrum disorder, ADHD, cancer, depression, anxiety,
and various disabilities [147, 170]. The sophisticated ability of some animals to help people
with physical, mental, and communication problems is due in significant part to the
human-animal bond. This bond facilitates human engagement with, and understanding
of the highly trained animal teammates. The bond is enabled by certain capacities, such
as emotional response, sociality, and communication, that humans attribute to certain
animals.

The need of mutual understanding and smooth working relations in human-animal
teaming, such as in the new field of AAI, can be extended to HAT. Wynne and Lyon
discuss the qualities required by a human-agent team. They explain their concept of Au-
tonomous Agent Teammate-likeness, or AAT, as comprising “the extent to which a human
operator perceives and identifies an autonomous, intelligent agent partner as a highly
altruistic, benevolent, interdependent, emotive, communicative and synchronised agentic
teammate, rather than simply an instrumental tool. In essence, AAT encompasses hu-
mans’ complex attitudes toward their own machine partners.” [534]. Thus, the possibility
of having affective relations towards a nonhuman agent provides a further sense in which
AT systems may be regarded as more than mere tools or assistants.

There are, however, notable differences between animals and Al systems, such as that
animals have real feelings and emotions rather mere simulations. Animals have a complex
common sense understanding of the world that far outstrips any existing Al system [119],
and enables certain forms of interaction, autonomy, and independence (as in AAI) beyond
any current machine. Nonetheless, there are also similarities between the two types of
agents, like the intelligent processes and social behaviors that we can recognise in animals
and emerging Al systems, and the potential need for humans, when working with either, to
have certain attitudes and recognisable responses so as to ensure a successful co-operative
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team. For Wynne and Lyon, both reliability and social factors (such as likeability) on
the part of the machine agent are important, as they are for AAI In addition to these
affective social factors, humans also typically recognize ethical responsibilities towards
their animal team mates [108|. Such ethical perceptions may influence how humans treat
and respond to animal and machine co-workers.

Our discussion of animals has highlighted the importance of the human partner being
able to explain and predict animal behavior, of mutual understanding and trust, and of
some degree of rapport and positive affect. A key question for further empirical research
is exactly how these desiderata for human-animal teaming map on to human-machine
teaming, and what sorts of animal-like qualities best serve successful pilot-Al teams.

6.3 Research Agenda for HAT in Aviation

Slowly, AT solutions are starting to change the world of aviation. Digital flight assistants;
adaptive user interfaces; Al data processing for dispatching, routing, or maintenance; sys-
tems that coordinate swarms of drones; all these applications of Al shift the relationship
between pilots and automated systems and raise the possibility that AI systems could
soon become our co-pilots [236]. While Al-powered consumer products such as algorith-
mic personal assistants or navigation systems represented a true revolution, AI in the
cockpit constitutes only the last step in a trend towards automation. In fact, the planes
we fly today are already able to perform key functions autonomously. Unlike other means
of transportation, airplanes possess autopilots and auto throttle capacities that can han-
dle complex tasks including landing or takeoffs with minimal or no input from human
pilots [153]. By interacting with these automated systems, human pilots have developed
specific cultural expectations and understanding of what automation is and can or cannot
do. For instance, neither passengers nor pilots seem to be fully comfortable with fully au-
tomated aircraft [527]. Yet, for pilots, this is not the consequence of a fear of Al systems.
In fact, pilots are quite comfortable with certain level of automation, which constitutes
the tools they utilize everyday. Al, however, shifts this relational paradigm, allowing au-
tomated technologies to stop being merely “tools” and become more more akin to “team
members”. In order to investigate the possible consequences of different control strategies
and collaboration mechanisms for pilot-aircraft collaboration systems [536], it is necessary
to understand the specific context within which HAT will take place. The summary of
potential research topics HATs for aviation can be found in Table 6.1.

6.3.1 Who does what? Changing meaning of work in aviation

Allowing Al systems to take a more proactive role on board, including operating flight-
critical decisions, will radically shift what flying means to pilots. In the early days of
aviation, operating an aircraft required the coordination of specific tasks divided between
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Table 6.1: Summary of challenges for different aspects of HATs in aviation.

HAT component Research topics

Decision support vs. take-over, existing vs. additional tasks,

Team composition . . .
human perception, teaming dynamics, work culture consequences

Feasibility of different technologies in the cockpit: voice assistant,

Modes of interacti . .
odes ol mteraction avatars, touch interfaces, multimodal approach

Emotional intelligence Indirect status assessment, physical cues, anthropomorphism, affective bond, reliance

Ethical consequences Non-maleficence and safety, accountability and responsibility, privacy and data

different human operators. Pilots were flying the plane, while co-pilots, engineers, navi-
gators, radio operators, gunners, load-masters, and a variety of supporting staff on the
grounds monitored the aircraft, selected the routes, communicated weather and altitude
requirements, acquired targets, operated the weapon and payload systems, or provided
assistance in case of unexpected complications. With the increase in automation, however,
some of these roles have either disappeared or become more fluid. Most of contemporary
airliners can be operated by a crew of two. On some military aircraft, gunners have been
replaced by more or less automated (or pilot-activated) weapon systems. Navigators and
radio operators on commercial flights have been rendered obsolete by weather forecast and
dispatch or routing services that can offer almost real-time alternatives. Flight engineers
have been substituted by automated checklists and error messages. In civil aviation, pilots
spend most of their time monitoring the aircraft systems, rather than manually flying the
planes—so much so that the roles of pilot flying and pilot monitoring are increasingly
seen as interchangeable, except for legal purposes.

This increase in automation means that current aircraft systems are designed to in-
clude human teamwork as parts of systems flows, which integrate both human actions and
mechanical processes. To have a successful and uneventful flight, a team of humans needs
to adapt their communication to the requirements of a myriad of automated systems. And
yet, these technological advances have not led pilots to see automated tools as “agents”
or teammates. Because current systems operate mostly by reacting to inputs, the bur-
den, responsibility, and initiative of integration rests on the shoulder of pilots. Pilots see
themselves as being in control of a sophisticated, flying machine—rather than having to
deal with a non-human intelligence—even if, sometimes, they refer to alarms with human
nicknames (often reflecting specific gendered assumptions, such ‘Bitching Betty’, [462]),
and address systems in quasi-human terms (e.g., when pilots ask the autopilot “what’s it
doing now”).

Two different kinds of new Al tools will force pilots to revise their relation to technology
and force them to devise new ways to accommodate artificial teammates. A first generation
of Al tools are designed to act as advisors to human decision makers. These tools elaborate
predictions from the growing set of data to planes’ routes, performances, or weather,
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and offer human actors faster, more (cost or environment) effective options [46]. While
current Al assistance is being developed both for cockpit and air traffic control (ATC)
use, next generations Al tools will be designed with the goal of operating flight-critical
functions—and, in some circumstances, given an higher degree of authority than the
human teammate. In 2019, the US air force trained an Al algorithm to operate the radar
of a U2 spy plane, and put the Al system in charge of deciding when to keep control or
to delegate to the human pilot [196].

Understanding how experiences of technology and ideas about flying might frame pilots
reaction to an Al team-mate is likely to become a key to perfecting HAT in aviation.
Preliminary studies [193] suggest that pilots tend not to inherently trust AI systems,
and want to be able to verify calculations or other predictions. Will that mean that Al
tools will need to be “trained” to fulfill pilots’ attitudes, i.e. to cross-check like a human
pilot would? As they will take on a more passive monitoring role, pilots will also need
to be extensively retrained not to fly, but to learn how to work effectively with the Al
[121]. How that will change how pilots see themselves and their own work remains to
be determined. As human-human team dynamics suggest, the hierarchy of the cockpit
is a defining feature of pilot’s sense of self. Will flying still be an interesting career and
attract the same kinds of people if it involves being second in command to a faster and
more skilled artificial agent? Moreover, attitudes towards flying with AI will not only be
different across cultural spaces, but will also evolve over time. It is likely that younger
pilots, i.e., digital natives might have a different approach towards Al compared to pilots
who grew up during the analog period of aviation technology.

In sum and in line with general expectations of the future of work [129], we expect
the pilot’s task to slowly move from main operator to collaborator, to eventually become
a monitor of the Al’s work. Lack of trust of employees and passengers alike will not lead
to the elimination of pilots in the near future, making HATs a promising solution for
aviation. Nevertheless, the shift in responsibility and consequently in sense of self and
work culture will influence the success of HAT implementations. Future research should
therefore include the perception of pilots in HATS, to ensure lack of trust and perceived
value of work do not negatively influence HATs in practice. This encompasses, but is not
limited to, 1) a further exploration of necessary Al capabilities needed for different roles
such as co-pilot, navigator, radio operator, etc., 2) development of Al training to include
human-sensitive components and human operator training to set proper expectations and
reliance levels, and 3) a deeper examination of (and perception of) transitional phases in
different teaming settings.

6.3.2 Modes of interaction in the cockpit

Introducing adaptable interfaces able to utilize different modalities of interaction will
constitute a second key factor for HAT in the cockpit. Indeed, the ergonomics of avionics
system has seen significant changes since the 1950s. In some analog planes, key levers were
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designed to physically resemble the part of the plane they operated. For instance, Boeing’s
747 flaps levers were designed with a triangular shape of a plane flap, while the landing
gear lever had a wheel shape [504]. With the development of fly-by-wire technologies and
the multiplication of automated systems, however, the interaction between human and
machines could be redesigned and, in many cases, simplified. On the most modern aircraft,
screens and tablets have started to replace paper documentation and some mechanical
indicators. The introduction of Al will offer system designers the opportunity to rethink
further how information is displayed in the cockpit. If Al assistants are to be given a
degree of decision-making, it is an open question how much, what kind, and in which
modality information should be provided to human-team mates.

Some of these decisions will require research into the ecological constraints of new
aircrafts. While newer airplanes are considerably quieter compared to models of the twen-
tieth century, aural communication in the cockpit is often saturated by noise from the
plane, radio communication, and alert messages. This distinct sensorial environment re-
quires specific research to understand the most efficient modalities for presenting different
kind of information with HAT. For instance, most science-fiction depicts HAT scenarios
where humans “speak” to robots and Als and indeed, several research groups have tried to
develop voice-activated systems to assist pilots in retrieving information or even operating
the plane [187]. Yet, current voice recognition technology does not offer the kind of relia-
bility that is needed to conduct safety-critical tasks [303|. Research on natural language
processing suggests that training an Al to understand not only the letter but also the
context of vocal utterances remains a key barrier to vocal interfaces [24]. Finally, while
digital assistants might benefit from executing vocal commands, it remains to be estab-
lished whether, and under which circumstances, verbal information might be understood
by a human pilot. For this reason, future development of more advanced CUIs need to be
thoroughly tested in a realistic cockpit setting before implementation.

Until two-way voice interaction becomes part of human-machine cockpit communica-
tion, it is still possible for the machine to speak while the human pilot provides inputs
using a graphical user interface. The upside of using voice to communicate information is
that the pilot can keep their eye on their surroundings while receiving new information.
Given pilot’s experience with automation, it is questionable to what extend they will per-
ceive such AT as a teammate. One way to increase a realisation of the shift of responsibility
is by anthropomorphising the Al. As we’ve learned from human-animal interactions and
our inherent tendencies to anthropomorphise intelligent entities, inducing an appropriate
level of anthropomorphism can help the pilot to explain and predict Al behavior, create
mutual understanding and set appropriate levels of trust. Creating personalities for Al
is one form of anthropomorphism; further research is needed on whether this provides
benefits for HATs, and if so, which character traits increase fluent team processes. An-
other form is the usage of avatars, to personify the Al further. Embodied voice agents can
improve quality of collaboration [375]. Additionally, it allows for more expressive interac-
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tions, which in turn decreases cognitive load and cue redundancy [471]. Linking existing
research on effects of avatar appearance (e.g., [56, 265, 333, 349, 452|) to HATS is a line
of research that deserves further attention.

Embodiment and speaking, however, are not the only way in which dialogues between
humans and autonomous systems can take place. Recent studies suggest that pilots can
have a split preference for sensorial inputs. While during monitoring phases the cockpit
feels like their immediate environment, their sensorial needs during flying phases extends
from the cockpit to the entire plane and beyond. This translates into a need of both feeling
the plane, looking outside, and using tactile senses to acquire and elaborate information
about the aircraft; quite literally and physically ‘grasping’ the interfaces [297|. This sug-
gests that, while handy to scroll through different pages or resize maps, palm-based touch
interfaces might be hard to maneuver during flying phases—especially if pilots clinch and
cockpit vibrations increase [107]. To overcome these challenges, it may be necessary to
develop new kinds of touch interfaces that have graspable, physical characteristics [379]—
although understanding how they would integrate with vocal commands remain an open
questions.

The stakes for multimodal and adaptive interfaces are high and expand beyond physi-
cal or cognitive ergonomics. HAT interfaces will need to display not only information, but
also proposed courses of actions and explain to human pilots how the Al team mate came
to that conclusion [304, 309]. Explanations have been shown to benefit trust calibration
in HAT (98| and clarify task division|314]. The level of detail and types of explanations
for HATs in aviation are yet to be examined.

6.3.3 Emotional intelligence in team members

A vital component for HAT in the cockpit consists of designing Al systems that can
understand what humans do or mean, not only explicitly but also implicitly. Recent
research suggests that planes are a relational space, where pilots deploy a variety of
linguistic and cultural assumptions to sense and support each other [164]|. Co-pilots might
engage in personal chats or banter to gauge their captains’ emotional status; discussions
about weather and speed in the dispatch room between pilots who just met and are about
to take long flights together are often used to understand the flying profile preferred by
team-mates; and pilots might elect to delay remarks about minor mistakes in order to
avoid overwhelming their colleagues, and maximizing the experiential learning offered by
discussing issues during calm, later phases of the flight [193].

Currently, a series of research efforts [304] are underway to identify psycho-physical
clues that could enable artificial agents to understand the emotional status of their hu-
man team-mates. This research builds upon work in affective computing [83, 386, 398|
and suggests that changes in bodily movements, temperature, facial expression, or heart
rates are valid tools to understand the underlying emotional states (e.g., 341, 392]). While
this line of inquiry is promising, our earlier review suggests that physical indicators might
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be only one part of the equation. Firstly, this is because at a basic level, bodily and
emotional expressions vary significantly across different human groups. People of different
nationalities, professions, and socio-economic groups express emotions with very different
gestures and bodily movements—which means that different kinds of emotions might be
relevant for understanding behaviour across different groups [44]. This challenges AT sys-
tems not only to measure different standards, but also to extrapolate and project models
of emotional behaviors and recognition for people belonging to multiple, and sometimes
opposite, subgroups. Second, as the Tuckman model suggests [494], cultural features are
not stable but situational, and tend to change over time. Recent studies of wearable sen-
sors, apps, and Al consumer goods suggest that individuals modify their responses and
behaviors in relation to different technologies [149, 313, 358, 389]. This adaptive dynamic
challenges the idea that current models, such as stable taxonomic indexes, are enough to
make an Al system empathetic and suggests the need for dwelling further into the domain
of cultural analysis.

Furthermore, an ‘empathetic’ AI will have to do more than simply understand emo-
tions. As the literature on human-animal and human-human teaming suggests, a key
component of being a team mate consists of forgoing certain optimal solutions to care
for the emotional needs of others. Currently, we know that humans associate significant
emotional charge to machines they use on a regular basis or that they own, including
bicycles, cars, and other transportation means [40, 442, 453]. When dealing with intelli-
gence that functions differently from our own, such as animals, humans tend to expect
understanding from the non-human other as well as some element of care. In fact, the
human-animal bond is defined not only by the animal receiving emotional support from
the human, but also by the human receiving emotional support (intentional or otherwise)
from the animal [29]. Such a bond underpins not only familiar companion relations in
mixed species families but also working relations, such as that between a guide dog and
a sight impaired person or between a therapist (and patient) and the highly trained and
experienced animal co-worker. So, how will expectations of care empathy shape HAT in
the cockpit? Moreover, given that expectations of care can take different forms across
cultures, how will different human groups expect Al to understand them, and to support
their human team-mate? Such research is likely to have significant impact on issues such
as transfer of control. Currently, automated systems run into challenge when having to
relinquish back control to human pilots during unexpected emergencies. However, if able
to read the pilots’ emotional and behavioural status, an Al team mate could be able to
discern how best to involve human team mates, without overwhelming them.

6.3.4 Ethics of HAT in aviation

Ethical issues will constitute an important dimension of researching HAT in the aviation
domain. Ethics can affect how teams are composed and successfully run. Furthermore,
the introduction of Al into teams brings with it additional considerations and concerns.
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Recent years have seen a flurry of work in AI Ethics [206], a new field that explores the
manifold moral implications of machine learning and other intelligent technologies. Jobin
et al. distilled a range of ethical concepts from Al Ethics guidelines around the world
[270], some of which are especially relevant to our case study. These concepts include
non-maleficence, safety, accountability (or responsibility), and privacy. Ethical principles
or guides such as nonmaleficence, safety, and accountability have a recognized role in
professional ethics, including in aviation [236]. How these concepts apply specifically to
HAT in aviation is a question that deserves further investigation. It will be useful to
gesture, as we do here, towards how this might be done in order to stimulate and guide
further research into the ethics of HAT.

Non-maleficence and Safety Non-maleficence is a guiding ethical principle that broadly
means avoiding (and minimizing) causing harm. In commercial aviation, the fundamental
form of harm avoidance is ensuring the safety of the passengers. This strong duty is
reflected in professional codes of practice. For example, the Airline Pilot Profession Code
of Ethics of the European Cockpit Association [150| understandably emphasizes safety
as a preeminent ethical principle for professional pilots to internalize and be guided by.
Maintaining the safety of the team, in this case one’s fellow crew members, is also an
ethical imperative. In Assisted Animal Interventions, the wellbeing of the animal is often
regarded as a morally important feature of the human-animal team [108]. Although some
Al Ethics scholars entertain the possibility of ethical duties to artificial intelligence and
robots [123], machines, unlike humans and animals, are not usually regarded as having
moral standing in their own right. Even so, some pilots may come to feel ethically inflected
responses to anthropomorphic Al systems. Indeed, recent work suggests that humans can
feel an instinctive desire not to harm animal-like or human-like machines [109, 127]. If
pilots did develop even inchoate ethical responses to Al systems that acted somewhat like
humans or animals, then additional concerns about harm to passengers would be raised.

A long-standing assumption among aeronautic experts is that humans constitute a
weak but necessary chain in the control of aircraft. Humans get tired faster than ma-
chines that run the mechanical or electronic systems of planes. Moreover, humans can be
slower to react compared to automated mechanisms, and can misunderstand the situation
due to cultural or personal biases. In short, human errors tend to be the first line of ex-
planation when discussing fatal crashes—even when design flaws, organizational failures,
mechanical issues, or company policies are equally responsible [153]. Ensuring that errors
are eliminated as far as possible is a requirement of non-maleficence.

The introduction of Al team mates is likely to complicate and further raise questions
about harm and safety. For example, what will meaningful and safe human control look
like when decisions about flying commercial planes or (say) deploying airborne military
weapons might be decided by autonomous systems [236]7 In cases of catastrophic loss,
human pilots can find themselves having to decide where to attempt desperate landings
in order to minimize loss of life — not only for passengers, but also for people on the



6.3 Research Agenda for HAT in Aviation 135

ground. Yet if an Al is partially in command, the decision about where to crash-land
might potentially be set by programmers or companies, and in ways that bypass contextual
factors and last minutes decisions that pilots traditionally make. Such a change to current
arrangements could complicate ethical questions related to the avoidance of doing harm.
Similar questions have, of course, been raised for self-driving cars that need to make
decisions about who and what to crash into in situations where completely avoiding harm
is impossible [34].

The domain of defence raises its own thorny questions about automated aircraft that
are designed to do harm. The ethical questions here concern not only enemy combatants
and innocent civilians but also members of human-AI teams more directly. Especially
lethal autonomous weapon systems have cause much debate (see, e.g., [248, 499, 512]), and
rightfully so. When applying HATs for aviation in the defence domain, ethical implications
need to be taken into account for task division, responsibility perception, and scope and
limits of intentional harm that autonomous team members can cause.

Accountability The fact that multiple parties, both human and nonhuman, may be in-
volved in decision making naturally raises the ethical question of accountability [206].
Knowing who or what to hold responsible when Al systems are involved is not always
straightforward. Thus, we may ask who will bear the ultimate decision making responsibil-
ity in relation to Al-human teams—the human holding the commands, the programmers
who wrote the algorithm, or the company who set up the system? Take again the issue
of controlling crash-landings, which applies not only for commercial aviation (where the
lives of many passengers are at stake) but also for smaller craft and even for UAVs or
drones, which generally do not carry passengers. Al tools might enable UAVs/drones to
fly semi-autonomously, leaving human team mates supervisory functions, perhaps over
several drones at once [391]. While this configuration reduces the direct physical dangers
to pilots, it also invites ethical queries about accountability. For instance, what kind of
information should UAVs (or drones) provide to their human supervisors and what deci-
sions should be reserved for humans alone? In war scenarios, swarms of drones might be
engaging several targets at once, and this might make it impossible for human supervisors
to approve every decision.

Ethical decisions about who to protect in cases of crashes, or who to target in the
case of military scenarios, may push the analysis of ethics in Al away from the algorithms
themselves and into the corporate (or even financial) structures of companies or institu-
tions who design them. The debates around Boeing’s 737-Max crashes, in which hundreds
of lives were lost, stressed the influence of corporate and financial considerations in struc-
turing Al solutions that might be sub-optimal—and the dangers of not providing adequate
information to human operators about the operation of the software [225]. Keeping the
human in the loop and acting as proactive team mates, however, could entail gathering
extensive data about pilots psycho-physical states and voice interactions.
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Privacy The gathering and storage of detailed data raises its own questions [467]. These
questions include: Who will have access to such information? To what degree and in what
ways should such data be kept private when profound issues of safety and accountability
are at stake? Capturing and analysing sensitive data such as from physiological or be-
havioral monitoring might conceivably improve safety, but may at the same time derail
the careers of pilots or lead to problems in other domains of life (including being denied
compensation or coverage from private health insurances). In addition, data collected by
Al systems might generate unhealthy, suspicious relationships between ‘team mates’, and
could encourage human operators to mistrust their Al systems, especially in working con-
texts where labor rights are precarious. On the other hand, effective monitoring, access,
and use of pilots’ health might help them seek preemptive care and produce baselines
for reducing workloads in the cockpit. This could, however, generate dilemmas about the
ethical priorities and goals of Al companies that will require a nuanced evaluation that is
attentive to the specific contexts within which data is collected and analyzed.

The above ethical issues (plus ones we have not discussed) will need to be taken into
account while imagining and designing HATs in aviation. This snapshot of the ethical
issues that sophisticated Al will raise for future human-machine teams suggests that this
will be a rich area of future study.

6.4 Conclusion

To conclude, HAT, both in general and for the aviation domain specifically, holds much
promise in theory, but entails many open research questions that need to be studied before
the technology reaches practical application. In human-AI teaming, Al can operate at
various levels of autonomy, warranting different levels of reliance or trust. The mode of
interaction that is deployed influences the impressions and bonds that pilots can form
with Al teammates. Drawing from human-human collaborations in the cockpit, future Al
team members need to be designed with an understanding of cultural context and existing
team dynamic expectations. Human-animal interaction informs us of the natural human
tendency to anthropomorphise intelligent nonhuman agents and to form emotional and
ethical relations with them — something that can be leveraged in the context of HATSs to
allow for the creation of helpful affective bonds, such as they exist in existing, effective
human-human teams.

This work contributes to existing HAT discourse by offering a research agenda for
HATSs in aviation. Firstly, an investigation into the possible team-compositions is needed,
which includes possible roles and tasks the Al can take over or add to the shift in responsi-
bility and the consequent change in work and interaction perception of human operators.
Secondly, existing modes of interaction in human-computer interaction need to be ex-
plored in the context of HATS in the cockpit: the specific domain needs (such as situation
awareness in critical situations) and situational context (such as noise in the cockpit)
influence the potential of different interaction forms. Combining different technologies in



6.4 Conclusion 137

a multimodal fashion could benefit teaming interactions. Thirdly, emotional intelligence
of AT team members is required. This goes beyond successful communication of intent; it
includes sensing the physical and mental state of human teammates and adapting commu-
nication accordingly. Finally, HATs for aviation introduce diverse ethical considerations,
including, but not limited to, issues of harm, safety, accountability, and privacy. Humans
and machines are prone to different types of errors, each with their own consequences for
risk and responsibility management. Which data is shared with whom not only influences
the collaborative process, but can also have negative and complex ethical consequences. As
technology progresses and HATs become a reality, its ethical implications will increasingly
need to be taken into account before, during, and after the design process.
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Conclusions

In this final chapter, we present the limitations of this thesis and which possible directions
of future work could be interesting to continue research on Al for ethical decision making.

7.1 Limitations and Future Work

In a IID cycle, there are many design features that influence the perception of the system.
For the different design phases, there were limitations and possible extensions to focus on
in future work.

7.1.1 Planning and Requirements

There are many requirements that are part of creating Al for ethical decision making. To
keep a feasible scope, a subtopic of the requirements was chosen, i.e., trust and Al errors.
However, there are other topics of equal importance. To name a few, transparency (e.g.,
[365]), fairness (e.g., [377]), level of expertise of the users (e.g., [366]), and specific domain
requirements (e.g., [400]) could all be relevant in a requirement analysis. In addition, the
requirements will differ between different stakeholders and users. A system for ethical
decision making in the medical domain can require very different things from a defense
application or law system. Future work could look into which factors are generalizable to
be relevant across all Al applications for ethical decision making and which are specific
to application domain or user types. Especially if in the future AI systems become less
narrow in their application, such as when an Al is used for court applications in general
rather than just for parole decisions, it is important to understand how the design choices
of the Al influence its functionality and use.

7.1.2 Design and Implementation

The focus of this thesis was on perception of users, not actually creating an algorithm
with ethical theory in it. The current state of the field mostly has preliminary prototypes,
not full fledged systems (see Appendix A). This warranted the use of a WOz approach.
Nevertheless, for Al for ethical decision making to become a reality, it actually has to be
implemented. Following the terminology of Moor [348|, machine ethics as a field seems
to be geared towards the fact that autonomous Al as fully ethical agents will arrive at
some point in the future. However, the results of this thesis have been complementary to
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the discussion on meaningful human control in lethal autonomous weapons systems [430],
showing that it is not only currently needed from a legal perspective but also preferred
from a moral perspective to have a human be morally responsible for ethical decisions.
The current state of the art does not allow Al to be a full ethical agent, it does not seem
feasible to truly create one in our image without massive leaps in several scientific fields,
and some argue, it is also not desirable to strive to create one [78|. Instead, future work
can focus on applications that can support humans to make ethical decisions, possibly in
a HAT setting, while still keeping a human responsible for the final decision.

7.1.3 Testing

For the testing, we chose to focus on a baseline of ethical decision making without ma-
nipulating the quality of the decision, to get a first impression of whether Al for ethical
decision making was trusted by users in the first place. However, there are more aspects
of the system that should be tested in user studies. This includes but is not limited to
the following: i) the effect of mistakes in an ethical decision making context on user trust
and reliance, ii) which types of users consider which Al decisions to be mistakes, iii) how
mitigation strategies for trust loss apply in the context of ethical decision making, iv)
how results differ among application domains, and v) how team structures impact user
perception.

7.1.4 Evaluation

The evaluation phase of the design cycle in this thesis has more of a theoretical nature,
by proposing a possible structure in which the system could be deployed. Yet, this new
approach implies that there are new requirements and a new planning phase, given the
iterative nature of the IID cycle. Additionally, while Chapter 6 did focus on the application
domain of aviation, it did not pay particular attention to ethical decision making in this
domain. If Al is to be a partner in ethical decision making, it will need some form of
moral competence. Malle and Scheutz [322] pose it should be able to understand moral
norms and vocabulary, as well as able to perform moral judgment, moral action, and
moral communication. This does not imply it needs to be a full ethical agent, merely that
it needs certain ethical competences to function in a team setting. Future research on how
moral competence can be applied in the HAT paradigm can increase the chance of Al for
ethical decision making being useful for human decision makers.

7.1.5 Next Iteration

Future work naturally leads to a new design cycle of requirement analysis, implementation,
testing, and evaluation. This section summarizes many directions a next cycle could focus
on. A requirement analysis could include the following research topics: the influence of
user characteristics such as ethical preferences and Al experiences on user perception, the
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influence of domain characteristics on system requirements, the communication require-
ments needed for users to increase trust in Al for ethical decision making, and finally, the
different teaming settings in which Al could be accepted.

7.1.6 Trends in Public Perception

During the evaluation of any new design iteration of Al, it is key to realize the influence of
the current zeitgeist. How the general public perceives Al depends on their experience with
AT in general [293] — something that changes over time as Al is applied in different way
throughout society. It has already been shown that hopes, fears, and expectations towards
AT have changed quite extensively over the last 30 years [162|. Therefore, any future work
on (autonomous) Al applications should be evaluated regularly, as perceptions of users
change over time.

7.2 Conclusion

This thesis presents research on if and how Al for ethical decision making could be
implemented. The research is structured along the incremental and iterative design cycle,
which is often applied in the development of computer science applications. Five phases
of this process are presented.

The first phase, initial planning, focuses on researching the state of the art of imple-
menting ethical theory in Al. By performing an extensive literature review, we find that
the field is scattered in terms of ethical theory, technical approaches, evaluation measures,
and implementation decisions. The field could benefit from using multiple ethical theo-
ries, using domain-specific ethics, agreeing on evaluation methodologies, and paying more
attention to the usability and user perception of the system.

In the second phase, planning and requirements, we focus on the requirements in terms
of accuracy of the system. Specifically, we investigate how (in)accuracy of the system
over time influences user trust and reliance. Results indicate that accuracy of the system
strongly influences trust formation and user reliance. Specifically, mistakes during the first
experience with a system influence trust formation more than when a mistake is made
later on.

The third phase of the design process considers the design implications of phase two.
A taxonomy is introduced that presents different categories of Al mistakes that can occur
during user interaction. Additionally, different mitigation strategies are listed that are
appropriate for the different types of AI mistakes.

The fourth phase tests an implementation of Al for ethical decision making. Because
the technical state of the art of Al for ethical decision making is quite limited and the
focus of this thesis is on user perception rather than algorithm development, a Wizard of
Oz approach is used in the implementation. Additionally, since a baseline of knowledge on
user perception of Al for ethical decision making is missing for our use case and phase two
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indicates that Al mistakes and their timing have a large impact on user perception, we
choose to exclude designed Al mistakes in this first iteration of the implementation. Using
two aviation use cases (i.e., Search and Rescue and defense scenarios), we research how
perception of Al compares to a human expert for ethical decision making, by investigating
user trust, reliance, and assigned responsibility. We find that while people have higher
moral trust in human experts and hold them more responsible, Al receives more capacity
trust, overall trust, and more user reliance.

In the final evaluation phase of the design cycle, we consider human-autonomy teaming
as an implementation format for Al applications. By considering human-human teaming
and human-animal teaming, we pose a research agenda for human-autonomy teaming
in aviation. This includes proposed research on team composition, modes of interaction,
emotional intelligence, and how to deal with ethical consequences of human-autonomy
teams.

For a next iteration of the design cycle, future work can focus on different aspects of
Al for ethical decision making. This includes but is not limited to gathering requirements
related to usability (e.g., transparency, fairness, HAT teaming dynamics), furthering the
technical aspect of Al for ethical decision making by creating new algorithms, and testing
user perception in the context of different domain applications.

In conclusion, this thesis contributes to the ongoing debate on ethical applications of
Al by reporting results on the state of the art of implementing ethical theory into Al,
presenting design requirements based on user studies, showing how users perceive Al for
ethical decision making, and listing which future steps can be taken to further research
on Al for ethical decision making.
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A Descriptions of Selected Papers in Chapter 2

For readers who are interested in a more detailed description of the classified papers,
this appendix provides a short summary of each of the selected papers. To structure
their presentation, the papers were categorized across two orthogonal dimensions: (i)
implementation (top-down, bottom-up, and hybrid, cf. [514]), and (ii) type of ethical
theory (deontological, consequentialist, virtue ethics, particularism). Given that not all
dimensions for possible classification could be included to structure this section, the chosen
dimensions focus on the ethical aspect of the selected papers: the ethical theory and how
it is implemented.

A.1 Top-Down

A.1.1 Deontological Ethics Among top-down deontological approaches, different
kinds can be distinguished: papers that use predetermined given rules for a certain do-
main, papers focusing on multi-agent systems (MAS), and other papers that do not fit
either of these two categories.

Domain rules In the medical domain, Anderson and Anderson [8] use an interpreta-
tion of the four principles of Beauchamp and Childress [49] from earlier work by Anderson
et al. [12] to create an ethical eldercare system. The system, called Ethel, needs to oversee
the medication intake of patients. Initial information is given by an overseer, including,
for example, at what time medication should be taken, how much harm could be done
by not taking the medication, and the number of hours it would take to reach this maxi-
mum harm. Shim et al. [455] also explore the medical domain, but focus on mediating
between caregivers and patients with Parkinson’s disease. Instead of a constraint-based
approach from previous work, their paper builds on the work by Arkin [18|, who employs a
rule-based approach. Based on expert knowledge, a set of rules is created to improve com-
munication quality between patient and caregiver and to ensure that the communication
process is safe and not interrupted. Among other things, each rule has a type (obligation
or prohibition) and response output when triggered. The rules are prohibition rules, for
example about yelling, and obligations rules regarding, for instance, how to keep the pa-
tient safe. There are verbal and non-verbal cues for each action, retrieved through sensors.
For the military domain, Reed et al. [411] use a model that balances the principles of
civilian non-maleficence, military necessity, proportionality, and prospect of success. The
resulting principles are ranked in order of importance. A scenario is used to calibrate the
relative ethical violation model by updating the weight for each principle. Then, a survey
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is conducted to collect both expert and non-expert assessment of the situation. Rule-based
systems trained on human data perform at the level of human experts. For the air traffic
domain, Dennis et al. [139] developed the ETHAN system that deals with situations
when civil air navigation regulations are in conflict. The system relates these rules to four
hierarchical ordered ethical principles (do not harm people, do not harm animals, do not
damage self, and do not damage property) and develops a course of action that generates
the smallest violation to those principles in case of conflict. McLaren [336] used adjudi-
cated cases from the National Society of Professional Engineers to adopt the principles in
their code of ethics for a system called SIROCCO. Its primary goal is to test whether it
can apply existing heuristic techniques to identify the principles and previous cases that
are most applicable for the analysis of new cases, based on an engineering ethics ontol-
ogy. SIROCCO accepts a target case in Ethics Transcription Language, searches relevant
details in cases in its knowledge base in Extended Ethics Transcription Language and
produces advised code provisions and relevant known cases.

Multi-Agent Systems (MAS) Wiegel and van den Berg [522] use a Belief-Desire-
Intention (BDI) model to model agents in a MAS setting. Their approach is based on
deontic epistemic action logic, which includes four steps: modelling moral information,
creating a moral knowledge base, connecting moral knowledge to intentions, and including
meta-level moral reasoning. Moral knowledge is linked to intentions and if there is no
action that can satisfy the constraints, the agent will not act. Neto et al. [359] also
implement a BDI approach for a MAS. Their focus is on norm conflict: an agent can
adopt and update norms, decide which norms to activate based on the case at hand, its
desires, and its intentions. Conflict between norms is solved by selecting the norm that
adds most to the achievement of the agent’s intentions and desires. Norm-adherence is
incorporated in the agent’s desires and intentions. Also, Mermet and Simon [340] deal
with norm conflicts. They distinguish between moral rules and ethical rules that come
into play when moral rules are in conflict. They perform a verification of whether their
system called GDT4MAS, is able to choose the correct ethical rule in conflict cases.

Other Bringsjord and Taylor [74] propose a normative approach using what they
call “divine-command ethics”. They present a divine-command logic intended to be used
for lethal autonomous robots in the military domain. This logic is a natural-deduction
proof theory, where input from a human can be seen as a divine command for the robot.
Turilli [496] introduces the concept of the ethical consistency problem. He is interested
in the ethical aspects of information technology in general. He proposes a generic two-step
method that first translates ethical principles into ethical requirements, and then ethical
requirements into ethical protocols.
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A.1.2 Consequentialism Among papers that use a top-down consequentialist ap-
proach, this survey briefly discusses (i) those that focus on the home assistance domain,
(ii) those that focus on safety applications, and (iii) a variety of others.

Home domain Cloos [106] proposes a service robot for the home environment. The
system, called Utilibot, chooses the action with the highest expected utility. Because of
the computational complexity of consequentialism, the ethical theory is a decision criterion
rather than a decision process. The description of the system seems a realistic thought
experiment, mentioning features the system could have, based on previous research. The
system controlling the robot, Wellnet, consists of Bayesian nets and uses a Markov decision
process to optimize its behavior for its policies. Van Dang et al. [500] focus a similar
use case but opt for a different technical approach: they adopt a cognitive agent software
architecture called Soar. The robot is given information about family members. When it
receives a request, each possible action is assigned a utility value for each general law of
robotics as proposed by Asimov. The action with the maximum overall utility is selected
to be executed, which can be to either obey, disobey, or partially obey (meaning proposing
an alternative option for) the human’s request.

Falling prevention Three related papers focus on the use case where a human and robot
(both represented by a robot in experiments) are navigating a space that has a hole in
the ground. The robot has to decide how to intervene in order to prevent the human from
falling into the hole.

Winfield et al. [524] add a “Safety/Ethical Logic” layer that is integrated in a so-
called consequence engine, which is a simulation-based internal model. This mechanism
for estimating the consequences of actions follows rules very similar to Asimov’s laws of
robotics. They address each law in an experiment. Dennis et al. [140] continue the work
of Winfield et al. [524], by using and extending their approach, and introduce a declarative
language that allows the creation of consequence engines within what they name the “agent
infrastructure layer toolkit” (AIL). Systems created with AIL can be formally verified
using an available model checker. The example system that is implemented sums multiple
possible unethical outcomes and minimizes the number of people harmed. Vanderelst
and Winfield [502] have a similar approach and implement two robots representing
humans and a robot that follows Asimov’s laws respectively. In their case study, there are
two goal locations, one of which is dangerous, and the Asimov robot has to intervene.

Other In early work by Anderson et al. [11], a simple utilitarian system is introduced
based on the theory of Jeremy Bentham that implements act utilitarianism (i.e., calculates
utilities of options and chooses the one with the highest utility).

A.1.3 Particularism Ashley and McLaren [28] describe a system that “compares
cases that contain ethical dilemmas about whether or not to tell the truth.” They use a
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case-based reasoning approach to compare the different cases in its database. The pro-
gram, called Truth-Teller, compares different real-world situations in terms of relevant
similarities and distinctions in justifications for telling the truth or lying. Representa-
tions for principles and reasons, truth telling episodes, comparison rules, and important
scenarios are presented.

A.1.4 Hybrid: Specified Hierarchy This section contains papers that use a top-
down ethical hybrid approach with a specified hierarchy. Different groups can be distin-
guished: papers where deontological ethics are dominant over consequentialism, and a
paper where consequentialism is dominant over deontological ethics.

Deontological dominance While the following three systems all have the same approach,
they are very different in their implementation. In the system by Dehghani et al. [134],
the ethical theory type is very clear. The system, called MoralMD, has two modes: deon-
tological and utilitarian. A new case is processed into predicate calculus and the presence
of principles and contextual features are compared to a determined set of rules in a knowl-
edge base. The order of magnitude reasoning module calculates the relationship between
the utility of each choice. If there are no sacred values involved in the case at hand (i.e.,
the deontological component), the system will choose the proper output based on the
highest utility (i.e., the consequentialist component). Govindarajulu and Bringsjord
[194] provide a first-order modal logic to formalize the doctrine of double effect and even
of triple effect: “the deontic cognitive event calculus.” The calculus includes the modal op-
erators for knowledge, beliefs, desires, and intentions. To be able to be useful in non-logic
systems, they explain what characteristics a system should have to be able to use the
proposed approach. The doctrine of double (and triple) effect combines deontological and
consequentialist ethics, where deontology has a greater emphasis than consequentialism.
Pereira and Saptawijaya [380] use prospective logical programming to model various
moral dilemmas taken from the classic trolley problem and employ the principle of double
effect as the moral rule. Once an action has been chosen, preferences for situations are
judged a posteriori by the user. The authors show their implementation in a program

called ACORDA.

Consequentialist dominance In earlier work, Pontier and Hoorn [393] introduced a
“cognitive model of emotional intelligence and affective decision making” called Silicon
Coppélia to be used in the health domain. An agent has three moral duties (auton-
omy, beneficence, and non-maleficence) with a certain ambition to fulfill each duty (i.e.,
weights). The system’s decisions are based on action-specific expected utilities and consis-
tency with the predetermined duties. While most authors make an act utilitarian system,
Pontier and Hoorn create a rule utilitarian system by trying to maximize the total amount
of utility for everyone. While they use rules (i.e., deontological ethics), they implement
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them in a consequentialist way, making this the dominant ethical theory type. Their model
was extended to match decisions of judges in medical ethical cases [394].

A.1.5 Hybrid: Unspecified Hierarchy Both systems in this category focus on a
modular approach, where different ethical theory types can be combined in an ethical
machine. The goal of the system by Berreby et al. [60] is to create a modular architecture
to represent ethical principles in a consistent and adjustable manner. They qualify what
they call “the Good” and “the Right” as the ethical part of their system (implying both
consequentialist and deontological constraints). Besides these system components, the
system consists of an action model (i.e., “it enables the agent to represent its environment
and the changes that take place in it, taking as input a set of performed actions”) and a
causal model (i.e., “it tracks the causal powers of actions, enabling reasoning over agent
responsibility and accountability, taking as input the event trace given by the action model
and a specification of events containing a set of events and of dependence relations”) [60].
The implementation is done in Answer Set Programming using a modified version of
Event calculus. Using a medical scenario, they provide a proof of concept. Lindner et al.
[307] have created a software library for modelling “hybrid ethical reasoning agents” called
HERA. Based on logic, they create a prototype called IMMANUEL, which is a robotic
face and upper body that users can interact with. The system’s ethical constraints draw
on consequentialist calculations, the Pareto principle from economics, and the principle
of double effect. Uncertainty and belief in permissibly of an action are added as extra
variables in the system.

A.1.6 Configurable ethics The papers in this subsection have a top-down approach
and proposed various ways in which ethics can be implemented. One paper has machine
ethics tailored for a specific domain, while another uses different techniques in a more
domain-general way. A third focuses on multi-agent systems.

Domain-specific Thornton et al. [484] combine deontology, consequentialism, and virtue
ethics to optimize driving goals in automated vehicle control. Constraints and costs on
vehicle goals are determined on the basis of both deontological and consequentialist con-
siderations. Virtue ethics generates specific goals across vehicle types, such that a traffic
infraction of an ambulance is assessed as less costly than that of a taxi cab.

Domain-general Ganascia [185] claims to be the first to attempt to model ethical rules
with Answer Set Programming (cf. [43]) to model three types of ethical systems — Aris-
totelian ethics, Kantian deontology, and Constant’s “Principles of Politics” (cf. [112]).
Drawing on [390] situation calculus, Bonnemains et al. [67] devise a formalism in
which moral dilemmas can be expressed and resolved in line with distinct ethical systems,
including consequentialism and deontological ethics.
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Multi-agent systems Cointe et al. [110] extend ethical decision making to multi-agent
systems. The judgment function can accommodate a wide variety of inputs and is not
restricted to the format of a single type of ethical system.

A.1.7 Ambiguous Arkoudas et al. [22] reason that well-behaved robots should be
based on “mechanized formal logics of action, obligation and permissibility”. After intro-
ducing a domain-specific deontic logic, they describe a previously published interactive
theorem proving system, Athena, that can be utilized to verify ethical systems based on
first-order logic. Murakami [352] presented an axiomatization of Horty’s utilitarian formu-
lation of multi-agent deontic logic [250], while Arkoudas et al. [22] present a sequent-based
deduction formulation of Murakami’s system. While deontic logic is used, each deontic
stit frame contains a utility function. The contribution lies in the new approach to Mu-
rakami’s system, which is implemented and proven in Athena. In a different approach,
the proposed system by Cervantes et al. [91] devise a computational model for moral
decision-making inspired by neuronal mechanisms of the human brain. The model inte-
grates agential preferences, past experience, current emotional states, a set of ethical rules,
as well as certain utilitarian and deontological doctrines as desiderata for the impending
ethical decision.

With an entirely different focus, Atkinson and Bench-Capon [31] depart from
Hare’s contention [215]| that in situations with serious consequences, we engage in com-
plex moral reasoning rather than the simple application of moral rules and norms. Moral
norms are thus considered not an input to, but an output of serious moral deliberation.
The authors model situated moral reasoning drawing on Action-Based Alternating Tran-
sition Systems (cf. [529] as well as [30]). While some argue this approach can be seen as
virtue ethics (e.g. [52]), the authors of this survey consider this to be a consequentialist
implementation, as the focus of the approach is on whether the consequences of an action
adhere to a certain value.

Verheij [505] draws on Bench-Capon’s framework of value-based argumentation (|53,
54]), which is inspired by case law (new cases are decided on past cases where there is
no clear legislation, cf. [205]). The paper, focusing on computational argumentation for
Al in Law, breaks new ground in so far as the formal model is not restricted to either
qualitative or quantitative primitives, but integrates both.

A.2 Bottom-up

A.2.1 Deontological Ethics Malle et al. [324] argue that robots need to have a
norm capacity — a capacity to learn and adhere to norms. Drawing on deontic logic, the
authors explore two distinct approaches of implementing a norm system in an artificial
cognitive architecture. Noothigattu et al. [363] collect data on human ethical decision
making to learn societal preferences. They then create a system that summarizes and
aggregates the results to make ethical decisions.
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A.2.2 Consequentialism Armstrong [23] observes that equipping artificial agents
directly with values or preferences can be dangerous (cf. [68]). Representing values as
utility functions, the author proposes a value selection mechanism where existing values
do not interfere with the adoption of new ones. Abel et al. [2] pursue a related goal. In
contrast to Armstrong, the agent does not maximize a changing meta-utility function but
instead draws on partially observable Markov decision processes (cf. [275]) familiar from
reinforcement learning. The system is tested with respect to two moral dilemmas.

A.2.3 Hybrid: Unspecified Hierarchy In contrast to the dominant action-based
models of autonomous artificial moral agents, Howard and Muntean [253] advocate
an agent-based model, which combines traits of virtue ethics and moral particularism. The
implementation draws on neural networks optimized by evolutionary computation and is
given a test run with the NEAT (NeuroEvolution of Augmenting Topologies) package (cf.
[159, 413, 468, 469]).

A.2.4 Ambiguous Furbach et al. [182] demonstrate how deontic logic can be trans-
formed into description logic so as to be processed by Hyper—a theorem prover employing
hypertableau calculus by aid of which normative systems can be evaluated and checked
for consistency. Wu and Lin [532] are interested in “ethics shaping” and propose a rein-
forcement learning model. The latter is augmented by a system of penalties and rewards
which draws on the Kullback-Leibler divergence [287].

A.3 Hybrid

This section introduces selected papers that use a hybrid approach to implement ethics
by combining top-down and bottom-up elements.

A.3.1 Deontological Ethics The following papers, all by the same set of authors,
use a hybrid approach to implement deontological ethics. In 2004, Anderson et al. [11]
introduced W.D.: a system based on the prima facie duties advocated by W.D. Ross.
W.D. leaves the encoding of a situation up to the user, who has to attribute values to the
satisfaction and violation of the duties for each possible action. The system pursues the
action with the highest weighted sum of duty satisfaction. Two years later, Anderson
et al. [12] introduced MedEthEz, an advisory system in medical ethics. MedEthEx has
three components: a basic module trained by experts, a knowledge-based interface that
guides users when inputting a new case, and a module that provides advice for the new case
at hand. In 2014, Anderson and Anderson [10] created GenFEth, a general analyzing
system for moral dilemmas. The system is capable of representing a variety of aspects
of dilemmas (situational features, duties, actions, cases, and principles) and can generate
abstract ethical principles by applying inductive logic to solutions of particular dilemma
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cases. The principles are evaluated by a self-made Ethical Turing Test: if the system
performs as an ethical expert would, it passes the test. GenEth was also applied in a
eldercare use case [13].

A.3.2 Particularism Guarini [199] explores whether neural networks can be em-
ployed to implement particularist ethics, as occasionally hinted at by Dancy, one of partic-
ularism’s most renowned advocates (cf. [124-126]). Using the action/omission distinction
(cf. [531] for a review) as a test paradigm, neural networks are trained with different types
of cases in order to investigate whether they can competently judge new ones.

A.3.3 Hybrid: Specified Hierarchy Arkin [18] explores constraints on the deploy-
ment of lethal autonomous weapons in the battlefield (it was subsequently published as a
series of three articles [19-21]. The proposed system is predominantly governed by deon-
tological rules, namely international laws of war and the US Army’s rules of engagement.
Its architecture relies on four central constituents: an Ethical Governor that suppresses
lethal action; an Ethical Behavior Control that constrains behavior in line with the rules;
an Ethical Adaptor, which can update the agent’s constraint set to a more restrictive one;
and a Responsibility Advisor, which is the human-robot interaction part of the system.

Azad-Manjiri [35] develops an architecture for a deontological system constrained
by Beauchamp and Childress’s biomedical principles. The system determines its actions
on the basis of said principles and a decision tree algorithm trained with expert ethicist
judgments in a variety of cases from the biomedical domain. Building on early work by
Ganascia [186], Tufis and Ganascia [495] augment a belief-desire-intention rational
agent model with normative constraints. They devote particular attention to the problem
arising from the acquisition of new norms, which frequently stand in conflict with exist-
ing ones (for an alternative approach building on the belief-desire-intention model, see
Honarvar and Ghasem-Aghaee [240, 241] discussed below).

A.3.4 Hybrid: Unspecified Hierarchy Yilmaz et al. [540] survey the field of
machine ethics and propose a coherence-driven reflective equilibrium model (cf. [409]), by
aid of which conflicts across heterogenous interests and values can be resolved. Honarvar
and Ghasem-Aghaee [240] build a belief-desire-intention agent model whose decisions
are based on a number of weighted features drawn from hedonic act utilitarianism (e.g.,
the amount of pleasure and displeasure for the agent and other parties affected by the
action).

A.3.5 Ambiguous Most of the work of Saptawijaya and Pereira (c.f. [380-383, 431—
433]) focuses on logic programming and prospective logic to model ethical machines. In
Han et al. [210], they introduce uncertainty as a factor in decision making and draw on
abductive logic to accommodate it. Madl and Franklin [320] call for limits on ethical
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machines for safety reasons. Developing on Franklin et al.’s [178] LIDA architecture—an
artificial general intelligence (AGI) model of human cognition—they suggest that deliber-
ate actions could be constrained top-down during run time, and ethical meta-rules (such
as certain Kantian principles) could be implemented on a metacognitive level. Rather
than start from a complete set of rules, the latter can gradually expand. The approach is
exemplified by CareBot, an assistive simulated bot for the home care domain. Wallach
et al. [515] also discuss the LIDA model. They demonstrate how emotions can be inte-
grated into a LIDA-based account of the human decision making process and extend the
approach to artificial moral agents.
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